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Introduction

The Internet of Things (IoT) paradigm has been introduced to characterize smart
objects, supporting data exhange via the existing Web infrastructure, as well as via
5G mobile networking architectures. Artificial Intelligence (AI) plays a crucial role
in such emerging networking environments, enabling for smarter services, appli-
cations, business processes, and social interaction among the IoT objects. In this
respect, this book presents research approaches in converged IoT and Artificial
Intelligence environments and emerging networking infrastructures. Major subjects
of this book cover the analysis and the development of AI-powered mechanisms in
future IoT applications and architectures.

Cloud-based IoT mechanisms [1] are utilized to enable the interconnection of a
variety of smart objects, such as cars, cell phones, and sensors inside smart cities,
smart businesses, and smart home environments [2]. IoT-based objects produce a
vast volume of information frequently called as Big Data [3], which cannot be
easily processed by traditional algorithms and schemes. However, future smart
environments will enable efficient handling and processing of Big Data that is
generated by the associated objects for an effective communication and
co-operation among them. In any case, there is profoundly helpful data and many
values in trying to analyze, as well as process it. IoT-based objects have an
increased consideration from researchers in several scientific fields and disciplines.
In this respect, a great potential exists for advanced technological solutions com-
bined with Artificial Intelligence (AI) and IoT-enabled capabilities [4]. AI mech-
anisms applied in IoT environments can be exploited in smart homes to analyze
human actions via motion or facial recognition sensors. AI plays a significant role
in future IoT applications and infrastructures, by providing insights from collected
data. This capability enables the identification of patterns and allows operational
predictions with higher accuracy in small time periods. AI applications for smart
devices also enable businesses to develop new products, reduce possible risks and
increase efficiency during the production time, by predicting failures that are usu-
ally non-detectable by humans or simple devices [5].
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The future of the implementation of AI-powered IoT infrastructures depends on
the effective solutions to a number of technical challenges that such paradigms
introduce [6]. These challenges include intelligent sensor capabilities improvement,
smart Big Data analytics [7], automated remote data management, as well as open
and secure composition of processes, which may be implemented into emerging
AI-enabled IoT scenarios [8]. Some initiatives try to incorporate Artificial
Intelligence schemes in IoT environments, but new frameworks have to be defined.
In fact, the approach of IoT is to find the potential benefits of AI, in order to build
extensive ecosystems, for increasing the number of automated services and their
value. In this respect, this book addresses the major new technological develop-
ments in the field and reflects current research trends, as well as industry needs. It
comprises a good balance between theoretical and practical issues, covering case
studies, experience, and evaluation approaches as well as best practices, in utilizing
AI applications in IoT networks. It also provides technical/scientific information
about various aspects of AI technologies, ranging from basic concepts to research
grade material, including future directions.

Research Solutions

Chapter “Fog Computing: Data Analytics for Time-Sensitive Applications” of this
book elaborates on fog computing issues to intelligently reduce communications
delays between users and cloud systems. The idea of fog computing allows users to
interact with intermediate servers, while reaping the benefits of reliability and
elasticity, which are inherent in cloud computing. Fog computing can leverage
Internet of Things by providing a reliable service layer for time-sensitive applica-
tions and real-time analytics [9]. While the concept of fog computing is still
evolving, it is pertinent to study the domain of fog computing and analyze its
strengths and weaknesses [10]. Motivated by this need, chapter “Fog Computing:
Data Analytics for Time-Sensitive Applications” describes the architecture of fog
computing and explains its efficacy with respect to different smart applications. It
highlights some of the key challenges associated with the evolving platforms along
with future directions of research on this field.

Chapter “Medical Image Watermarking in Four Levels Decomposition of DWT
Using Multiple Wavelets in IoT Emergence” of this book presents a process to
exploit the characteristics that are offered by intelligent IoT systems in the
healthcare sectoral issues [11]. This allows for more efficiency in the processing of
a medical image. Medical images are exposed to the major risks through frequent
attacks which may lead up to missing information by the physician in the diagnosis
of the disease. Privacy remains the major challenge in the present-day world in IoT
platforms for medical systems. In this regard, this chapter labors on a medical image
based on digital watermarking that can be utilized to protect health sign. The
proposed method performance is evaluated by utilizing MSE, PSNR, SSIM, and
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NC, which are necessary to get the best result for performance metrics. This work is
achieved in four levels Discrete Wavelet Transform (DWT). The proposed tech-
nique is highly robust against numerous sorts of attacks. The results refer that the
proposed algorithm permits prevention at a higher level compared with other cur-
rent structures and algorithms.

Chapter “Optimised Statistical Model Updates in Distributed Intelligence
Environments” explores a sequential decision-making methodology of when to
update statistical learning models in Intelligent Edge Computing devices given
underlying changes in the contextual data distribution [12]. The proposed model
update scheduling takes into consideration the optimal decision time for minimizing
the network overhead while preserving the prediction accuracy of the models. This
chapter reports on a comparison between the proposed approach with four other
update delaying policies found in the literature, an evaluation of the performances
using linear and support vector regression models over real contextual data streams
and a discussion on the strengths and weaknesses of the proposed policy.

Chapter “Intelligent Vehicular Networking Protocols” introduces intelligent
vehicular ad hoc networks, where nodes are either vehicles or fixed roadside units
considered as VANET infrastructure [13]. This chapter discusses the five categories
of VANET routing protocols with some of the most known examples in each. Each
of the mentioned protocols has a brief overview of its design and implementation.
Besides, authors mention some of the protocols’ benefits, drawbacks, and
enhancements. With the emergence of Internet of Things in the last decade, vehicles
have a subcategory known as Internet of Vehicles (IoV) due to the special char-
acteristics of vehicles and road topology. Therefore, the second section of this
chapter discusses the classification of routing protocols in IoV which is the
promising future in the vehicular network world.

Chapter “Towards Ubiquitous Privacy Decision Support: Machine Prediction of
Privacy Decisions in IoT” presents a mechanism to predict privacy decisions of
users in Internet of Things (IoT) environments, through data mining and machine
learning techniques [14]. To construct predictive models, authors test several dif-
ferent machine learning models, combinations of features, and model training
strategies on human behavioral data collected from an experience-sampling study.
Experimental results show that a machine learning model called linear model and
deep neural networks (LMDNN) outperforms conventional methods for predicting
users’ privacy decisions for various IoT services. Authors also present a feature
vector, composed of both contextual parameters and privacy segment information
with the best predictive performance. In addition, they propose a novel approach,
which provides a common predictive model to a segment of users who share a
similar notion of privacy. From a user perspective, authors’ prediction mechanism
takes contextual factors embedded in IoT services into account and only utilizes a
small amount of information polled from the users. It is therefore less burdensome
and privacy-invasive than the other mechanisms.

Chapter “Energy-Efficient Design of Data Center Spaces in the Era of IoT
Exploiting the Concept of Digital Twins” represents the power management of
server units and server room spaces to ease the installation of a Data Center,
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inferring cost reduction, and environmental protection for its operation. This type of
research focuses either on the restriction of power consumption of the devices of a
data center, or on the minimization of energy exchange between the data center
space as a whole and its environment. In particular, authors attempt to estimate the
effect that can infer on the energy performance of a data room, various interventions
on the structural envelop of the building that hosts the data center. The performance
of the data center is evaluated in this work by measuring its PUE index. Authors’
modeling methodology includes the selection of a proper simulation tool for the
creation of the digital twin, that is, of a digital clone, of a real data center, and then
building its thermal model via energy measurements. In this work, authors exploit
the potential of EnergyPlus software for modeling and simulating the behavior of a
data center space. The energy measurements are conducted for a long period, using
a low cost, smart IoT infrastructure, in the data center space of an educational
building in Heraklion, Greece.

Chapter “In-Network Machine Learning Predictive Analytics: A Swarm
Intelligence Approach” addresses the problem of collaborative predictive model-
ing via in-network processing of contextual information captured in Internet of
Things environments. In-network predictive modeling allows the computing and
sensing devices to disseminate only their local predictive Machine Learning
(ML) models instead of their local contextual data [15]. The data center, which can
be an Edge Gateway or the Cloud, aggregates these local ML predictive models to
predict future outcomes. Given that communication between devices in IoT envi-
ronments and a centralized data center is energy consuming and communication
bandwidth demanding, the local ML predictive models in the proposed in-network
processing are trained using Swarm Intelligence for disseminating only their
parameters within the network. Authors further investigate whether dissemination
overhead of local ML predictive models can be reduced by sending only relevant
ML models to the data center. This is achieved since each IoT node adopts the
Particle Swarm Optimisation algorithm to locally train ML models and then col-
laboratively with their network neighbors one representative IoT node fuses the
local ML models. Authors provide comprehensive experiments over Random and
Small World network models using linear and non-linear regression ML models to
demonstrate the impact on the predictive accuracy and the benefit of
communication-aware in-network predictive modeling in IoT environments.

Machine learning is a rapidly evolving paradigm that has the potential to bring
intelligence and automation to low-powered devices. In parallel, there have been
considerable improvements made in the ambient backscatter communications due
to high research interest over the last few years [16]. The combination of these two
technologies is inevitable which would eventually pave the way for intelligent
Internet of Things (IoT) in 6G wireless networks. There are several use cases for
machine learning-enabled ambient backscatter networks that range from healthcare
network, industrial automation, and smart farming. Besides this, it would also be
helpful in enabling services like ultra-Reliable and Low-Latency Communications
(uRLLC), massive Machine-Type Communications (mMTC), and enhanced
Mobile Broadband (eMBB). Also, machine learning techniques can help
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backscatter communications to overcome its limiting factors. The
information-driven machine learning does not require the need of a tractable sci-
entific model as the models can be prepared to deal with channel imperfections.
On-going examinations have likewise demonstrated that machine learning
methodologies can be used to protect backscatter devices to enhance their ability to
handle security and privacy vulnerabilities. These previously mentioned proposi-
tions alongside the ease-of-use of machine learning techniques inspire the authors
of chapter “Machine Learning Techniques for Wireless-Powered Ambient
Backscatter Communications: Enabling Intelligent IoT Networks in 6G Era” to
investigate the feasibility of machine learning-based methodologies for backscatter
communications. To do such, they start the chapter by talking about the basics and
different favors of machine learning. This includes supervised learning, unsuper-
vised learning, and reinforcement learning.

Deep learning models are taking place at many artificial intelligence tasks [17].
These models are achieving better results but need more computing power and
memory. Therefore, training and inference of deep learning models are made at
cloud centers with high-performance platforms. In many applications, it is more
beneficial or required to have the inference at the edge near the source of data or
action requests avoiding the need to transmit the data to a cloud service and wait for
the answer. In many scenarios, transmission of data to the cloud is not reliable or
even impossible, or has a high latency with uncertainty about the round-trip delay
of the communication, which is not acceptable for applications sensitive to latency
with real-time decisions. Other factors like security and privacy of data force the
data to stay in the edge. With all these disadvantages, inference is migrating partial
or totally to the edge. The problem is that deep learning models are quite hungry in
terms of computation, memory, and energy which are not available in today’s edge
computing devices. Therefore, artificial intelligence devices are being deployed by
different companies with different markets in mind targeting edge computing.
Chapter “Processing Systems for Deep Learning Inference on Edge Devices”
describes the actual state of algorithms and models for deep learning and analyzes
the state of the art of computing devices and platforms to deploy deep learning on
edge. Authors describe the existing computing devices for deep learning and
analyze them in terms of different metrics, like performance, power, and flexibility.
Different technologies are to be considered including GPU, CPU, FPGA, and
ASIC. Authors explain the trends in computing devices for deep learning on edge,
what has been researched, and what should we expect from future devices.

As one of the promising radio access techniques in two-way relaying network,
authors of chapter “Power Domain Based Multiple Access for IoT Deployment:
Two-Way Transmission Mode and Performance Analysis” consider Power
Domain-based Multiple Access (PDMA) in an effective way to deploy in 5G
communication networks. In this chapter, a cooperative PDMA two-way scheme
with two-hop transmission is proposed to enhance the outage performance under
consideration on how exact Successive Interference Cancellation (SIC) performs at
each receiver. In the proposed scheme, performance gap of two NOMA users is
examined, and power allocation factors are main impairment in such performance
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evaluation. In order to reveal the benefits of the proposed scheme, authors choose
full-duplex at relay to improve bandwidth efficiency. As important result, its
achieved outage probability is mathematical analyzed with imperfect SIC taken into
account. Authors’ examination shows that the proposed scheme can significantly
outperform existing schemes in terms of achieving an acceptable outage proba-
bility. Then, authors go on to describe some of the potential uses of machine
learning in ambient backscatter communications. They also provide a detailed
analysis of reinforcement learning for wireless-powered ambient backscatter devi-
ces and give some insightful results along with relevant discussion. In the end, they
present some concluding remarks and highlight some future research directions.

Using statistical learning theory and machine learning techniques surrounding
the principles of Rival Penalised Competitive Learning (RPCL), Chapter “Big Data
Thinning: Knowledge Discovery from Relevant Data” proposes a novel approach
aiming to aid Big Data Thinning, i.e., analyzing the potential data sub-spaces and
not the entire extensive data space. Data scientists, data analysts, IoT applications,
and Edge-centric services are in need for predictive modeling and analytics [18].
This is achieved by learning from past issued analytics queries and exploiting the
analytics query access patterns over the large distributed data-sets revealing the
most interested and important sub-spaces for further exploratory analysis. By
analyzing user queries and respectively mapping them into relatively small-scale
predictive local regression models, we can yield higher predictive accuracy. This is
done by thinning the data space and freeing it of irrelevant and non-popular data
sub-spaces; thus, making use of less training data instances. Experimental results
and statistical analysis support the research idea proposed in this work.

Blockchain is one of the new tools which is still experiencing a serious lack of
understanding and awareness in general public. Besides, to say that blockchain is a
versatile technology with many applications would be an understatement. The
several features of blockchain technology have led to an immense amount of
research interest in the blockchain systems, especially from the perspective of
enabling the Internet of Things (IoT) [19]. It is expected that its adoption will be
gradual, starting with researchers and leading up to startups and companies who
will discover its potential for change. Then the general public who will demand
changes would use it as an everyday technology. Finally, organizations that had
until then resisted change would adopt it at a large scale, thus, paving the way for
globalization of blockchain. In this regard, chapter “Optimizing Blockchain
Networks with Artificial Intelligence: Towards Efficient and Reliable IoT
Applications” elaborates on studying that the blockchain is not a single object, a
single trend, or a particular feature, but a composition and collection of several
autonomous as well as manually operated entities.

Internet of Things is a concept that proposes the inclusion of physical devices as
a new form of communication, connecting them with various information systems.
Nowadays, IoT cannot be reduced to smart homes as due to the recent technological
advances, this concept has evolved from small to large-scale environments. There
was also a need to adopt IoT in several business sectors, such as manufacturing,
logistics, or transportation in order to converge information technologies and
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technological operations. Due to this convergence, it was possible to arrive at a new
IoT paradigm, called the Industrial Internet of Things (IIOT). However, in IIoT, it is
also necessary to analyze and interact with a real system through a virtual pro-
duction, which refers to the use of Augmented Reality (AR) as a method to achieve
this interaction [20]. AR is the overlay of digital content in the real world, and even
play an important role in the life cycle of a product, from its design to its support,
thus allowing greater flexibility. The adoption of interconnected systems and the
use of IoT have motivated the use of Artificial Intelligence because much of the
data coming from several sources is unstructured. Several AI algorithms have been
used for decades aiming at “making sense” of unstructured data and transforming it
into relevant information. Therefore, converging IoT, AR, and AI makes systems
become increasingly autonomous and problem-solving in many scenarios. Chapter
“Industrial and Artificial Internet of Things with Augmented Reality” elaborates on
such convergence issues.

It is challenging to detect burn severity due to the long-time period needed to
capture the ecosystem characteristics. Whether there is a warning from the IoT
devices, multitemporal remote sensing data is being received via satellites to con-
tribute to multitemporal observations before, during and after a bushfire, and
enhance the difference on detection accuracy. In chapter “IoT Detection Techniques
for Modeling Post-Fire Landscape Alteration Using Multitemporal Spectral Indices”,
authors strive to design an infrastructure to fire detection, to perform a qualitative
assessment of the condition as quickly as possible in order to avoid a major disaster.
Studying the multitemporal spectral indicators such as Normalized Difference
Vegetation Index (NDVI), Enhanced Vegetation Index (EVI), Normalized Burn
Ratio (NBR), Soil-Adjusted Vegetation Index (SAVI), Normalized Difference
Moisture (Water) Index (NDMI or NDWI), and Normalized Wildfire Ash Index
(NWAI), authors draw reliable conclusions about the seriousness of an area. The
scope of this chapter is to examine the correlation between multitemporal spectral
indices and field-observed conditions and provide a practical method for immediate
fire detection to assess its burn severity in advance.

Furthermore, a quantified mapping model is presented to illustrate the spatial
distribution of fire severity across the burnt area. The study focuses on the recent
bushfire that took place in Mati Athens in Greece on 24th of July 2018 which had as
a result not only material and environmental disaster but also was responsible for
the loss of human lives.

Hardware/Software (hw/sw) systems changed the human way of living. Internet
of Things and Artificial Intelligence are intended and expected to change it more
[21]. Chapter “Internet of Things and Artificial Intelligence—A Wining
Partnership?” elaborates on relevant challenges associated with the development
of a “society” of intelligent smart objects. Humans and smart objects are expected
to interact. Such issues are addressed in this chapter from the engineering and
educational points of view. In fact, when dealing with “decision-making systems”,
not only design and test should guarantee the correct and safe operation, but also the
soundness of the decisions such smart objects take, during their lifetime. The
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concept of Design for Accountability (DfA) is, thus, proposed and some initial
guidelines are outlined.

Chapter “AI Architectures for Very Smart Sensors” describes modern neural
network designs and discusses their advantages and disadvantages. The
state-of-the-art neural networks are usually too much computationally difficult
which limits their use in mobile and IoT applications. However, they can be
modified with special design techniques which would make them suitable for
mobile or IoT applications with limited computational power. These techniques for
designing more efficient neural networks are described in great detail. Using them
opens a way to create extremely efficient neural networks for mobile or even IoT
applications. Such neural networks make the applications very intelligent which
paves the way for very smart sensors [22].

Conclusion

This book is intended for researchers, practitioners in the field, engineers, and
scientists involved in the design and development of protocols and AI applications
for IoT-related devices. It can also be used as the recommended textbook for
undergraduate or graduate courses. The intended audience includes college stu-
dents, researchers, scientists, engineers, and technicians in the field of IoT tech-
nologies and issues related to the associated AI-enabled applications. As the book
covers a wide range of applications and scenarios, where IoT technologies can
be applied, the material covered is readable and a solid base for penetration into the
comprehensive reference material on advanced communication concepts in the
related research field. It is also a reference for selection by the audience with
different but close to the field backgrounds. Finally, the book has a broad appeal to
electrical, electronic, computer, software, and telecommunications engineers. It
adopts an interdisciplinary approach and its form reflects both theoretical and
practical approaches, in order to be targeted in multiple audiences.
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Fog Computing: Data Analytics
for Time-Sensitive Applications

Jawwad A. Shamsi, Muhammad Hanif, and Sherali Zeadally

Abstract Fog computing has been initiated to reduce communications delays
between users and cloud systems. The idea of Fog computing allows users to inter-
act with intermediate servers, while reaping the benefits of reliability and elasticity,
which are inherent in cloud computing. Fog computing can leverage Internet of
Things (IoT) by providing a reliable service layer for time-sensitive applications and
real-time analytics. While the concept of fog computing is still evolving, it is perti-
nent to study the domain of fog computing and analyze its strengths and weaknesses.
Motivated by this need, this chapter describes the architecture of fog computing
and explain its efficacy with respect to different applications. The chapter highlights
some of the key challenges associated with this evolving platform along with future
directions of research.

1 Introduction

Cloud computing has been a standard platform for many distributed applications.
The inherent availability of cloud systems integrated with their capability of elastic-
ity has provided a de-facto platform for many applications which requires resiliency
and load balancing. In cloud systems, there are several requirements that need to
be resolved. First and foremost, as cloud systems are centralized, they are inappro-
priate for delay-sensitive applications. Such applications have strict delay require-
ments. But due to the distant location of a cloud server, computing a timely response
becomes a challenge. Additionally, many cloud applications (such as mobile cloud
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computing and real-time data analytics) require location-awareness for their optimal
operations. However, considering the centralized location of cloud systems, meeting
this requirement remains a significant challenge.

Fog computing has emerged as an enhancement to cloud computing. Using fog
services, the goals of delay and location-awareness can be fulfilled. In fog comput-
ing, time-sensitive services are provided through edge nodes, whereas delay-tolerant
applications are provided through centralized cloud computing resources [32]. Con-
sidering the wide-scale usability of machine learning, emergence of smart city and
Internet of Things (IoT), fog computing has been gaining a lot of attention. Fog
computing can leverage IoTs by providing a platform for data analytics, data inte-
gration, and location-awareness. It can also provide a parallel platform for real-time
computation utilizing machine learning and deep learning.

In this context, it is important to understand the architecture of fog computing
and assess its strengths and weaknesses [19, 30]. This chapter explains architecture
of fog computing, analyzes related challenges, and explores relevant opportunities
particularly in the context of machine learning.

2 Fog Computing Applications

In the literature, four scenarios have been described where fog computing can be
useful:

1. Time sensitive applications, where latency is critical.
2. Analytical applications where machine learning can be applied for data analytics.
3. Geographically dispersed applications where network connectivity is irregular.
4. Network constrained environment, where network bandwidth is critical.

Fog computing was introduced to provide services to IoT, where most end devices
have limited processing, memory, and storage resources [12]. The scarcity of
resources in the IoT infrastructure could be better managed by using fog computing.
Some important scenarios could benefit from fog computing are discussed below:

1. Health care Health care service provisioning generates a large amount of local
data which can be processed locally using fog computing and could minimize
delays and energy consumption. Heart beat rate, pulse rate, and similar data of
patients are collected through the use of sensors. The collected data is sent to
fog nodes and servers for further analysis and processing by specialist doctors
available in the vicinity. Machine learning algorithms can be applied to detect
alerts in patient monitoring systems. In such a scenario, classification algorithms
can either be trained on the cloud or they can be trained on fog nodes. However,
testing for real-time alert generation is needed to be implemented on fog nodes
for timely detection. Figure 1a illustrates one such scenario for a fog-based health
care system.Whenever patients are discharged from the hospital, the patients data
is sent to the cloud for permanent storage and further analysis as needed [6].
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Fig. 1 Use of Fog computing for various applications

2. Smart Traffic Light System A traffic light system measures the speed and dis-
tance of each vehicle and sense the presence of ambulance or pedestrians crossing
the road. Consequently, it can generate alert messages to nearby vehicle to slow
down by traffic light signals. This scenario is shown in Figure 1b. For this real-
time application, an instant action is needed. Utilizing cloud computing resources
may delay the response, whichmay cause accidents. In this case, fog computing is
more suitable as it minimizes latency and can efficiently analyze data in real-time.
This smart system may include a few more data collection devices to collect the
speed, volume, and weight of the vehicles and notify authorities regarding over-
weight or speed automaticallywith the vehicle identification number [8]. For such
an application, video recognition such as number plate reading and detection of
ambulance or pedestrian emergency response alert needs to be implemented at fog
nodes [25]. Different steps of analytics such as feature extraction as well as model
training and testing can be implemented at fog nodes for timely processing [34].
To enhance computational capacity, nodes at the fog layer can be interconnected
with high speed links for cluster-based processing.

3. AugmentedReality It provides a viewof a digitally generated environmentwhich
is similar to the real world. Data is collected and processed in real time to provide
a visual, real-world environment, whose components are digitally enhanced with
sound, video or graphical data. It requires lot of data for collection, processing,
and transfer. One of the major characteristics of augmented reality applications
is their real-time response, which makes fog computing suitable for providing
an instantaneous response through its edge processing [39]. Consequently, the
augmented environment could be efficiently managed by fog computing as shown
in Fig. 1c. Fog computing supports real time response, by providing immediate
resource availability to augmented reality applications [4]. Fog nodes can also
enhance the augmented reality experience by creating an environment (including
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images and objects) through machine learning and neural networks. Fog nodes
can utilize intelligence to create an object-specific pixel-wise alpha map which
can fuse different objects and images together [26]. This fusion can be applied
to numerous real-time applications such as remote surgery and tele-medicine.

Above applications elaborate the use of fog computing for various benefits such
as delay resistance and machine learning. We now describe the architecture of fog
computing.

3 Architecture of Fog Computing

The fog computing architecture is based on three different layers namely, the smart
layer, the fog layer, and the cloud layer. Figure2 illustrates the layered architecture
along with possibilities of configuration at the fog layer.

3.1 Smart Layer

This layer consists of smart devices which are used for sensing and measurements.
These are generally small devices such as IoT, Rasberry Pi, or smart phones, with
limited storage and networking capabilities. These devices may communicate with
fog nodes either through wired or through a wireless communication infrastructure
[6, 11]. Various communication protocols such as 6Lowpan, ZigBee, WiMAX are
used for communication among end devices [16, 39].

Fig. 2 Fog architecture



Fog Computing: Data Analytics for Time-Sensitive Applications 5

3.2 Fog Layer

The purpose of the fog layer is to facilitate computation, storage, and communication
infrastructure by providing intermediary services between the cloud layer and the
smart layer. A fog layer consists of fog nodes and gateways. Fog nodes aggregate data
from various connected smart devices through a Fog instance. In this way, significant
amount of data is processed without incurring considerable delays. A Fog instance
is a virtualized instance, which helps fog nodes to manage end users requests for
services on a dynamic basis. During computation, if more resources are required,
then the virtualized instance may spawn itself into other instances. If the workload
of a fog node increases, then the request can be distributed among multiple fog
nodes. On the other end, fog gateways are lightweight clouds which forward the data
received from the smart layer and distribute it among the fog nodes. Gateways can be
useful in resource and task scheduling as well. Significant features such as location
awareness, support for mobile users [23], data analytics, and low latency of fog
computing are mainly dependent on gateways [6]. A gateway can also exist between
fog nodes and the cloud layer in order to aggregate data and conserve bandwidth. It
can also schedule offload data processing to cloud servers. Various services such as
computation, evaluation, virtualization [24], storage, and protocol implementation
can be supported on gateway.

Figure 2 illustrates four sample scenarios for arrangement of nodes in the fog
layer. Figure 2a shows a few fog nodes for intermediary services. Figure 2b includes
a fog to cloud gateway as well. Besides conserving network bandwidth, a gateway
may also serve as a coordinator for fog nodes. Figure 2c shows a gateway between
fog nodes and the smart layer. Such a gatewaywould be useful for low-power devices
in the smart layer. Figure 2d integrates gateways on both sides of fog nodes. This
can be useful in reducing network traffic on both sides of the fog layer.

3.3 Cloud Services

The Cloud layer includes systems with a lot of resources. A cloud supports a global
architecture where all gateways and nodes can send data to. It needs to support
computation-intensive operations and long-term storage. A cloud can be connected
to multiple fog nodes at a time and mimics the notion of unlimited computational
power and storage.

4 Benefits of Fog Computing

By implementing the fog layer, applications can benefit in many ways. For instance,
the fog layer can incorporate machine learning to enhance security. Threat detection
and malware analysis can be executed at the fog layer to enable the timely detection
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of security attacks. Fog computing also reduces distance for information exchange
thereby reducing chances for eavesdropping and man-in-the-middle attacks. Simi-
larly, fog can provide improved location-awareness, timely alerts on data analytics,
enhanced support for mobility, a higher degree of resilience against faults, improved
availability in case of disasters, and better opportunities for context-aware computing.
Brief explanation of major benefits of fog computing are discussed below:

1. Security Fog computing can enhance security by distributing resources such that
in case of a security attack on a few fog nodes, the remaining ones may still
continue services. Opportunities for network attacks such as eavesdropping and
man-in-the-middle attack may also reduce due to shorter distance between smart
devices and fog nodes [29]. Fog computing, machine learning and data analytics
can be applied to detect security threats in real-time. For instance, DDoS attacks
can be detected by executing pattern analysis and DDoS detection modules at fog
nodes [15].

2. Mobility Mobile devices are generally battery operated with limited processing
and storage resources. Fog computing extends useful support for mobile devices
for data collection, integration, aggregation, and access. For mobile computing
platforms, data analytics can be applied at fog nodes to limit network bandwidth.
For instance, a mobile cloud system implementing video recognition can execute
feature extraction as well as training and testing of video streams [9]. This will
eventually conserve network bandwidth and will also reduce processing time.

3. Location awareness
Fog nodes can detect location of clients in order to provide location-specific ser-
vices. Location can be obtained through various methods such as Geo-IP location
and nearby server approximation. Location-specific services may include finding
nearby services and context-aware search [14]. Location awareness is particularly
useful in scenarios where context-aware services are delivered. For this purpose,
location-aware rule-based machine learning algorithms can also be exploited. For
instance, for smart phone users, location can be recognized by using k-nearest
neighbor and decision tree algorithms. The recognized location can be used to
predict destination using hidden Markov models [13]. Location-aware data can
be useful for machine learning algorithms. This mechanism is significant for high
mobility scenarios [20].

4. Low Latency
Fog computing can greatly reduce the delay by introducing intermediary servers
for storage and processing. In this way, delay-sensitive applications are processed
at the nearest available physical fog node thereby reducing communication delays
and yielding faster response times. Consequently, more processes could be com-
pleted within the required timeline [22]. Fog nodes can be used to select appropri-
ate nearby servers which can lead to low latency. The selection of servers can be
implemented by using soft K-Means clustering [7]. Soft clustering allows a fog
node to be included in multiple clusters which eventually leads to incorporation
of dynamic policies for network routing and load balancing.
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5. LowNetworkBandwidth andHighScalabilityNetwork traffic is reduced in fog
computing because many computations are performed near the end nodes. This
conserves network bandwidth because not all the information needs to be sent
to the distant cloud. Although cloud servers have enormous resources to process
various data requests, they may suffer from constrained network resources if
many requests are sent to a cloud within a short amount of time. In contrast, fog
computing is highly scalable as edge devices could be easily added.

6. Load Balancing and Improved Availability
Efficiency and availability can also be increased by implementing load balancing
among fog nodes. Fog computing enables continuous availability of services with
the help of its resources, which are shareable to manage accessibility. To support
high resources availability both vertical and horizontal scaling may be performed.

7. Parallelization
Fog computing can also provide a distributed and parallel platform for data ana-
lytics.This could be highly beneficial for big data analytics such as machine learn-
ing and deep learning. In such a setup, fog nodes are needed to be interconnected
through high speed networking equipment such as Infiniband [21] or Fibre Chan-
nel over Ethernet (FCoE) [38]. A high speed network is useful in achieving high
speed data transfer—a key requirement for big data analytics.

8. Economy
The cost of fog computing includes networking cost, deployment cost, and execu-
tion cost. Fog computing can reduce the overall cost of the system. Data aggrega-
tion at the fog layer is expected to conserve network traffic thereby lowering the
networking cost of the system. Fog computing is also likely to reduce the resource
requirements at the cloud layer. As fog nodes are commodity machines, the cost
of deployment of fog nodes is likely to be low. For end users, fog computing
provides a similar pay per use mechanism as offered by cloud computing, and
users are charged based on their usage requirements [22]. Fog computing is also
economical if analytics is performed at the fog layer thereby providing timely
results and saving network bandwidth [2].

Fog computing provides a useful solution to encounter the high latency problem
associated with cloud. Fog nodes can provide rapid response for time-sensitive appli-
cations. In the next section, we discuss various challenges related to fog computing.

5 Challenges of Fog Computing

There are many challenges which could affect the progress of fog computing. In this
section, some of the challenges that are needed to be addressed are explained:

1. Data Analytics Model Use of fog computing for data analytics opens up new
opportunities and challenges related to efficient and capable models for com-
putation. Considering that fog nodes may have limited resources and that data
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streaming rate at the fog layer could vary over time, these requirements and chal-
lenges are further exacerbated.. In a multi-tenant environment where resources
are shared by different applications, we need an efficient model for data analyt-
ics which remains a challenge. In a fog layer, fog nodes needed to be connected
via high speed links in order to facilitate high speed data analytics. In addition,
advanced algorithms that would enhance the computational capabilities of fog
nodes such that multiple fog nodes can coherently execute algorithms in parallel,
are needed to be developed.

2. Security Security threats in fog computing pose real concerns as various attacks
can affect the functionality of fog computing. For instance, through the man-in-
the middle attack, an adversary can eavesdrop messages and inject fabricated
messages in the system. Similarly, a Denial of Service (DoS) attack can allow
an attacker to disrupt the normal operation. The aftermath of all these attacks
can be lethal. An insider attack can also be launched through which authorized
users may intentionally or unintentionally launch an attack on fog nodes or on
the interconnected networks. Rogue fog nodes are also a major security con-
cern. In this case, an attacker penetrates the network and takes control of the
fog node or the complete data center and can respond to users requests with
incorrect data. In all these attacks, reliability, and availability of the fog comput-
ing architecture can be affected leading to interruption of services [29]. Attack
prevention mechanisms such as firewalls and Intrusion Detection Systems (IDS)
can be incorporated to prevent these attacks. However, ensuring fool proof secu-
rity to protect critical infrastructure remains a major challenge for the users and
providers of fog computing [5, 10].

3. Privacy In fog computing, privacy can be managed by hiding the users data,
location, and usage patterns. As data acquired by the fog architecture is mostly
generated by sensors and end devices, privacy preservation mechanisms are
needed to protect the confidentiality of the sensed data. Efficient techniques
are also required for obfuscation of users confidential data, while providing
necessary services for fog computing.

4. Mobility Fog computing can be used to support mobility of users. In this context,
various services such as providing user specific data, context-aware services, and
supporting seamless transitions are needed. As the size of the network and the
number of users increases, meeting these requirements become a real challenge.
Implementing real-time, uninterruptable transfer of data is also a challenge. Dur-
ing mobility, data is also more vulnerable to attacks, so network and system level
security mechanisms are needed to prevent such data from being compromised.

5. Transient Data and Load Balancing
End user devices may send data to one or more fog nodes for processing. It is
difficult to evaluate the requirements for all applications a priori and optimize
the load on all available fog nodes. It is also a challenging task to predict how
long data will be stored in fog nodes before sending it to the permanent storage
at cloud servers.
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6. Computational Model and Job Scheduling In fog computing, in case of short-
age of local resources, a user can request for fog services.At the fog layer, the total
load is divided among fog nodes by the fog gateway. If no fog node is available
for processing, then the fog gateway forwards user requests to the cloud layer.
The resources available in the fog and cloud layers can be scheduled for user jobs
with the help of either virtual machines or containers. Different algorithms such
as First Come First Serve (FCFS), Round Robin, Min-Min, and Min-Max algo-
rithms can be used to schedule jobs for processing at fog layers. Due to limited
resources at fog nodes, meeting strict Service Level Agreement (SLA) may not
always be possible and current implementations rely on best effort criteria for
resource allocation [3, 28]. Improved resource allocation techniques and com-
putational models are needed for higher efficiency [18]. Depending on the actual
workload, the fog layer could also be used to provide data-intensive as well as
CPU-intensive tasks. Multiple fog nodes can be used to create a cluster. Parallel
computing frameworks such as Spark, Hadoop, MPI can be explored. Research
opportunities exist in providing improved coordination among fog nodes for
cluster computing and designing efficient data storage to reduce data transfers
between fog nodes.

7. Data Consistency Fog computing has been based on an eventual consistency
model. That is, eventually all replicas will be consistent. This flexible model
ensures high availability. However, as the usage of fog computing increases in
the future, stricter consistency models are needed. This is specifically true for
building solutions for delay-sensitive applications. Providing strong and reliable
consistency in a mobile environment remains a real challenge [36].

8. Energy Requirements Fog computing provides computational and storage ser-
vices near end users. In contrast to the central cloud system, fog computing
requires more devices. Consequently, it may consume more energy. New mech-
anisms and techniques are needed to save energy in fog computing [18].

9. Communication and AggregationModel Fog layer has been designed to facil-
itate instant computation against the distant cloud. Aggregated data can then be
sharedwith the cloud for verification and backup. Research opportunities exist in
designing appropriate models for data aggregation and sending communication
updates from the fog layer to the cloud.

10. Hardware Requirements As discussed earlier, the fog layer could be used for
various tasks such as analytics, storage, gaming, decision support system and
so on. The widespread use of fog computing motivates us to review and assess
different hardware requirements for such systems. For instance, in the storage
model, fog nodes can be connected as a storage cluster such as Storage Area
Network (SAN). High speed network connectivity between nodes of the fog
layer is critical. Remote Direct Memory Access (RDMA) based systems such
as InfiniBand can be adopted to facilitate high speed data transfer. Similarly, for
data analytics, highly capable Graphics Processing Unit (GPU) clusters can be
deployed. In general, there are many research opportunities related to determin-
ing and integrating improved hardware systems while maintaining low cost.
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Table 1 Fog computing applications: benefits and challenges

Fog application Objectives and benefits Challenges

Mobiles games Reduced network traffic from
edge to Cloud, Reduce
computation time, Load
balancing

Context awareness, mobility
management, utility
computing, elasticity

Military application Reduced network traffic from
edge to Cloud Reduce
computation time Enhanced
security Low cost

Security, load balancing,
communication and
aggregation

Face recognition Reduced network traffic Data
aggregation

Data analytics, efficient energy
consumption

Smart city Traffic, air
pollution, garbage collection

Reduced network Traffic Low
cost

Data consistency, security and
privacy, data analytics, load
balancing

Monitoring of critical
infrastructure such as power
plant

Reduce network traffic
Time-sensitive decisions
Enhanced security

Security, data analytics, data
aggregation and load
balancing, hardware

Remote surgery, patient
monitoring system

Irregular network connectivity
and Time-sensitive decision

Security, timely
communication

11. ElasticityAs fog is an emerging platform, it is significant to explore elasticity at
the fog layer. This would enable better resource management. Container-based
orchestration may be preferred over VM-based orchestration due to its smaller
resource footprint [17]. Fog nodes can experience a variation in resource usage
due to changes in network traffic and the number of users; elasticity can play
improved role in such a scenario.

12. Utility Computing So far, the fog model has been implemented for private
clouds. However, benefits of fog computing are also needed to be explored for
public clouds involving utility computing. In Table 1, few examples are explained
where fog computing can help meet application needs and improve the overall
application performance.

6 Conclusion and Discussions

Fog computing is an emerging platform to support IoT communication with the
cloud. The platform has brought various benefits including support of delay-sensitive
applications, mobility management, bandwidth conservation, and appropriate use of
resources. Fog computing has also opened up several open issues related to security,
efficient usage, communication, and data analytics. Research opportunities exist in
determining appropriate solutions for these challenges and in developing suitable
applications which can benefit from this emerging platform.
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Many applications and emerging paradigms can leverage fog computing. For
instance, Software Defined Networks (SDN) can be integrated with fog computing
to improve network flexibility and adaptability from IoT layer to the cloud layer. Fog
computing can also benefit from improved security mechanisms such as cost effec-
tive encryption techniques, efficient intrusion detection systems, and incorporating
context-aware security mechanisms. Similarly, advances such as power optimization
techniques [31], data analytics [33], deep learning, and network protocols could
be very useful in improving fogs system performance and minimizing operational
cost, as well as supporting timely computation of results, and effective utilization of
bandwidth [27]. Fog computing can be best utilized through wide range of appli-
cations which can provide improved services to users. It will require consistent and
thorough efforts from the research community to unleash the true potential of fog
computing [27, 37].
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Abstract Medical images will be an inseparable part for evaluating medical condi-
tions of a person in real-time. This process will become efficient by exploiting the
characteristics that are offered by IoT in the healthcare sectoral issues. Thiswill allow
more efficiency in the processing of a medical image. However, the medical images
are exposed to the major risks through frequent attacks which may lead up to misin-
formation the physician in the diagnosis of the disease. Piracy eradication remains
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the major challenge in the present-day world in IoT platform. Subsequently, themed-
ical watermarked image is significant technique of ensuring the clinical information
that exists in the medical images. In this regard, this paper labors on a medical image
based on digital watermarking can be utilized to protect health sign embedding in a
medical image within an invisible status. The proposed method performance is eval-
uated by utilizing MSE, PSNR, SSIM, and NC, which are necessary to get the best
result for performance metrics. This work is achieved in four levels DiscreteWavelet
Transform (DWT). Each level is utilized different wavelet family. These wavelets
family are composed of biorthogonal wavelet, reverse biorthogonal wavelet, discrete
meyer wavelet, symlet wavelet, and coiflets wavelet transform. The proposed tech-
nique is highly robust against numerous sorts of attacks. The results refer that this
proposed algorithm permits prevention at a higher level compared with other current
structures and algorithms.

1 Introduction

The medical images have faced up considerable problems that are increased in the
internet environment in IoT. In consequence of the gigantic attacks which are sus-
ceptive to affect the information for the medical image. Therefore, it is necessary to
highlight the information of medical image and the content of medical image should
be retained by providing a robust medical image watermarking.

The medical images are transferred, stored, retrieved through networks. In fact,
imagewatermarking has beenmostly recognized as a pertinent technique for enhanc-
ing data security, integrity and authenticity. In order to prohibit any possibility of
access, modification or destruction. Private medical data embedded in the image
should be imperceptible and can only be retrieved by authorized persons [1]. The
image quality should be protected to avoid the wrong diagnosis. Wherefore, signif-
icant attention is wanted before embedding watermarking information in medical
images [2]. Watermarking algorithms need to be solved that consider important
difficulties. The valid watermarking algorithms should satisfy the requirement of
robustness against different unintentional or malicious attacks as well as watermark-
ing schemes are needed to supply trustworthy evidence for saving rightful ownership
[3]. Image watermarking is one of the varied technicalities that keep digital image
against various attacks by embedding a signature into the host image [4]. Li et al.
[5] presented an algorithm of robust various watermarks by using DWT and DFT.
Moniruzzaman et al. [6] proposed discrete wavelet transform (DWT) domain and
chaotic system based medical image watermarking scheme for embedding patient
information in a medical image to authenticate, and also to track it the origin of
the image. Mavromoustakis et al. [7] proposed a new offload-aware recommenda-
tion algorithm in the IoT environment, towards permitting the efficient monitoring
of high energy consumption applications which operate in the mobile devices. AL-
Shayea et al. [8] presented a novel watermarking algorithm based on the biorthogonal
family (biorthogonal 2.2, biorthogonal 3.5 and biorthogonal 5.5) wavelet transform.
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Skourletopoulos et al. [9] presented a novel game theory technique for effective stor-
age allocation in IoT systems. AL-Shayea et al. [10] proposed a hybrid measurement
technique for digital image watermarking that uses medical images (X-ray, MRA,
and CT) in IoT infrastructure. As privacy is dependably a major issue over each
framework yet in IoT, it is the most crucial area towards embedding information or
data that will be utilized in the future inter-connected networks [11–13]. The Internet
of Things (IoT) paradigm has made a vital part of all significant services provision, it
plays a decisive role in today’s ubiquitous systems by utilizing machine-to-machine
(M2M) communication [14–17]. The use of the Internet tends to grow, as the number
of devices and the end-users’ applicability scenarios increase. The Internet of Things
(IoT) paradigm is the future for the coming decades, which helps in constructing the
smart world where everything is associated with one system [18, 19].

An algorithm to embed a healthcare marker inside a medical digital image with-
out obvious changing in the appearance or evident distortion in the host image is
proposed in this paper. The proposed algorithm uses four levels discrete wavelet
decomposition. Each level uses different wavelets family transform to submit the
watermarked image. The proposed algorithm uses discrete meyer, reverse biorthog-
onal, biorthogonal, coiflets, and symlet wavelet transform independently for each
level. After that, it is extracted the medical watermark image from the watermarked
image without loss or distortion of any of its features. In the end, attacking experi-
ments are accomplished on the host image, by utilizing several attacking methods.
Experimental results are implemented using four statistical parameters. The statis-
tical parameters that were used to measure the performance in this labor are Mean
SquareError (MSE), PeakSignal-to-NoiseRatio (PSNR), Structural Similarity Index
(SSIM) and Normalized Cross-Correlation (NC). Statistical parameters result show
that the proposed algorithm has elevated performance characteristics.

The rest of this paper is organized as follows: Sect. 2 gives digital image water-
marking algorithm and multiple wavelets family transform. Section 3 describes the
proposed watermarking algorithm, while Sect. 4 provides the experimental results
and the evaluation of the proposed algorithm. Section 5 concludes this work.

2 Digital Image Watermarking Algorithms

The Discrete Wavelet Transform (DWT) has a huge number of applications in many
areas. It has become a powerful technique in watermarking [20]. Wavelet basis is a
doubly-indexed family of L2(R) functions. The mother wavelet function is:

ψj,k(t) = 1√
2j

ψ

(
t − k2j

2j

)
(1)

where j is the scale parameter and k is the shift parameter both of them are integers
[21].
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Fig. 1 Bior6.8. a Scaling function ϕ. b. Wavelet function ψ

A sufficient condition for the reconstruction of any signal x of finite energy by
the formula:

x(t) =
∑
j∈z

∑
k∈z

(x, ψj,k).ψj,k(t) (2)

That is the function
{
ψj,k : j, k ∈ z

}
form an orthonormal basis of L2(R).

Diverse families of wavelets that have proven to be especially beneficial are
included in this section [22].

2.1 Biorthogonal Wavelet

This family of wavelet shows the property of linear phase, which is required for
signal and image reconstruction [22]. Figure 1 shows wavelet, and scaling function
for biorthogonal 6.8(bior6.8) wavelet transform [23].

2.2 Reverse Biorthogonal Wavelet

Reverse biorthogonal wavelet family is gained by the biorthogonal wavelet cou-
pled. These wavelets families are guided by biorthogonal spline wavelets, so the
symmetrical condition and reconstruction can be assured [22] (Figs. 2 and 3).
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Fig. 2 Rbio3.5. a Scaling function ϕ. bWavelet function ψ

Fig. 3 Rbio6.8. a Scaling function ϕ. bWavelet function ψ

2.3 Symlet Wavelet

The symlets are almost symmetrical wavelets presented by Daubechies as amend-
ments to the Daubechies family. The properties of the two wavelet families are
identical [22]. Figure 4 shows symlets5 (sym5) wavelet transform wavelet, and
scaling function for wavelet transform while Fig. 5 shows symlets8 (sym8) wavelet
transform [23].

2.4 Coiflets Wavelet

This wavelet is existing under the name of Coiflets, but it is in fact constructed by
I. Daubechies at the demand of Coifman [24, 25]. Coiflet wavelet transform has a



20 T. K. Al-Shayea et al.

Fig. 4 Symlets5. a Scaling function ϕ. bWavelet function ψ

Fig. 5 Symlets8. a Scaling function ϕ. bWavelet function ψ

short name of Coif, and for the order N is written with CoifN. The length of the
Coiflet wavelet filter is 6N [26]. Figure 6 shows wavelet, and scaling function for
coiflets (coif4) wavelet transform while Fig. 7 shows wavelet, and scaling function
for coiflets (coif5) wavelet transform [23].

2.5 Discrete Meyer Wavelet

Discrete Meyer wavelet is band finite and has an infinite number of backings but
has quicker decomposing than sync wavelet and is endlessly times differentiable,
discrete Meyer wavelet is orthogonal and has symmetric scaling wavelet function
[27]. Figure 8 showswavelet, and scaling function for discreteMeyer (dmey) wavelet
transform [23].
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Fig. 6 Coifelts4. a Scaling function ϕ. b Wavelet function ψ

Fig. 7 Coifelts5. a Scaling function ϕ. b Wavelet function ψ

Fig. 8 Dmey. a Scaling function ϕ. bWavelet function ψ
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3 The Proposed Medical Image Watermarking Algorithm

This work proposes four levels Discrete Wavelet Transform (DWT) watermarking
algorithm as illustrated in Fig. 9. The image is decomposed into four equal frequency
sub-bands (LL1, LH1, HL1, and HH1) according to the high frequency and low fre-
quency in DWT as shown in Fig. 9 [28]. Two multiple algorithms are presented.
The first algorithm used discrete meyer in the first level of decomposition, reverse
biorthogonal 6.8 in the second level of decomposition, coiflets 5 in the third level of
decomposition, and symlet 8 in the fourth level of decomposition. The second algo-
rithm used reverse biorthogonal 3.5 in the first level of decomposition, biorthogonal
6.8 in the second level of decomposition, symlet 5 in the third level of decomposition,
and coiflets 4 in the fourth level of decomposition.

The block diagram of the embedding process is shown in Fig. 10 while Fig. 11
shows the block diagram of the extracting process. The embedding algorithm is
illustrated in Algorithm 1, while the extracting algorithm is illustrated in Algorithm
2.

Algorithm 1 Pseudocode for Watermark Embedding Algorithm

Fig. 9 Four level discrete wavelet decomposition

Fig. 10 Block diagram of the embedding process



Medical Image Watermarking in Four Levels Decomposition … 23

Fig. 11 Block diagram of the extraction process

1. Inputs: Host image, watermarks
2. Output: Watermarked image
3. for each host image H do
4. Read the image.
5. Convert the image to double.
6. Apply the first level of DWT as follows:

[LL1,LH1,HL1,HH1] = dwt2(H, one of the wavelet
Families (i.e.: dmey, rbio6.8, coiflets5 and

sym8));
7. Apply the second level of DWT as follows:

[LL2,LH2,HL2,HH2] = dwt2(LL1, one of the wavelet
families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));

8. Apply the third level of DWT as follows:
[LL3,LH3,HL3,HH3] = dwt2(LL2, one of the wavelet

families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));

9. Apply the fourth level of DWT as follows:
[LL4,LH4,HL4,HH4] = dwt2(LL3, one of the wavelet

families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));

10. end for
11. for each watermarks image W do
12. Read the image.
13. Convert the image to double.
14. Apply the first level of DWT as follows:

[LLw1,LHw1,HLw1,HHw1] = dwt2(W, one of the
wavelet families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));

15. Apply the second level of DWT as follows:
[LLw2,LHw2,HLw2,HHw2] = dwt2(LLw1, one of the

wavelet families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));

16. Apply the third level of DWT as follows:
[LLw3,LHw3,HLw3,HHw3] = dwt2(LLw2, one of the

wavelet families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));
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17. Apply the fourth level of DWT as follows:
[LLw4,LHw4,HLw4,HHw4] = dwt2(LLw3, one of the

wavelet families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));

18. end for
19. Watermarked image = LL4 + α ∗ LLw4

where α is the parameter for embedding strength coefficient
that controls the embedding strength. (α = 0.01).

20. for each watermarked image do
21. Apply the first level of inverse DWT as follows: Watermarkedimage_level1 =

idwt2(Watermarkedimage,LH4,HL4,HH4, one of the wavelet families
(i.e.: dmey, rbio6.8, coiflets5 and sym8));

22. Apply the second level of inverse DWT as follows:Watermarkedimage_level2
= idwt2(Watermarkedimage_level1,LH3,HL3,HH3, one of the wavelet families

(i.e.: dmey, rbio6.8, coiflets5 and sym8));
23. Apply the third level of inverse DWT as follows:Watermarkedimage_level3 =

idwt2(Watermarkedimage_level2,LH2,HL2,HH2, one of the wavelet families
(i.e.: dmey, rbio6.8, coiflets5 and sym8));

24. Apply the fourth level of inverse DWT as follows:Watermarkedimage_final =
idwt2(Watermarkedimage_level3,LH1,HL1,HH1, one of the wavelet families

(i.e.: dmey, rbio6.8, coiflets5 and sym8));
25. end for

Algorithm 2 Pseudocode for Watermark Extraction Algorithm

1. Input: Watermarked image
2. Output: Extracted watermarks
3. for each watermarked image do
4. Read the watermarked image.
5. Apply the first level of DWT as follows:

[a b c d] = dwt2(Watermarked image, one of the wavelet
families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));

6. Apply the second level of DWT as follows:
[aa bb cc dd] = dwt2(a, one of the wavelet
Families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));

7. Apply the third level of DWT as follows:
[aaa bbb ccc ddd] = dwt2(aa, one of the wavelet
families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));

8. Apply the fourth level of DWT as follows:
[aaaa bbbb cccc dddd] = dwt2(aaa, one of the wavelet
families (i.e.: dmey, rbio6.8, coiflets5 and
sym8));
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9. End for
10. Do the following to extract the image:
11. Extracted image = aaaa-LL4;

4 Experimental Results and Evaluation

During this section, an evaluation analysis is performed. The proposed algorithm is
implemented in a MATLAB-based software.

The host medical image and the watermarked image that has been utilized is a 512
× 512 grayscale image. Three sorts of medical images (X-ray image, MRA image,
CT image) are utilized as a host image. Figure 12 shows themedical host images with
various types while Fig. 13 shows the watermark image. The watermarked image is
shown in Fig. 14, while the extracted image is shown in Fig. 15.

Peak Signal-to-Noise Ratio (PSNR) is implemented to measure the performance
of the proposed algorithm by finding the difference between the host image and the

Fig. 12 a X-ray image. b Brain image. c Chest image

Fig. 13 Watermark image
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Fig. 14 Watermarked image

Fig. 15 Extracted image

watermarked image. The PSNR is measured in dB value.

PSNR = 10 × log10

(
2552

MSE

)
(3)

Mean Square Error (MSE) clarified the difference between the original pixels in
a host image and the watermarked pixels in the watermarked image, which demon-
strates the quality of the distortion value of the watermarked image. The MSE is
measured in real value.

MSE = 1

M × N

M−1∑
x=0

N−1∑
y=0

(H (x, y) − W (x, y))2 (4)

where H, is the original host image and W is a watermarked image, respectively. M
is the size of the host image and M is row size and N is the column size of the host
image, respectively.
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The Normalized Cross-Correlation (NC) is executed to measure the quantitative
similarity between the host image and the watermarked image. NC is defined as:

NC =
∑

i

∑
j

[
W (i, j).W ′(i, j)

]
∑

i

∑
j [W (i, j)]2 (5)

whereWrefers the embeddedwatermarking andW′ refers to extractedwatermarking.
We are seeking to increase the NC value that indicates more similarity between the
host image and the watermarked image.

Structural Similarity Index (SSIM) is implemented for measuring image quality.
SSIM is based on the computation of three terms, called the luminance term, the
contrast term, and the structural term. The total index is a multiplicative mixture of
the three terms [22].

SSIM (x, y) = [I(x, y)]α · [C(x, y)]β · [S(x, y)]γ (6)

where

I(x, y) = 2μxμy + C1

μ2
x + μ2

y + C1
,C(x, y) = 2σxσy + C2

σ 2
x σ 2

y + C2
, S(x, y) = σxy + C3

σxσy + C3

where μx, μy, σx, σy, and σxy are the local means, standard deviations, and cross-
covariance for images x, y. If α = β = γ = 1 (the default for Exponents), and C3 =
C2/2 (default selection of C3) the index simplifies to:

SSIM (x, y) =
(
2μxμy + C1

)(
2σxy + C2

)
(
μ2
x + μ2

y + C1

)(
σ 2
x + σ 2

y + C2

) (7)

We are looking to minimize the MSE and maximize the PSNR, SSIM, and NC.
The statistical parameters as themost frequentwatermarked image qualitymetric that
utilized the preceding research works. Towards this study, four statistical parameters
are applied for determining the levels of strength and weakness of watermarking
algorithms. So as implementing PSNR, MSE, SSIM, and NC measures to assess the
robustness and imperceptibility of the medical images. Several processing attacks
had been applied to distort the watermarked image to check the robustness of the
medical image. In accord with that, the statistical parameters are used to evaluate the
robustness of the medical image after various attacks to the watermarked medical
images.

Table 1 shows the MSE, PSNR, SSIM, and NC with no attacks to evaluate the
performance of the proposed algorithm. Three different medical images types are
utilized as a host image (X-ray image, MRA image, and CT image). The proposed
multiple wavelet family transform retains the image quality after processing very
well as shown in Table 1.
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Table 1 MSE, PSNR, SSIM, and NC with no attacks

Wavelet Image MSE PSNR SSIM NC

Multiple wavelet1 X-ray 0.000005 121.8424 0.9983 1.0000

Multiple wavelet1 MRA 0.000005 121.3890 0.9971 1.0000

Multiple wavelet1 CT 0.000005 121.6397 0.9863 1.0000

Multiple wavelet2 X-ray 0.000005 121.8314 0.9983 1.0000

Multiple wavelet2 MRA 0.000005 121.3782 0.9971 1.0000

Multiple wavelet2 CT 0.000005 121.6293 0.9860 1.0000

Tables 2 and 3 shows the MSE, PSNR, SSIM, and NC with various attacks for
the proposed multiple wavelets family transform. By executing attacks on the water-
marked image and calculating the MSE, PSNR, SSIM, and NC, the robustness of the
proposed watermark algorithm is assessed. The results are promised as represented
in Tables 2 and 3.

Table 2 MSE, PSNR, SSIM and NC of different attacks for multiple wavelet1 (dmey, rbio6.8,
coif5, sym8)

Type of attack Image MSE PSNR SSIM NC

Noise attack (salt and pepper) X-ray 0.0043 55.4792 0.7653 0.9647

Median attack 0.00009 94.0730 0.9893 0.9992

Mean attack 0.0002 86.0760 0.9836 0.9983

Gaussian noise attack 0.0007 72.3646 0.5941 0.9934

Adjust image attack 0.0004 79.7763 0.9569 0.9993

Rotation attack 0.0201 40.0094 0.7055 0.8274

Noise attack (salt and pepper) MRA 0.0043 55.0214 0.7812 0.9743

Median attack 0.0002 84.8482 0.9836 0.9987

Mean attack 0.0005 75.9807 0.9761 0.9968

Gaussian noise attack 0.0006 74.0265 0.4847 0.9967

Adjust image attack 0.0002 82.6569 0.9900 0.9995

Rotation attack 0.0237 37.8977 0.7314 0.8534

Noise attack (salt and pepper) CT 0.0044 54.9152 0.7650 0.9735

Median attack 0.0002 85.8437 0.9680 0.9988

Mean attack 0.0007 73.2751 0.9505 0.9957

Gaussian noise attack 0.0007 73.2951 0.5443 0.9961

Adjust image attack 0.0004 78.5835 0.9693 0.9989

Rotation attack 0.0303 35.6945 0.6097 0.8141
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Table 3 MSE, PSNR, SSIM and NC of different attacks for multiple wavelet2 (rbio3.5, bior6.8,
sym5, coif4)

Type of attack Image MSE PSNR SSIM NC

Noise attack (salt and pepper) X-ray 0.0042 55.6635 0.7702 0.9653

Median attack 0.00009 94.0748 0.9893 0.9992

Mean attack 0.0002 86.0777 0.9836 0.9983

Gaussian noise attack 0.0007 72.3436 0.5934 0.9933

Adjust image attack 0.0004 79.7785 0.9568 0.9993

Rotation attack 0.0201 40.0092 0.7056 0.8274

Noise attack (salt and pepper) MRA 0.0045 54.5967 0.7732 0.9732

Median attack 0.0002 84.8483 0.9836 0.9987

Mean attack 0.0005 75.9802 0.9760 0.9968

Gaussian noise attack 0.0006 74.0290 0.4852 0.9967

Adjust image attack 0.0002 82.6568 0.9899 0.9995

Rotation attack 0.0237 37.8991 0.7314 0.8534

Noise attack (salt and pepper) CT 0.0045 54.7719 0.7642 0.9731

Median attack 0.0002 85.8419 0.9678 0.9988

Mean attack 0.0007 73.2745 0.9503 0.9957

Gaussian noise attack 0.0007 73.2720 0.5434 0.9961

Adjust image attack 0.0004 78.5828 0.9689 0.9989

Rotation attack 0.0303 35.6951 0.6094 0.8141

5 Conclusion

This paper proposes twomedicalwatermark algorithms that haveutilized thedifferent
wavelet transform families in four levels discrete wavelet decomposition. The first
algorithm applied dmey in the first level of decomposition, rbio 6.8 in the second
level of decomposition, coiflet 5 in the third level of decomposition, and symlet 8 in
the fourth level of decomposition while the second algorithm applied rbio 3.5 in the
first level of decomposition, bior 6.8 in the second level of decomposition, symlet 5 in
the third level of decomposition, and coiflets 4 in the fourth level of decomposition.
This work is substantially robust against varying types of attacks deterring piracy
and keep authenticity in IoT. Three kinds of medical images have been used to
achieve the proposed watermarking algorithms. To evaluate the robustness of the
proposed watermarking algorithms, various attacks are performed. PSNR, MSE,
SSIM, and NC are used to evaluate the performance of the proposed algorithms. The
experimental results give us pleasing values comparing with other results gained
from other algorithms that had been proposed before. In future work, more families
of wavelets are used and hybridization between wavelet families.
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Optimised Statistical Model Updates in
Distributed Intelligence Environments

Ekaterina Aleksandrova and Christos Anagnotopoulos

Abstract This paper explores a sequential decision making methodology of when
to update statistical learning models in Intelligent Edge Computing devices given
underlying changes in the contextual data distribution. The proposed model update
scheduling takes into consideration the optimal decision time for minimizing the
network overhead while preserving the prediction accuracy of the models. The paper
reports on a comparison between the proposed approach with four other update
delaying policies found in the literature, an evaluation of the performances using
linear and support vector regression models over real contextual data streams and a
discussion on the strengths and weaknesses of the proposed policy.

1 Introduction

The Internet of Things (IoT) environments have been gaining popularity since the
end of the 20th century. They have allowed the transformation of small computing
environments into large scale ecosystems, whose cores (cloud data centers) require a
massive computational power to process all the received contextual data along with
a substantial network overhead in order to receive all the raw data.

However, as this has proven to be inefficient, a computing paradigm has been
provided in the form of Edge Computing (EC), whose rationale is to push most of
the computations to the edge of the network, e.g. sensors, mobile devices, etc. This
allows to take advantage of the computational and sensing capabilities of modern
devices and deliver the locally processed contextual data to the cloud in the form of
partially or entirely extracted knowledge [3]. The edge-centric rationale also con-
tributes as a security measure as raw data is processed locally on the sensing device
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and as a method for decreasing network traffic, as the delivered statistical learning
model representations of the data have significantly smaller size compared to the
raw contextual sensed data. The EC methodology is expected to significantly reduce
the required computational power. However, if the acquired knowledge is still trans-
ferred to the Cloud on each iteration, then the considerable communication overhead
remains along with other complications explained further ahead in this paper.

1.1 Problem Statement

The main problem which this work aims is to estimate an optimal waiting time
criteria based on made sequential observations on multivariate contextual data. The
proposed scheme should be able to decide when a model representation of the sensed
data is to be sent from an edge node to an edge gateway in order to minimise the
communication overhead and, in parallel, to preserve or increase the accuracy of
the generated statistical models. This can be expressed as the following research
question:

How can the delivery waiting time and model accuracy at the edge gateway be
maximised while minimising the communication overhead and computational com-
plexity at the sensing edge node level?

1.2 Paper Organisation

The paper is organised as follows: Sect. 2 presents related work on the current state
of the art on this research topic. Section3 introduces the proposed methodology fol-
lowed for this project including the rationale behind the proposed algorithm built on
the principles of the Optimal Stopping Theory. Section4 reports on the performance
assessment and comparison of the proposed method with other sequential decision
making policies and algorithms using real data sets and provides a summarised anal-
ysis. Section5 includes the concluding remarks and ideas on future development of
this work.

2 Related Work and Background

Given a sample path in an IoT system consisting of multiple sensing nodes, a local
edge gateway and a central data node as en endpoint, the multi-hop transmission can
increase energy consumption when the gateway is busy and the data has to be passed
to the central node [16]. When data processing is not performed at the edge level, if
N multivariate data points are sensed and sent through the network, that results in
N number of transmissions. However, if the data X is locally processed at the edge,
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the result can be a linear model representation of the data e.g., y = α · X + β, where
only the parameters α, β are being passed through the network resulting in a reduced
energy consumption [19].

Wireless Sensor Networks (WSNs) in IoT environments used in remote loca-
tions (e.g. rain forest sensors [21], surface and mine monitoring [2], water pollution
detectors [1], etc.) are usually being powered by a battery. Therefore, the energy
consumption of the sensing devices should be minimised as much as possible to
reduce the amount of human interaction required to replace the exhausted energy
source. Such interaction with the device may distort the environment and introduce
incorrect data. If the sensors are placed at locations with difficult access, that could
also increase the financial cost or even cause danger to the person responsible for the
replacement.

Other similar sensor systems rely on renewable energy, most widely used is
solar energy, which could be slower to harvest in environments such as rain forests
[21], therefore, having a power efficient device is required in order to have a well-
functioning system. Another concern with communicating processed data on every
sensing and reporting iteration is that it is possible that the data contains bias, e.g.
missing or corrupted data points [4].When passed to the gateway it can potentially be
used to make inaccurate predictions of the sensed environment. This can be avoided
by delaying the model update before making sure that the bias is not in fact a novelty
in the data.

A way of minimising the energy cost of an edge device even more is by reducing
the number of the data transmissions. This could be performed by introducing a
certain delay in the delivery of the up-to-date model [3–5], at the cost of allowing a
reasonable error in the data.Basedon this delay-based rationale, the approach adopted
in this work is as follows: a data model is generated at the edge node and then sent
to the edge gateway, on the next iteration. In the case that the node does not detect
a significant change between the initially modelled data and the currently sensed
dataset, no communication is made between the edge node and the edge gateway.
Making the decision when to send a new updated model to the edge gateway before
the accuracy has degraded beyond a reasonable threshold should be looked from a
slightly different angle.

2.1 Optimised Sequential Decision Making

The Optimal Stopping Theory (OST) attempts to solve exactly the problem stated
above, i.e., choosing a best time instance to take a given action: stop observing
changes on the derived model and send the model to the edge gateway. The action
is based on sequentially observed random variables from a distribution in order to
maximise an expected reward orminimise an expected cost. Based on this abstraction
of the considered problem, several OST-based variations are adopted as a basis to
problems in Computing Science notably: the called House-Selling problem and the
Quickest Change Detection problem [6].
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The House-Selling problem explores the attempt to stop and sell a house at the
highest offer by taking into account a cost, such as living cost or real estate agency
commission, for each rejected offer. This problem relates to the approach that waiting
can be penalised, the way Tian et al. use it in their “cost-aware” update policy algo-
rithm [20]. In our context, the decision on whether to update an outdated statistical
learning model with the current one is based on how much it was lost (how big the
“regret” is) since the update with the better model was not performed in the past.
Once a prediction quality tolerance is exceeded, an update is inevitable, which also
prevents additional retraining computations on the edge node.

The Change Point Detection problem deals with the exploration of the context
distribution and stoppingwhen a change is detected but penalisingwhen the algorithm
has signalled a false alarm [6]. Research has been mainly focusing on two major
approaches based on assumptions on the underlying data distribution. Shiryaev [17]
provides an optimal solution to the problem using a Bayesian approach. While,
on the other hand, there is a non-Bayesian approach using the well-known CuSum
algorithm provided by Page [15]. The latter was proven to be optimal byMoustakides
[14] based on Lorden’s formulation of the problem [11].

In a recent publication, Lau and Tay [18] introduce the idea of having a “critical
change” and a “nuisance change” in a distribution, where the critical change is of
highest importance and should be detected, as opposed to the nuisance change which
should be ignored by the algorithm. They propose two algorithms using a Bayesian
and a non-Bayesian approach, which then are compared to the performance for both
types of change against the naive 2-stage procedures by Page [15] and Shiryaev [17].
For their non-Bayesian approach, the authors compare their proposed algorithmwith
the naive 2-stage CuSum. The naive approach uses two separate thresholds, βc for
the critical change and βn for the nuisance change. First they are applied on the
cumulative sum of the log-likelihood ratio of the normal distribution and then on
the distributions after the nuisance and the critical change. According to the authors,
their non-Bayesian procedure, which is based on the Generalised Likelihood Ratio
test, performs more accurately than the naive 2-stage optimal CuSum algorithm.

2.2 Contribution

The contributions of this paper are as follows:

1. An analytical optimisation model derived from the optimal stopping rule aimed
at minimising the communication overhead at EC systems.

2. A comparison of the derived rule to an established change detection rule and an
intuitive base method.

3. A method for hyperparameter optimisation when applying the optimal postpon-
ing rule.
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3 Methodology

The main focus of this work is to present and experiment with the proposed time-
optimised model update postponing policy/algorithm for reducing the communica-
tion rate but preserving the quality of the context. We assume that the distributed/EC
environment contains at least sensor node and an edge gateway device.

Initially, the sensing node is responsible for gathering environmental/multivariate
contextual data and generating a statistical/Machine Learning (ML) model from the
first w contextual data observations. The ML model is then temporarily stored on
the sensing device but also is communicated with the edge gateway. On each next
observation, the piece of data is received and appended to the currently stored sensor
data set of size w, while the datum with the oldest timestamp is discarded. A new
model is generated or incrementally updated representing the current updated dataset.
By fitting the dataset on the old and the new ML models, we obtain the two Mean
Squared Errors (MSE):

• MSE e from theMLmodel the edge gateway, which has been previously received;
• MSE e′ from the ML model based on the most up-to-date sensed data at the edge
node.

Given that the predictability of the latest ML model of the edge node satisfies a
certain criteria, the decision is made to communicate the current ML model to the
edge gateway. This also requires that the temporarily stored outdatedMLmodel at the
edge device is also updated to correctly represent the disseminated local knowledge
in the eco-system.

3.1 Optimal Postponing Policy

The Optimal Postponing (OP) policy for ML model update is based on the change
in the distribution using the cumulative sum of the absolute error difference between
the two MSEs e and e′ at time instance/observation t > 0. Consider the following
definitions:

Zt = �et = |e′
t − et | (1)

St+1 = �et+1 + �t
k=0�ek (2)

St = St−1 + Zt (3)

A prediction quality tolerance � > 0 is defined to determine the acceptable error
sum, which will be used to determine if the edge node should proceed with a ML
model update to the edge gateway or not. Under this context, we define the following
random variable Vt as the reward of an update decision:



38 E. Aleksandrova and C. Anagnotopoulos

Vt =
{

t, if St ≤ �,

−B, if St > �.
(4)

The penalty factor B > 0 denotes that the current cumulative error exceed the error
tolerance �, thus, the edge node could have sent the updated ML model to the edge
gateway. On the other hand, to be communication efficient, the edge node desires to
postpone the ML model update, thus, increasing the value of Vt . However, as long
as the edge node delays the model update, then the cumulative error St approaches
�. The problem is for the cumulative error St to reach as close to the tolerance � as
possible, but without exceeding this. Hence, we then formalise the OST problem:

Problem 1 The edge node shouldfind the best time instance t∗ such that the expected
reward for delaying aMLmodel update is maximized, i.e., the optimal stopping time
t∗ obtains the following essential supremum

ess sup
t
E[Vt ].

We then provide the solution of the optimal stopping time estimate as stated in the
Theorem 1.

Theorem 1 The optimal stopping time t∗ that maximizes the essential supremum
ess supt E[Vt ] of the reward function on the edge node is the first time instance t > 0
such that:

FZ (� − St ) ≤ t + B

t + 1 + B
,

where FZ (z) is the cumulative distribution function (CDF) of the error differences
Zt of the old and the updated ML models et and e′

t , respectively.

Proof From the reward function in (4) we can derive the expected current reward
E[Vt ].

E[Vt ] = t · P(St ≤ �) + (−B · P(St > �))

= t · P(St ≤ �) − B · (1 − P(St ≤ �))

= (t + B) · P(St ≤ �) − B,

(5)

Let now the filtration Ft = {S1, S2, . . . , St } ∪ {Z1, Z2, . . . , Zt } be the realisation
of all random variables up to t . This is the whole information the edge node has
accumulated up to time instance t . Then, the conditional expectation of the reward
Vt+1 given filtration Ft is then expressed as a martingale:

E[Vt+1|Ft ] = (t + 1 + B) · P(St+1 ≤ �|Ft ) − B (6)

However, it is known from Eq. (3) that:
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St+1 = St + Zt+1 (7)

Therefore, the probability of the sum at time instance t + 1 being less then or equal
to� given filtration F equals the cumulative distribution function of Z taking a value
less than or equal to � − St

P(St+1 ≤ �|Ft ) = P(St + Zt+1 ≤ �|Ft ) (8)

= P(Zt+1 ≤ � − St |Ft ) (9)

= FZ (� − St ) (10)

Hence, we obtain that:

E[Vt+1|Ft ] = (t + 1 + B) · P(St+1 ≤ �|Ft ) − B (11)

= (t + 1 + B) · P(St + Zt+1 ≤ �|Ft ) − B (12)

= (t + 1 + B) · P(Zt+1 ≤ � − St+1|Ft ) − B (13)

= (t + 1 + B) · FZ (� − St ) − B (14)

We aim to postpone sending the ML model if we know that the next iteration
will increase the reward value. That is why we stop at the first instance t where the
current reward is more than the expected future reward at time instance t + 1 or
Vt ≥ E[Vt+1|Ft ]. Based on this, we obtain that:

Vt ≥ E[Vt+1|Ft ] (15)

t ≥ (t + 1 + B) · FZ (� − St ) − B (16)

FZ (� − St ) ≤ t + B

t + 1 + B
, (17)

which completes the proof of Theorem 1.

Algorithm 3.1 illustrates the local process in the edge node.

Algorithm 3.1: Time-optimised Policy (OP)

rewardDist ← obtainRewardDist() � Appendix 2
receive(X0, y0, X1, y1); ini tModel ← fit(X0, y0); model ← fit(X1, y1)
e ← error(ini tModel, X1, y1)
e′ ← error(model, X1, y1)
Z ←| e − e′ |
S ← Z ; t ← 1
while true do

receive(X, y); newModel ← fit(X, y)
e ← error(model, X, y)
e′ ← error(newModel, X, y)
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Z ←| e − e′ |
if cdf(rewardDist, (� − S)) ≤ (t+B)

(t+1+B)
then

model ← newModel � update & communicate model
S ← Z ; t ← 1

else
S ← S + Z ; t ← t + 1

end if
end while

3.2 Policies Under Comparison

In order to evaluate the performance of the presented algorithm 4 other policies are
implemented,which rely either on certain statistics of the data or on pure randomness:
the Median-based Policy, the Random Policy, the Accuracy Policy, and the optimal
CuSum Policy [7].

3.2.1 Median-Based Policy

The Median Policy has an initially learned median from the previously seen data. It
is calculated from the absolute error difference values given that the initial model is
never updated. The rationale behind this is to explore the worst case scenario of the
error difference. This assumes that the closer the timestamps of two models are, the
lower the error difference between them is and on the contrary, the further away the
timestamps of two models are, the higher their error difference is.

Using a fraction α of the median value the policy determines whether the current
absolute error difference is a tolerable amount or if it indicates that the newly sensed
data is significantly outdated and needs to be communicated with the edge gateway.

This policy is expected to reduce communication by being more tolerant towards
initial small abrupt changes but detects continuously increasing values.

Algorithm 3.2.1: Median-based Policy

procedure obtainMedian
receive(X, y); model ← fit(X, y)
for t ← 1 to T do

receive(X, y); newModel ← fit(X, y)
e ← error(model, X, y)
e′ ← error(newModel, X, y)
E ← E ∪ {| e − e′ |}

end for
median ← median(E)

end procedure
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receive(X, y); model ← fit(X, y)
while true do

receive(X, y); newModel ← fit(X, y)
e ← error(model, X, y)
e′ ← error(newModel, X, y)
if | e − e′ |> α · median then

model ← newModel � update & communicate model
end if
if t mod T = 0 then

updateMedian()
end if

end while

3.2.2 Random-Based Policy

The random policy is intended to be sending updates of the latest model to the edge
gateway with the same probability as the OST policy.

The aim of the policy is to show that even if the number of updates is approximated
to the optimal value, the accuracy of themodels at the edge gateway would still suffer
a decrease.

Algorithm 3.2.2: Random-based Policy

receive(X, y); model ← fit(X, y)
while true do

receive(X, y); newModel ← fit(X, y)
rand ← generate({0, 1}, probabili t y)
if rand = 1 then

model ← newModel � update & communicate model
end if

end while

3.2.3 Accuracy-Based Policy

The accuracy policy works by comparing the MSE of the old model and the most
up-to-date model. Once it detects a decrease in the accuracy the latest model is
sent to the edge gateway. The policy aims to present a naive algorithm for reducing
communication but preserving accuracy as high as possible.
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Algorithm 3.2.3: Accuracy-based Policy

receive(X, y); model ← fit(X, y)
while true do

receive(X, y); newModel ← fit(X, y)
e ← error(model, X, y)
e′ ← error(newModel, X, y)
if e > e′ then

model ← newModel � update & communicate model
end if

end while

3.2.4 CuSum Policy

The algorithm implemented here relies on the direct form of the CuSum algorithm
explained by Granjon [7].

For the execution of the algorithm, two assumptions of the distributions are made
representing the twohypothesis,where the algorithmaims to decidewhichhypothesis
represents the current sample of data. Firstly, theH0 no change hypothesis refers to
the “good distribution” which is assumed to be the distribution of the absolute error
difference when the edge gateway model is communicated on every iteration. On the
contrary, the “bad distribution” represented by the changed distribution hypothesis
H1 is assumed to be the distribution of the absolute error difference when the model
is communicated only on the first iteration and then never again.

The assumption is made that the absolute error differences Z0, Z1, . . . , Zn are
continuous independent random variables. In this case a gamma distribution is a
good choice to represent the data (Fig. 1), relying on the two flexible parameters for
scale and shape of the probability density function of the distribution.

When a new absolute error difference is calculated it is then fitted in the proba-
bility density function for each of the two distributions. The logarithmic ratio of the
probability of the absolute error belonging to either the good or the bad distribution
determineswhetherH0 orH1 is rejected. Once the cumulative sum of the logarithmic
ratios passes an initially determined threshold � the model is communicated to the
edge gateway.

Algorithm 3.2.4: CuSum Policy

badDist ← obtainBadDist(); goodDist ← obtainGoodDist() � Appendix 1
receive(X0, y0, X1, y1); ini tModel ← fit(X0, y0); model ← fit(X1, y1)
e ← error(model, X1, y1)
e′ ← error(ini tModel, X1, y1)
Z ←| e − e′ |
P0 ← pdf(goodDist, Z ); P1 ← pdf(badDist, Z )
logRatio ← log(P1/P0)
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Fig. 1 Gamma distribution approximation on GNFUV data using Linear Regression

S ← logRatio; logV ector ← {S}
while True do

receive(X, y); newModel ← fit(X, y)
e ← error(model, X, y)
e′ ← error(newModel, X, y)
Z ←| e − e′ |
P0 ← pdf(goodDist, Z ); P1 ← pdf(badDist, Z )
logRatio ← log(P1/P0)
S ← S + logRatio
decisionValue ← S− min(logV ector )
logV ector ← logV ector ∪ {S}
if decisionValue > � then

model ← newModel � update & communicate model
S ← logRatio;
logV ector ← {S}

end if
end while
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4 Performance Evaluation

4.1 Data Sets

Two time-series datasets will be used in order to apply the proposed approach and
perform the previously discussed experiments.
•GNFUVUnmanned SurfaceVehicles SensorDataData Set [8]—a timestamped
dataset produced by 4 Unmanned Surface Vehicle sensing devices which observed
and recorded the multivariate contextual environmental data using temperature and
humidity sensors. The collected data will be associated with the Linear Regression
task performed in the experiments for each policy. The generated linear regression
models are aimed at predicting the environmental humidity based on the sensed tem-
perature.
• Gas sensors for home activity monitoring Data Set [9]—a timestamped dataset
containing readings from temperature, humidity and 8 metal-oxide(MOX) gas sen-
sors of a contained environment whether or not a stimuli is presented. The collected
data will be used in the Support Vector Regression(SVR) (with an RBF kernel) task
in order to assess the 5 policies. The generated support vector models are aimed at
predicting the level of MOX gas based on the vector of the detected humidity and
temperature.

4.2 Experimentation with Linear Regression Models

The experiment using linear regression models was performed using the initial 100
datapoints of the dataset for any pre-processing analysis depending on the targeted
policy and the rest of the dataset was used to simulate an online approach using each
of the 5 policies.

Three of the policies require parameterisation which needs to be mentioned in
advance along with the global parameter on the window size, which is set to be 25
for all simulations.

The Median policy (policy M) was performed using an α fraction of the median
of the first 100 datapoints, in this case α was set to 0.5.

The CuSum policy (policy C) relies on a threshold parameter � = 2, up to which
the cumulative sum of the logarithmic ratio is allowed to increase.

The OP policy requires two parameter values, one for the error sum threshold
and one for the penalty value. The boxplot analysis was performed by specifying a
threshold� for the OP policy and running the simulation with penalty values ranging
from 2 to 15.

In Fig. 2 for the USV sensor “pi4” is shown that the highest mean on update delay
is achieved using a threshold� = 3 and a penalty value B = 8. These values are then
used in the complete simulation of the policy comparison. The absolute error rate
and the communication rate for each policy are depicted in Figs. 3 and 4 respectively.
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Fig. 2 Waiting time boxplot
for � = 3 and B values in
the range 2–15 for Linear
Regression; waiting time has
the highest mean with B = 8

Fig. 3 Absolute error
difference for USV sensor
system, s = pi4, w = 25,
using Linear Regression

Fig. 4 Communication for
USV sensor system, s = pi4,
w = 25, using Linear
Regression
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Table 1 Tukey’s HSD test results

Waiting time

Sensor name s.s.diff. (higher mean for policyOP)

USV pi2 ✓

USV pi3 ✓

USV pi4 ✓

USV pi5 ✗

Absolute error difference

Sensor name No s.s.diff.

USV pi2 ✓

USV pi3 ✗ (higher mean for policyOP)

USV pi4 ✓

USV pi5 ✓

As can be seen from Fig. 3, the plot is very inconsistent due to the low accuracy
of the linear regression models. The absolute error difference for the optimal policy
preserves a similar rate to policy A for 6 iterations which is aimed at keeping the
most accurate model. However, as seen in Fig. 4, the optimal policy waits close to
30 iterations more compared to policy A before sending an update.

The number of iterations between two model updates are referred to as waiting
times and they are further investigated by performing an ANOVA test and a Tukey’s
Honestly Significant Difference (HSD) test for multiple mean differences.

The ANOVA results show p-values less than 5% which point to a statistically
significant difference (s.s.diff.) between the policy means for each sensor on its
waiting time and absolute error rate. We perform a follow-up Tukey HSD test, which
compares the means for each couple of policies and the results are summarise in
Table1. The results for sensor pi4 is illustrated in Figs. 5 and 6.

The plot in Fig. 5 shows that optimal policy has a statistically significant higher
waiting time compared to policy M, policy C and policy A and no significant dif-
ference with the Random policy (policy R) as intended. This shows the advantage
in communication reduction introduced by the optimal policy where the update is
introduced further in the future compared to the other policies.Moreover, we perform
the Tukey’s HSD test on the absolute error difference of each policy obtained during
the simulation along with policy E. Policy E communicates the up-to-date models
on each iteration and is intended as a lower bound which shows the absolute error
rate of the models at its lowest.

The results in Fig. 6 show that the accuracy of the models does not suffer a sig-
nificant deterioration compared to policy E and the other communication reduction
policies but preserves the highest postponing time. Moreover, the plot shows that
randomly updating the models leads to a significant increase in the absolute error,
therefore, the optimal policy does not just correctly calculate the optimal number of
updates but also the optimal time between the updates.
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Fig. 5 Policy comparison
on waiting time using using
Linear Regression

Fig. 6 Policy comparison
on absolute error rate time
using Linear Regression

The results for sensor “pi5” show that the optimal policy does not reduce com-
munication, however, that reflects in a low absolute error difference compared to
the accuracy-based (policy A) policy. The experiment on sensor “pi3” has caused
a significantly higher waiting time, however, it has also resulted in a low absolute
error rate. That may be as a result from not performing hyperparameter tuning on
the prediction tolerance parameter and instead setting a static value. The statically
set threshold value for all sensors has proven to keep the absolute error low for three
of the sensors.

4.3 Experimentation with Support Vector Regression Models

After some analysis of the data it was found that the initial 100 datapoints of the HT
sensor dataset contain a single drift in the observed pattern. However, the rest of the
data used in the simulation of the online algorithm has no noticeable changes, which
results in no communication between the edge node and the gateway. This called for
placing an artificial change in the data as shown in Fig. 7: one incremental long term
change and one abrupt short term change affecting only the MOX sensor data and
preserving the initial datastream for the humidity and temperature. This is aimed to
simulate a new pattern in the data which will cause a change in the communicated
models.
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Fig. 7 Artificial change for
the data from sensors R3 and
R5

Fig. 8 Waiting time boxplot
for � = 1 and B values in
the range 2–15 for Support
Vector Regression; waiting
time has the highest mean
with B = 3

The incremental long term change occurs from iteration 50 of the start of the
simulation, where the MOX sensor values are increased with 10% of the mean value
in the next 12 iterations and after that the change is kept persistent throughout the
rest of the simulation. This drift in the data is intended to serve as a critical change
[18] which should be detected by the algorithm and acted upon as soon as possible.

The second abrupt short term change occurs in iteration 108. The change in the
MOX sensor values is increased with 2.5% of the mean value and then decreased to
the genuine datastream in the next 4 iterations. This drift in the data is intended to
serve as a nuisance change [18] which should be of least importance to the algorithm.

The global parameters for this experiment were set the same way as in the experi-
mentation using the linear regression models: window size 25 and initial preprocess-
ing data containing 100 datapoints. The Median policy uses the α with a set value of
0.5 and the cumulative sum threshold for the CuSum policy is set to � = 0.5.
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Fig. 9 Absolute error
difference for HT sensor
system, s = R5, w = 25,
using Support Vector
Regression with RBF Kernel
given an artificial change at
40th window iteration

Fig. 10 Communication for
HT sensor system, s = R5, w
= 25, using Support Vector
Regression with RBF Kernel

For the optimal policy, the cumulative sum thresholdwas set to� = 1 as it allowed
the needed sensitivity for the detection of the critical change. The boxplot in Fig. 8
shows the waiting times when performing the simulation for MOX sensor R5 using
penalty values in the range 2–15. The highest mean waiting time is achieved using
penalty B = 3. The simulation results using this setting is depicted in Figs. 9 and 10.

In Fig. 9, the absolute error line is distorted as expected right after the critical
change and less affected after the nuisance change. The error appears to increase the
most for the CuSum policy and the optimal policy and less for the Median policy.

However, if we focus our attention on the communication rate of the policies in
Fig. 10, despite the allowed error by the CuSum policy, the critical change appears
to cause a communication overhead mid and post change, where even the Median
policy manages to decrease the absolute error at the cost of less communication.
On the contrary, the optimal policy allows a higher error rate but at the cost of just
two sent messages as a result of the critical change, which happens shortly after the
change and the nuisance change does not cause an update even 20 iterations after the
change.

The waiting times for each policy is investigated further again by performing an
ANOVA test and a Tukey’s HSD test for multiple mean differences.
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Table 2 Tukey’s HSD test results

Waiting time

Sensor name s.s.diff. (higher mean for policyOP)

MOX sensor R1 ✓

MOX sensor R2 ✓

MOX sensor R3 ✓

MOX sensor R4 ✓

MOX sensor R5 ✓

MOX sensor R6 ✓

MOX sensor R7 ✓

MOX sensor R8 ✓

Absolute error difference

Sensor name No s.s.diff.

MOX sensor R1 ✓

MOX sensor R2 ✓

MOX sensor R3 ✓

MOX sensor R4 ✗ (higher mean for policyOP)

MOX sensor R5 ✓

MOX sensor R6 ✓

MOX sensor R7 ✓

MOX sensor R8 ✓

Fig. 11 Policy comparison
on waiting time using
Support Vector Regression
with RBF Kernel; optimal
policy (policyOP) is the
target policy and is coloured
in blue and any policy
coloured in red has a
significant statistical
difference from the target
policy

The ANOVA test produces p-values less than 5% which show that there is a
statistically significant difference between the means of the waiting time and the
absolute error for all sensors. Since the hypothesis that the policy means were the
same was rejected, we performed the Tukey’s HSD test with results summarised for
all sensors in Table2 and just for sensor “R5” plotted in Figs. 11 and 12.

The plots for sensor “R5” show a significantly higher waiting time for the optimal
policy but no statistically significant difference with the base accuracy of policy E in
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Fig. 12 Policy comparison
on absolute error rate time
using Support Vector
Regression with RBF
Kernel; optimal policy
(policyOP) is the target
policy and is coloured in
blue and any policy coloured
in red has a significant
statistical difference from the
target policy

Fig. 12. Overall, that seems to be the trend for all eight sensors except sensor “R4”.
There we observed as expected a significantly higher waiting time for the optimal
policy, however, that had resulted in causing a deterioration in the prediction accuracy
of the models.

4.4 Evaluation Summary

The results of this experiment can be concluded in the summarised Table3 which
shows the trade-offs for each policy in different scenarios. For example, when dealing
with models which have high quality predictions over data of a small window, if we
are willing to sacrifice some of the waiting time then the CuSum policy can deliver
the wanted prediction accuracy results. However, if we aim for both low error rate
and less communication and we can allow tuning a prediction quality tolerance and
penalty parameter then the Optimal Policy would have higher advantage over the
other policies.

On the contrary, if the generated models are expected to produce low quality
predictions, then the optimal policy the most appropriate option. It will reduce the
communication between the sensing nodes and the edge gateway but will preserve
the initial quality of the contextual data. However, if the aim is to avoid tuning
parameters despite higher communication rate, then the accuracy-based policy will
complete the task with lower prediction error models.

Table 3 Summarised analysis

Policy High quality predictions Low quality predictions

Policy C Low error/high communication High communication

Policy M High communication High communication

Policy OP � �
Policy A High communication Low error/high communication
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5 Conclusions

This paper presented and evaluated a decision technique for optimal model update
postponing at the edge. The results showed that the algorithm preserves the accu-
racy of the generated models and significantly reduces the communication overhead
for models with both higher and lower prediction quality. Further work should be
involved in deploying the algorithm in an IoT environment and evaluating and com-
paring the policies based on computational cost. This will show a more detailed
image of any existing trade-offs of the optimal policy.

Acknowledgements This research is funded by the EU H2020 GNFUV Project RAWFIE–OC2–
EXP–SCI (Grant No. 645220), under the EC FIRE+ initiative.

Appendix 1

CUSUM Policy

Function to Obtain Bad Distribution

function obtainBadDist
receive(X, y); model ← fit(X, y)
z ← ∅
for t ← 1 to T do

receive(X, y); newModel ← fit(X, y)
e ← error(model, X, y); e′ ← error(newModel, X, y)
Z ←| e − e′ |
z ← z ∪ {Z}

end for
μ ← mean(z); σ 2 ← var(z)
shape ← μ2/σ 2

scale ← σ 2/μ

return Gamma(shape, scale)
end function

Function to Obtain Good Distribution

function obtainGoodDist
receive(X, y); model ← fit(X, y)
z ← ∅
for t ← 1 to T do

receive(X, y); newModel ← fit(X, y)
e ← error(model, X, y); e′ ← error(newModel, X, y)



Optimised Statistical Model Updates in Distributed Intelligence Environments 53

Z ←| e − e′ |
z ← z ∪ {Z}
model ← newModel

end for
μ ← mean(z); σ 2 ← var(z)
shape ← μ2/σ 2

scale ← σ 2/μ

return Gamma(shape, scale)
end function

Appendix 2

Time-Optimised Policy

Obtain Reward Distribution

function obtainRewardDist
receive(X, y); model ← fit(X, y)
S ← 0; z ← ∅
for t ← 1 to T do

receive(X, y); newModel ← fit(X, y)
e ← error(model, X, y); e′ ← error(newModel, X, y)
Z ←| e − e′ |; S ← S + Z
z ← z ∪ {Z}
if S > � then

S ← Z
end if

end for
μ ← mean(z); σ 2 ← var(z)
shape ← μ2/σ 2

scale ← σ 2/μ

return Gamma(shape, scale)
end function

Appendix 3

Results for Linear Regression

See Figs. 13 and 14.
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Fig. 13 Absolute error difference rate for sensors pi2 to pi5

Fig. 14 Communication rate for sensors pi2 to pi5
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Fig. 15 Absolute error difference rate for sensors R1 to R8
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Fig. 16 Communication rate for sensors R1 to R8
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Appendix 4

Support Vector Regression

See Figs. 15 and 16.
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Intelligent Vehicular Networking
Protocols

Grace Khayat, Constandinos X. Mavromoustakis, George Mastorakis,
Hoda Maalouf, Jordi Mongay Batalla, Evangelos Pallis,
and Evangelos K. Markakis

Abstract This chapter will introduce Vehicular Ad Hoc Network; abbreviated as
VANET; which is a variation of Mobile Ad Hoc Network, MANET. In VANET the
nodes are either vehicles or fixed roadside units considered as VANET infrastructure.
This chapter will discuss the five categories of VANET routing protocols with some
of the most known examples in each. Each of the mentioned protocols will have
a brief overview of its design and implementation. Besides, we will mention some
of the protocols’ benefits, drawbacks, and enhancements. With the emergence of
the Internet of Things (IoT) in the last decade, vehicles have a subcategory known
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as Internet of Vehicles (IoV) due to the special characteristics of vehicles and road
topology. Therefore, the second section of this chapter will discuss the classification
of routing protocols in IoV which is the promising future in the vehicular network
world.

1 Introduction

Intelligent Transportation Systems (ITS) is one of the emerging applications devel-
oped to exchange relevant information to increase safety by avoiding collisions, dis-
tributing road and map information. Vehicular Ad Hoc Network (VANET) is a core
subject of ITS. VANETs are a sub-category of Ad hoc networks where vehicles are
mobile nodes sharing different information such as safety, traffic, and traveler’s infor-
mation. In VANET, the contributors in packet delivery are vehicles and access points
which are fixed and connected to the internet. VANET are characterized fromother ad
hoc networks by high mobility, self-organization, distributed communication, road
pattern restrictions, and unbounded network. VANET has different applications clas-
sified into the following classes: safety, non-safety, commercial, convenience, and
productive applications.

In VANET, vehicles communicate among themselves directly; Vehicle to Vehicle
communication (V2V); or communicate with fixed equipment at the side of the road
constituting Vehicle to Infrastructure communication (V2I) as shown in Fig. 1. V2V
is communication between moving vehicles that act as source, destination or router.

Fig. 1 VANET
communication
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In V2V intermediate vehicles transport packets to the destination node. V2V has
two types of communication: one hop, direct vehicle to vehicle communication, and
multi-hop communication where the vehicle relies on other nodes to retransmit. V2V
communication has link breakdown due to high nodes’ mobility yet it is efficient and
cost-effective. Neighbor vehicles exchange packets using short-range wireless tech-
nologies likeWi-Fi andWAVE.On the other hand,Wi-Fi hotspots or long/wide range
wireless technologies are used in V2I communication where vehicles communicate
with fixed infrastructural units, Roadside Units (RSUs).

VANET’s vehicles are supposed to have wireless transceiver and data sharing
functionalities which allow them to create a dynamic network while being driven
on the roads. Packets are routed via neighboring vehicles to destinations that are
not within direct communication range. VANET is characterized by high mobility
which results in fast topology changes, unbounded network size, varying vehicles’
density, and velocity. For example, low vehicles’ count will lead to poor connectivity
and performance degradation. All these characteristics make routing in VANET very
challenging.

Some applications in VANET present road traffic conditions, safety-related infor-
mation, road condition warning, and weather information thus requiring the infor-
mation to be transferred without any delay. Therefore, some of the challenges in
VANET are quality of service with minimum delay and retransmission, scalable and
robust routing algorithm, and network security.

VANET applications effectiveness mainly depend on packet routing with at least
one intermediate node. Routing involves two activities which are determining the
optimal path and transferring the information as packets. Packet transfer may take
place in a single hop or multiple hops. Single hop transmission occurs when the
destination node is within the transmission range of the sender node thus being a
neighbor node. On the other hand, multi-hop transmission occurs when the destina-
tion is out of the source node’s range. In this case, the neighbor node forwards the
packets to their neighbors and so on till the destination is reached.

In the last several years, the Internet of Things (IoT), cloud computing, and Big
Data have emerged. IoT is a dynamic global network infrastructure with self con-
figuring capabilities based on standard and interoperable communication protocols.
Nowadays vehicles are equipped with a powerful processing unit and large storage
devices thus vehicles can be used either in short term applications or in small scale
services. Therefore, VANET evolved into the Internet of Vehicles (IoV) through con-
necting those numerous intelligent vehicles. IoV has special characteristics due to
vehicle mobility, road topology, available energy, etc. Routing protocols in IoV is a
very challenging field for researchers in the coming years.



62 G. Khayat et al.

2 Routing Protocols in VANET

The goal of routing protocols is to specify the best path for nodes’ communication.
Several characteristics such as location, scope, speed, security, amount of informa-
tion, etc. must be taken into consideration when implementing a protocol. Routing
protocols look for the optimal path to ensure a reliable packet transmission to the
destination. One of the vital needs of these protocols is the least communication time
and network resources. VANET is a promising technology with a major challenge
for finding a protocol that adapts to a highly dynamic environment with frequent
links disconnections. Wireless ad hoc routing algorithms are compared based on
several network performance metrics, such as an end to end delay, switching delay
and backoff delay [1]. Many difficulties face VANET routing design such as security,
privacy, connectivity, and quality of services. The mobility of a wireless device is
limited and can lead to network partitioning if energy is critical. This issue is solved
by efficient energy conservation (EC) scheme which is mainly exploited either at a
link layer or a network layer or a combination of both [2].

The following metrics must be used in VANET routing protocols [3]:

• Neighbor discovery
• Destination identification
• Data transmission
• Network partition
• Movements prediction.

Many routing protocols have been refined for VANET. Those protocols are classi-
fied into several groups based on different aspects such as protocol’s characteristics,
used techniques, routing information, quality of services, network structures, routing
algorithms, and so on.

VANET protocols are classified according to their routing characteristics and
techniques into five classes as below:

• Topology based routing protocols
• Position based routing protocols
• Broadcast based routing protocols
• Geocast based routing protocols
• Cluster based routing protocols.

VANET routing protocols can further be grouped into three classes based on the
network structures:

• Hierarchical routing
• Flat routing
• Position-base routing.
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Furthermore, VANET routing protocols are grouped based on routing strategies
into two classes:

• Proactive
• Reactive.

Finally, VANET routing protocols are grouped into two categories according to
packet forwarding information:

• Geographic-based
• Topology-based.

This chapter will discuss in detail the 5 routing protocols according to their
characteristics and techniques.

2.1 Topology Based Routing Protocols

Topology-based routing protocols transfer data packets using link’s information [4].
During routing, these protocols need node topology information. They maintain
routing tables for storing the link information; source to destination information.
Based on the routing tables packets are forwarded. The overhead in this protocol is
due to bandwidth and time involved in routing the packets. InVANET, these protocols
perform slower than other routing protocols. Based on the information collection
method, these protocols are further divided into 3 classes: Proactive, Reactive and
Hybrid.

2.1.1 Proactive Routing Protocols

Proactive routing protocols; also called table-driven protocols; build routing tables
before the application is made and store all network routing information in it. Every
node maintains a routing table with each record in it pointing to the next hop in
the destination’s path. The need for route discovery is eliminated as the destination
route is available in the routing tables. To keep track of topology changes, the nodes
periodically exchange packets with updated topology information, and routing tables
should be broadcasted to the neighbors either by periodic or triggered updates. The
updated topology results in minimum waiting time in packet forwarding. To choose
the routes, proactive protocols mainly use shortest path algorithms which increases
the routing table size.

Below is a flowchart showing the protocols to be discussed in the following section
(Fig. 2).
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Fig. 2 Topology based routing protocols

Destination Sequence Distance Vector Routing (DSDV)

DSDV protocol is one of the oldest ad hoc routing protocols implementing distance-
vector strategy and using shortest path algorithm. It makes available loop-free routes
using a single source to destination route. This route knows all about available nodes
and the total needed hops to reach the destination. In the routing table, the destination
node sets the record’s sequence number. To maintain routes reliability, routing tables
are periodically broadcasted to neighbor nodes using two types of packets: full dump
packets, containing information about every participating vehicle in the VANET, and
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incremental packets [5]. This protocol excludes frequent traffic updates, reduces con-
trol message overhead, keeps every node’s optimal path thus reducing routing table
size. However, in the large networkDSDV increases the overhead due to unnecessary
updates. DSDV doesn’t provide multi routes to the destination. Route efficiency is
decreased since DSDV has no control over the network congestion. Because of these
limitations, Randomized DSDV protocol (R-DSDV) is proposed to support conges-
tion control but producing more overhead. Nodes’ randomized decision allows each
node to decide whether to forward or discard the packet.

DSDV guarantees loop-free paths, reduces infinity problem counts, reduces rout-
ing table size by saving the best path to every destination. Whereas DSDV does not
support multipath routing. In some cases, bandwidth waste might take place due to
unnecessary advertisement of routing information.

Optimized Link State Routing Protocol (OLSR)

OLSR protocol is a proactive point-to-point routing protocol. It keeps a routing table
containing information about all possible routes based on the traditional link-state
algorithm. Whenever a change in the network topology occurs each node sends an
update message to some selective nodes which rebroadcast it to their selective nodes
and so forth. Unselected nodes are not allowed to retransmit the update messages.
Note that the selected node gets updated only once. It uses a multipoint relaying
(MPR) for route setup or route maintenance thus minimizing the number of active
relays. OLSR can built-in different operating systems due to its friendly architec-
ture. Also, OLSR works well in dynamic topology and is suitable for applications
that require minimum latency in data transmission. However, due to the frequent
control packets, the network topology update may cause network congestion. OLSR
ignores the node’s transmission range, bandwidth, directional antenna, etc. There-
fore, Hierarchical Optimized Link State Routing (HOLSR) protocol was proposed
to decrease routing overhead in large networks. HOLSR maximizes routing perfor-
mance through defining network hierarchy architecturewithmultiple networks.Also,
QoS-OLSR (QOLSR) was proposed to provide a path so the available bandwidth
of each node on the path is not less than the required bandwidth. These protocols
provide improvements in QoS but with higher complexity and packet overhead.

Fisheye State Routing (FSR)

Fisheye State Routing (FSR) is a protocol that maintains a nodes’ topology table
and updates the network information to other nodes thus reducing the size of update
message. Periodically, each node updates its table based on the information received
from its neighbors. Entries that are far from the node are broadcasted at a lower fre-
quency as compared to entries that are near. In FSR, whenever the topology changes
frequently the route to a remote destination is invalid. Besides, the route can’t be
discovered if the destination drives outside the source node’s scope.
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Summary of Topology Based Proactive Protocols

The table belowshows a summaryof the abovediscussedproactive protocols showing
their pros, cons, and enhancements (Table 1).

Table 1 Summary of topology based proactive protocols

Proactive
protocol

Strategy Pros Cons Enhancement

Destination
Sequence
Distance
Vector
(DSDV)

– Uses the shortest
path algorithm

– Reduces control
message overhead

– Reduces routing
table size

– Excludes frequent
traffic changes

– No multiroute
– No congestion
control

Randomized DSDV
(R-DSDV):
– Support congestion
– Increase overhead

Optimized
Link State
(OLSR)

– Uses link-state
algorithm

– Uses multipoint
relaying for route
setup and
maintenance

– Minimizes number
of active relays

– Friendly operating
system

– Very good in
dynamic topology

– May have congestion
– Ignores the node’s
transmission range,
bandwidth, and
antenna direction

Hierarchical OLSR
(HOLSR):
– Maximize routing
performance

QoS-OLSR(QOLSR):
– Better QoS
– Higher complexity
and packet
overhead

Fisheye
State
Routing
(FSR)

– Maintains a nodes’
topology table and
updates the
network
information

– Reduces size of
update message

– Route to remote
destination might be
invalid

2.1.2 Reactive Routing Protocols or On-Demand Routing Protocols

These protocols have no information on the entire network topology which is con-
stantly changing. In these protocols, each node establishes the path based on demand
which reduces the overhead. Reactive protocols discover the route by flooding the
Route Request and Route Reply messages. Once the destination node receives the
query packet, the route information reply is reverted to the source in a route reply
message. Any node on the route leading to the destination will send back a unicast
route acknowledgment message after receiving the request message. The bandwidth
will be used for data transmission once the route is defined [6]. For large and highly
mobile ad hoc networks with frequently changing topology, these routing protocols
are the best choice. On the other hand, these protocols have huge control packets due
to route discovery thus having higher latency.

Ad Hoc On-Demand Distance Vector (AODV)

AODV, proposed for mobile ad hoc network, reduces messages flooding thus hav-
ing low network overhead. AODV only keeps entries for recent active routes which
reduces routing tables and memory size requirements. The next hop is only saved
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rather than the complete route. AODV uses destination sequence numbers to dynam-
ically update route conditions and eliminate loops. It is featured for large-scale and
highly dynamic networks, but it increases delays. A new route discovery might be
necessary after a route failure. The new route discovery may produce extra delays
which decrease the data transmission rate and increase the network overhead. The
redundant broadcasts will consume extra bandwidth which increases as the network
get congested. Also, the lost packet will cause a lot of collisions.

Ad Hoc On-Demand Multipath Distance Vector Routing (AOMDV)

AOMDV protocol, an extension of AODV, is a multi-path on-demand protocol with
better performance than single path protocol. Control messages used in AODV and
AOMDV are identical. AOMDV has additional fields that reduce the overhead for
multiple paths discovery. AOMDV routing table saves all available paths fromwhich
the source chooses one, thus any of the existing redundancy paths can be used. In
multi-path protocols, the new route discovery takes place when all known paths are
failing. This protocol provides lower overhead since it decreases route discovery
transmission rate.

Ad Hoc On-Demand Distance Vector with Broadcasting Data Packets
(AODV_DB)

AODV_BD broadcasts the data packet instead of the route request packet for dis-
covering and maintaining a route. The data packet’s header has the reverse path.
The intermediate nodes save the reverse path in the header and rebroadcast the
data packet. The destination node sends a route reply when the data packet is
received. AODV_BD reduces the transmission route setup time. If there is no route
to destination AODV_BD increases network overhead due to data packet flooding.

Ad Hoc On-Demand Distance Vector Preferred Group Broadcasting (AODV
+ PGB)

The AODV protocol is enhanced by the Preferred Group Broadcasting (PGB) algo-
rithm which reduces control message overhead and offers routes availability. AODV
+ PGB predicts the routing path possibility in a defined critical domain thus main-
taining a substituting routing path [7]. The route discovery might be longer if the
rebroadcasting node for the route request is not the nearest node to the destination.
If there is no node having a rebroadcast permit the broadcast will be stopped. Packet
duplication may take place whenever any two nodes rebroadcast the same packet
simultaneously.

The Bus Ad Hoc on-Demand Distance Vector (BAODV)

BAODV was designed to allow drivers to avoid congested roads. It selects a route
having the minimum vehicle number thus minimizing end-to-end packet delay. The
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AODV protocol is not efficient in VANET due to its limitations. BAODV tracks the
vehicles’ characteristics and behaviors. BAODVadded additional factors such as type
and behavior of the vehicle to the lower hop count of AODV to get better routing
performance. Also, BAODV added the number of vehicles in the route to RREP
and RREQ messages. BAODV drawback is that it didn’t take into consideration the
frequent changes in topology.

Dynamic Source Routing Protocol (DSR)

DSR provides a highly reactive routing protocol with very low overhead for fre-
quently changing networks. DSR is a multi-hop protocol decreasing periodic mes-
sages exchanged. DSR has route discovery and maintenance procedures. The route
discovery is followed whenever a source requires an unavailable route. A route
request message will be broadcasted, and all nodes receiving it will rebroadcast
as well. The intermediate node does not rebroadcast the route request message if it
is the destination or if it has a route to the destination. On the other hand, it sends
a route reply message back to the source. The received route is saved in the source
routing table for future use. An error message will inform the source node in case
the route failed thus the source node deletes this route from its routing table. In the
case of failure route, an alternative route is selected and replaces the deleted one.
If there is no alternative route, the sender node will start a route discovery process.
DSR is perfect for a low mobility network since it can use alternative routes before
initiating a route discovery process.

Temporally Ordered Routing Algorithm (TORA)

TORA is a distributed routing protocol aiming at reducing the communication over-
head caused by frequent network changes. The shortest path algorithm is not imple-
mented in this protocol. TORA builds a directed graph with the source node being
the tree root. In TORA, packets flow from higher to lower nodes. When a packet
is broadcasted, neighbor nodes will broadcast a route reply if it has a downward
link to the destination, otherwise, it drops the packet. TORA guarantees multi path
loop-Tolerant Network Protocols free routing since packets always flow downward.
In TORA every node has a route reducing the control messages broadcast. In highly
dynamic networks, routing overhead may be caused while maintaining routes to all
nodes.

Summary of Reactive Routing Protocols

The table below shows a summary of the above discussed reactive protocols showing
their pros and cons (Table 2).
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Table 2 Summary of reactive protocols

Protocol Strategy Pros Cons

Ad Hoc
On-Demand
Distance
Vector
(AODV)

– Only keeps entries for
recent active routes

– Uses destination
sequence numbers

– Featured for
large-scale and highly
dynamic networks

– Reduces messages
flooding

– Low network
overhead

– Reduces routing
tables and memory
size requirement

– Increases delays
– Consumes extra
bandwidth

– Network may get
congested

– Many collisions might
occur

Ad Hoc
On-Demand
Multipath
Distance
Vector
Routing
(AOMDV)

– Saves all available
paths

– Reduces the
overhead for
multiple paths
discovery

– Decreases route
discovery
transmission rate

– A route discovery
procedure is needed
after each link failure

Ad Hoc
On-Demand
Distance
Vector with
Broadcasting
Data Packets
(AODV_DB)

– Broadcasts the data
packet instead of route
request packet

– Reduces the
transmission route
setup time

– Might increases
network overhead due
to data packet
flooding

Ad Hoc
On-demand
Distance
Vector
Preferred
Group
Broadcasting
(AODV +
PGB)

– Repairs the routing
path by substituting
the lost relay node

– Reduces control
message overhead

– Route discovery
might be longer

– Packet duplication
may take place

Bus Ad hoc
On-demand
Distance
Vector
(BAODV)

– Tracks the vehicles’
characteristics and
behaviors

– Minimum
end-to-end packet
delay

– Didn’t accommodate
for frequent topology
changes

Dynamic
Source
Routing
Protocol
(DSR)

– Route discovery
whenever a source
needs an unavailable
route

– Low overhead for
frequently changing
networks

– Perfect for low
mobility network

– Increased routing
packet size due to
adding node’s
information in the
header

Temporally
Ordered
Routing
Algorithm
(TORA)

– Builds a directed
graph

– Guarantees multi
path loop free
routing

– In highly dynamic
networks, routing
overhead may
increase
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2.1.3 Hybrid Routing Protocols

Hybrid protocols, a merge of proactive and reactive protocols, decrease both the
proactive control overhead and route discovery delay of the reactive routing. The
hybrid protocols split the network into several zones which provide better route
discovery, reliability, and maintenance. Every node splits the network into an inside
and outside regions. Inside the region, nodes use a proactive routing mechanism to
maintain routes and uses a reactive route discovery mechanism to reach the nodes of
the outside region.

Zone Routing Protocol (ZRP)

ZRP, the first hybrid routing protocol, divides the network into zones based on several
factors such as the power of transmission, signal strength, and speed. ZRP uses
independent protocols for the outside and inside zones. For the outside zone, the
ZRP reactively discover a route where route request packets including a unique
sequence number, source address and destination address are sent to border nodes.
Border nodes checks the destination within its inside zone. In case the destination
is found, a route reply on the reverse path is sent otherwise the border node adds its
address to the route request packet and forwards it to its border nodes. Whenever the
source receives a reply, the path stored will be used for data transmission. ZRP is
considered a proactive protocol for large zones and performs a reactive protocol for
small ones.

Quality of Service Multipath VANET Routing Protocol (QoSBee)

QoSBee inspired by bee’s swarm is a protocol that resembles the food source search-
ing technique. Like bees this protocol is self-configured. QoSBee has two types of
packets: scout and forager. Scout packet is used for route request with the target to
find the destination. Once the destination is found scout packet returns to the source
node. Forager packet is used for data transmission.

2.2 Position-Based Routing Protocols or Geographic Routing
Protocols

Position based routing protocols are the most promising protocols since they support
the vehicle’s geographical position to offer routing. These protocols are highly effec-
tive for highlymobile and dynamic networks. In urban scenarioswith obstacles, these
protocols do not perform well. The node’s transmission decision is essentially based
on the destination’s and neighbors’ positions. Geographic routing requires resources
like GPS (Global Positioning System) or periodic beacon messages. Vehicular nodes
must know their own and neighboring nodes’ positions for optimal path calculation
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with no previous route discovery. The source node attaches to the packet a headerwith
the destination location information. Data packets transmission decision is based on
a greedy approach where the node forwards the packet to the geographically closest
neighbors to the destination. This process goes on until the packet reaches its desti-
nation [8]. However, the packet may get stuck in a local optimal when no neighbor
exists than the current node itself.

Below is a flowchart showing all the position-based routing protocols to be
discussed next (Fig. 3).

Fig. 3 Position routing protocols
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2.2.1 Delay Tolerant Network Protocols

Delay Tolerant Network, DTN, is a wireless network desired to efficiently perform in
frequently disconnected and large-scale networks, limited bandwidth availability, and
power constraints. DTN avoids congestion and complexity with high flexibility. The
nodes in this type of network may have a limited transmission range; thus, increasing
delays. In DTN protocols, there is no guarantee of connected links, therefore, packets
may be cached temporarily at intermediate nodes. The forward and carry method
stores data packets until the network is associated [9].

Vehicle-Assisted Data Delivery in Vehicular Ad Hoc Networks (VADD)

VADD implementing the store and forward scheme handles frequently disconnected
and highly mobile networks. A moving node saves the packet till forwarding it to a
new node that entered its zone range. Node mobility is predictable by two factors:
network traffic and route type. This protocol most probably will route the packet on
the path with minimum transmission delay. Before forwarding the packet, each node
adds information about its formers thus breaking the routing loop.Whenever a packet
is received, the node checks the hop’s information. The previous hops information is
checked to avoid forwarding packets to them thus avoiding the routing loop problem.
In VADD, the wireless channel is the major medium for data transmission unless
when a condition requires high speed thus data packets are transmitted through wires
[10]. Since this protocol is mainly applicable in highly mobile networks, changes in
topology and traffic density might cause a large delay.

Geographical Opportunistic Routing (GEOPPS)

GeOpps is a forwarding protocol that uses the available navigation system. The col-
lected information will select the closest vehicles from the destination. The protocol
uses a store and forward technique and navigation system to provide efficient packet
delivery. To select the next-hop every neighboring node finds the future closest node
and calculates the delay for packet delivery. If the node stops the packets, then the
packet should be forwarded to another neighbor. InGeOpps not all nodes are required
to calculate the routes thus transmission rate depends only on the route topology and
nodes’ mobility.

Summary of Delay Tolerant Routing Protocols

The table below shows a summary of the above discussed delay-tolerant routing
protocols showing their pros and cons (Table 3).
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Table 3 Summary of delay tolerant routing protocols

Protocol Strategy Pros Cons

Vehicle
Assisted Data
Delivery in
Vehicular Ad
Hoc Networks
(VADD)

– Implements store
and forward scheme

– Route the packet on
the path with
minimum
transmission delay

– Handles frequently
disconnected and
highly mobile
networks

– Due to topology
change and traffic
density large delays
might be caused

Geographical
Opportunistic
Routing
(GEOPPS)

– Uses the available
navigation system

– Uses store and
forward technique

– Not all nodes are
required to calculate
the routes

– Privacy is an issue
because navigation
information is
disclosed to the
network

2.2.2 Non-delay Tolerant Network Protocols (NON DTN)

The non-DTN protocols; also known as min-delay protocols; are suitable for high
density network since they do not take into account the connectivity issue assum-
ing there are always several nodes to achieve successful communication. In these
protocols, the node should know about neighbor nodes to forward its packet to the
closest neighbor. In case no closest neighbor to the destination exists other than the
current node, then these protocols face problems. Non-Delay tolerant protocols are
mainly used to decrease packet delivery communication time. To reduce the packet
delivery ratio, the packet should pass through a minimum intermediate node and this
path should be shortest and optimal. Beacon routing protocols use the “HELLO”
message sent periodically to discover a neighbor node in the network and maintain
the neighbor information list. Beacon routing protocols are furthermore classified
into non-overlay and overlay networks.

Non-overlay

The Non-Overlay network uses greedy forwarding method to transfer data. Below
are a few examples of Non-Overlay routing protocols

Greedy Perimeter Stateless Routing (GPSR)

Greedy forward is forwarding packets to neighboring nodes that are closer to the des-
tination or uses perimeter forwarding to find the node to which the packet should be
transmitted in case no closer node exists. This stateless protocol increases scalability
since it saves information of its first hop neighbor’s position. A link failure might
occur due to high mobility and frequent topology changes. This is solved by perime-
ter forwarding as mentioned before. Perimeter forwarding results in increased packet
loss and latency because of the numerous hops. Moreover, whenever the destination
changes location, the saved location in the packet header will never be updated.
Advanced Greedy Forwarding (GPSR + AGF) combines the speed, direction, and
overall travel time in the packet. It also consists of packet processing time based on
the current forwarding node within the data packets.
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Position Based Routing with Distance Vector (PBR-DV)

The PRB-DV protocols use AODV-route strategy method if the data packets come
into the local maximum range. The receiver node of any packet checks whether it is
nearer to the destination or fall in local maximum, otherwise, it will store the node’s
details from where request packet came. The node rebroadcast the request packet or
sent it back to the previous node fromwhere received. The route request data packets
consist of destination position details and node position details.

Greedy Routing with Abstract Neighbor Table (GRANT)

The extended greedy routing mechanism is used whenever every node in the network
knows the information of its x hop neighbors. In this protocol, the path length is
shorter as compared to the other traditional greedy routing since the next forwarding
node is chosen based on the multiplication distance between the nodes.

Summary of Non-overlay Routing Protocols

The table below shows a summary of the above discussed non-overlay routing
protocols showing their pros, cons, and enhancements (Table 4).

Table 4 Summary of non-delay tolerant routing protocols

Protocol Strategy Pros Cons Enhancements

Greedy
Perimeter
Stateless
Routing
(GPSR)

– Forwards packets to
neighboring nodes
which are closer to
the destination

– Increases
scalability

– Increased packet
loss and latency

Advanced
Greedy
Forwarding
(GPSR +
AGF):
Combines the
speed,
direction, and
overall travel
time in the
packet

Position
Based
Routing
with
Distance
Vector
(PBR-DV)

– Use AODV-route
strategy method

– Might have a
better packet
delivery ratio

– For non-greedy
part, excessive
flooding is required

Greedy
Routing
with
Abstract
Neighbor
Table
(GRANT)

– Used whenever
every node knows
the information of its
x hop neighbors

– Path length is
shorter

– Possible inaccuracy
in packet delivery
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Overlay Network

In an overlay network, logical links interconnect all nodes. Those links are
constructed on an existing network such as city maps.

Greedy Perimeter Coordinator Routing (GPCR)

GPCR protocol is the best to be used in highly mobile environments. The greedy
forwarding technique forwards packets to a neighbor node. This neighbor node must
be closest to the destination. Every node must know its location, its neighbors’
position, and the destination’s position using location services such as GPS and
periodic beaconing. Packets are forwarded until reaching the next intersection.GPCR
has a maintenance process that consists of decision making. On the intersection
this decision states to which intermediate node the packet will be forwarded to.
On the other hand, the coordinator node states the route on which the packet will be
forwarded on. In the case of coordinator node’s absence, the packet will be forwarded
to the furthest node in the route. This protocol does not require any global information
since it is based on the destination node connectivity and the density of the road. If
the node’s density is low, GPCRwould not connect to the destination thus increasing
the transmission delay [11].

Connectivity Aware Routing (CAR)

This protocol is mainly considered for inter-vehicle communication. Mainly this
protocol has fourmeasures: route discovery, forwarding packets along the discovered
path, error recovery and path maintenance. Guards are used to track the target node’s
current position.

Geographic Source Routing (GSR)

This protocol uses a route map to discover the shortest path. These route maps
convert the junctions and routes into a graph where junction act as vertices and
routes acts as edges. Packets are forwarded from junction to junction. In case there
is no connectivity, recovery mode and greedy forwarding technique are used.

Anchor-Based Street and Traffic Aware Routing (ASTAR)

A-STAR protocol is mainly used in city scenarios for inter-vehicle communication.
It uses a street map through which data packets are sent to its destination to calculate
a series of anchors. Anchor route is calculated with traffic awareness. For route
discovery A-STAR protocol uses two overlaid maps: statistically and dynamically
rated map. Rated map uses a graph of the city route and makes sure that the route has
stable traffic. Dynamically rated map consists of real-time traffic route information.
The difference between statistical and dynamic rated maps is the traffic’s condition.
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Street Topology Based Routing (STBR)

Street topology-based routing protocols consist of three states: master, slave and
forwarder nodes. This protocol chooses a master node in a junction and checks the
links of the next junction. It navigates multiple junction for long distance routing.
The master node consists of a two-level junction. The first will be via a neighbor
node to its direct junction node. The second will be from a neighbor node to their
junction nodes. The complexity in STBR protocols is high because if the old master
node leaves the junction it must transfer the table information to the newmaster node
in two hops.

Greedy Traffic Aware Routing Protocol (GyTAR)

GyTARprotocols follow carry and forward technique to recover from local problems.
Packets are delivered between the concerned junctions by using a greedy routing
strategy. GyTAR uses a digital map to identify the location of neighbor junction and
gives a score to each junction neighbor based on destination distance and density of
traffic. The maximum score junction can be select as the next intersection junction.

Summary of Overlay Routing Protocols

The table below shows a summary of the above discussed overlay routing protocols
showing their pros and cons (Table 5).

Table 5 Summary of overlay routing protocols

Protocol Strategy Pros Cons

Greedy
Perimeter
Coordinator
Routing
(GPCR)

– Forwards packets to
a neighbor node
closest to the
destination

– Maintenance process
which consists of
decision making

– Best to be used in
highly mobile
environments

– Does not require any
global information

– Every node must
know its location, its
neighbors’ position,
and the destination’s
position

– Transmission delay
might be increased

Connectivity
Aware
Routing
(CAR)

– Mainly considered
for inter vehicle
communication

– No digital map is
required

– It cannot adjust with
different sub-path
when traffic
environment changes

Geographic
Source
Routing
(GSR)

– Uses a route map to
discover the shortest
path

– In case there is no
connectivity,
recovery mode and
greedy forwarding
technique are used

– Higher routing
overhead

(continued)
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Table 5 (continued)

Protocol Strategy Pros Cons

Anchor Based
Street and
Traffic Aware
Routing
(ASTAR)

– Mainly used in city
scenario for inter
vehicle
communication

– Anchor route is
calculated with
traffic awareness

– Uses two overlaid
maps: statistically
and dynamically
rated map

– Packet delivery ratio
is low

Street
Topology
Based
Routing
(STBR)

– Consist of three
states: master, slave
and forwarder nodes

– Traverses least
spanning multiple
junctions for long
distance unicast
communication

– High complexity

Greedy
Traffic Aware
Routing
Protocol
(GyTAR)

– Follow carry and
forward technique to
recover from local
problems

– Throughput, delay
and routing overhead
is better than GSR

– Depends on roadside
units

2.3 Broadcast Routing

Broadcast Routing protocols are simple and used for applications such as weather,
traffic, road situation, … Broadcasting routing floods packets to all available nodes
inside the broadcast domain. Packets are delivered by several nodes to achieve reliable
packet transmission, but it might consume network bandwidth due to replicated
packets. Each node must identify replicated packets to be discarded. Based on the
road network hierarchical structure, the route is divided into virtual cells. There
are two levels of hierarchy. The first level has all the nodes of the cell, and the
second level is represented by reflector cells which are very close to the cell’s center.
Some reflectors might behave as group leaders to manage emergency messages sent
from cell members or a neighbor. Broadcast routing is based on flooding where
independent node re-broadcast to others with the advantage of message delivery
guarantee and ease of set up. The drawback is when the number of nodes increases
exponentially a decrease in network performance takes place [12].

2.3.1 Density-Aware Reliable Broadcasting Protocol (DECA)

DECA is a reliable broadcasting protocol based-on nodes’ density. DECA exchange
nodes’ knowledge and information using beacon messages. It uses the store and for-
ward transmission technique. The node selects the next-hop to rebroadcast the packet
based on the node’s information density. Thus, the next-hop node will have the high-
est density. Before broadcasting the packet, the sender node adds the next-hop ID.
Excluding the next hop, all nodes save the packet and start a waiting timer. When
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the timer expires, and no rebroadcast packet is received those nodes rebroadcast the
packet. Any neighboring node adds its ID to the regular beacon when receiving the
broadcasted packet. Adding the ID help other nodes in determining which neighbors
haven’t received the broadcasted packet so that they rebroadcast the packet. This
protocol is friendly to several environments since it doesn’t use any global posi-
tion information. An increase in network overhead and a decrease in performance
transmission is due to periodic beacon transmissions and rebroadcasted packets from
neighbors upon timer expiration.

2.3.2 Position-Aware Reliable Broadcasting Protocol (POCA)

POCA selects certain neighbor nodes based on their position. Those nodes will be
used in packets rebroadcasting. On the other hand, the unselected nodes store the
packet and start a waiting timer. In case the timer expires, and no rebroadcast is
received, the unselected nodes rebroadcast the packet. Beacon messages are used to
get neighbors’ locations, speed, and connectivity status. POCA is highly reliable in
networks with numerous nodes but flooding packets might increase congestion when
waiting time is over.

2.3.3 Distributed Vehicular Broadcast Protocol (DV-CAST)

DV-CAST, a multi-hop protocol, appropriate for all traffic situations. Each node
continuously checks the connectivity status of its neighbor nodes for broadcasting
packets. This protocol handles many aspects of the network such as traffic and nodes’
connection states. Periodic beacon messages are used to extract network topology
information. The node might rebroadcast packets using nodes moving in the same
direction. The source node uses the store and forward scheme in case of disconnection
from the neighboring nodes. The store and forward technique states that the node
stores the broadcasted packet until finding another node moving into its broadcast
domain. In case there is no node, the packet will be disregarded whenever the packet
live time is over. In this protocol, the nodes decide whether the packet is received
before or not using a flag parameter. DV-CAST protocol minimizes the broadcasting
overhead yet end to end delay in the data transmission might be increased.

2.3.4 Distribution-Adaptive Distance with Channel Quality (DADCQ)

DADCQ targets to accomplish an adaptive multi-hop broadcast protocol for large
congested networks. Forwarding nodes rebroadcast packets based on their position.
Upon receiving a packet, the node checks its distance from the destination. The node
won’t rebroadcast the packet if it was very close; since the rebroadcast will not cover
a new area. On the other hand, the node rebroadcasts the packet if this distance is
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large. DADCQ has a minimum transmission overhead due to its dependence on the
node’s measurement, however large message overhead may be caused.

2.3.5 Summary of Broadcast Routing Protocols

The table below shows a summary of the above discussed broadcast routing protocols
showing their pros and cons (Table 6).

Table 6 Summary of broadcast routing protocols

Protocol Strategy Pros Cons

Density Aware
Reliable
Broadcasting
Protocol
DECA)

– Uses beacon
messages

– Uses store and
forward transmission
technique

– Doesn’t use any
global position
information

– Increase in network
overhead

– Decrease in
performance
transmission

Position Aware
Reliable
Broadcasting
Protocol
(POCA)

– Selects certain
neighbor nodes
based on their
position

– Highly reliable – Flooding packets
might increase
congestion

Distributed
Vehicular
Broadcast
Protocol
(DV-CAST)

– Handles many
aspects of the
network such as
traffic and nodes’
connection state

– Appropriate for all
traffic situations

– End to end delay in
the data transmission
might be increased

Distribution
Adaptive
Distance with
Channel
Quality
(DADCQ)

– Forwarding nodes
rebroadcast packets
based on their
position

– Minimum
transmission
overhead

– Large message
overhead may be
caused

2.4 Geocast Routing Protocols

Geocast routing protocols, location-based protocols, multicast packets from their
source to their destinations.Within a specified geographic region, a directed flooding
mechanism is applied to broadcast the packets [13]. Using position determining
services such as GPS, every node knows its position and neighbor’s geographic
position. The nodes do not save any routing information. In Goecast, the network
is divided into zones of relevance (ZOR). Thus, vehicles belong to the same ZOR
whenever they are in the same geographical area. The vehicle does not belong to
the ZOR whenever it moves out of its geographical region. In these protocols, each
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vehicle transmits packets to all other nodes located in the ZOR and drops the packet
when it leaves the associated ZOR. Another zone is defined known as the zone of
forwarding (ZOF). ZOF is the geographic region where vehicles must transmit the
packets to other ZOR vehicles. Geocast decreases packet collisions avoidance and
rebroadcast rate, but it is limited in waiting time while making the rebroadcasting
decision. Network disconnection may cause delays in packet transmission.

2.4.1 Robust Vehicular Routing (ROVER)

ROVER, a multicast protocol, permits vehicles to deliver packets to all vehicles
within a defined ZOR using on-demand routing. Control packets are flooded, and
data packets are unicasted to increase consistency and efficiency. It considers vehicles
to have identification numbers, digital maps, and information for global locations.
ZOR is flooded using the route request packet from the source node to start a route
discovery. The route request packet has source ID, location, recent ZOR, and a
sequence number. The route request packet is accepted whenever received by a
vehicle close to the source and located inside the ZOF and ZOR. When a route
request packet is accepted a reply packet with its ID is sent to a one-hop vehicle, and
the route request packet is retransmitted. If the vehicle was outside the ZOR, the route
request packet is not accepted. When the vehicle sends a reply, a record containing
the route request information is saved in its routing table. A tree of multicast routing
can be constructed by each node. The source node will be the tree root. Due to the
increased number of retransmissions, the control packet overhead and data delivery
delay is increased.

2.4.2 Mobile Just in Time Multicasting Protocol (MOBICAST)

MOBICAST, a multicast geographical protocol, uses a location provider (GPS) and
takes into consideration the time aspect. Packets are transmitted to vehicles inside
ZOR at time t, ZORt, to provide management for spatiotemporal needs. At time
t, all vehicles inside the ZOR must maintain real-time data communication. If any
ZOR vehicle unexpectedly changes speed the communication of ZOR will fail. If
the network is temporally fragmented, MOBICAST packets may not efficiently be
received within a ZOR. This problem is solved using ZOF. ZOFt, which may not
have optimal size, advertise a MOBICAST packet to all vehicles in the ZORt. Sev-
eral unrelated vehicles might have to deliver the MOBICAST packets whenever the
ZOFt size is larger than the optimal one. On the other hand, whenever the ZOFt
size is smaller than the optimal one, a temporal network fragmentation takes place.
MOBICAST estimation for ZOFt size is required to be the closest possible to the
optimal size. Since MOBICAST relies on the location provider (GPS) to get global
network density knowledge it may not perform well in large dynamic networks.
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2.4.3 Summary of Geocast Routing Protocols

The table below shows a summary of the above discussed geoacast routing protocols
showing their pros and cons (Table 7).

Table 7 Summary of geocast routing protocols

Protocol Strategy Pros Cons

Robust
Vehicular
Routing
(ROVER)

– Permits vehicles to
deliver packets to all
vehicles within a
defined ZOR using
on-demand routing

– Increase
consistency and
efficiency

– Control packet
overhead and data
delivery delay are
increased

Mobile Just in
Time
Multicasting
Protocol
(MOBICAST)

– Uses a location
provider (GPS) and
takes into
consideration the
time aspect

– Packets are
transmitted to
vehicles inside ZOR
at time t, ZORt

– Reduced the packet
overhead ratio by
using the ZOF

– If any ZOR vehicle
unexpectedly changes
speed the
communication of ZOR
will fail

– Packets may not
efficiently be received
within a ZOR

– May not perform well
in large dynamic
networks

2.5 Cluster-Based Routing Protocols

These protocols support scalability, media access, and security infrastructure using
virtual networks. These protocols have limitations on mobility and high speed which
makes the implementation complex for VANET. These protocols split the network
into clusters with vehicles having similar characteristics such as the same direction
or velocity. Every cluster has a cluster head that manages communication inside the
cluster by direct links and outside the cluster by group leaders. Group formation and
cluster head selection are critical processes. Each header will be the linking node
between its cluster and other clusters. The header is responsible for nodes’ manage-
ment inside the cluster and management between the clusters. The management of
these protocols decreased the costs and delays in packet delivery. In general, these
protocols may performwell in large networks but may cause more network overhead
due to clusters’ structure heads.
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2.5.1 Clustering for Open IVC Network (COIN)

The clustering technique COIN improves network scalability by dividing the net-
work into clusters based on the following three parameters: mobility, positions, and
behavior. This protocol decreases control overhead by associating for each cluster a
specified time to live to.

2.5.2 Cluster Based Routing (CBR)

In CBR each node has a preloaded digital map and GPS device. According to the
geographic clusters are built, and each cluster is divided into fragments. The packets
are routed along the clusters using the cluster heads (CH). The source sends the packet
to its CH which chooses the next best CH based on the distance between source and
destination. This process is repeated until the packet reaches the destination [14].

2.5.3 Cluster-Based Directional Routing Protocol (CBDRP)

CBDRP splits the network based on the moving direction into groups, clusters, then
it selects a vehicle to be the cluster-head (CH) [15]. The selected CH has the shortest
distance to the cluster’s center. The cluster formation and the CH selection are the
initialization phase. Following the initialization phase the data transmission phase
starts which is composed of four phases: routing request, routing establishment,
routing maintenance and link disconnect. A request packet is flooded whenever a
source requests a route. The request only passes among cluster heads thus reduces
traffic overhead. The packet is delivered by the CH to the destination whenever it
arrives to CH of the cluster having the destination node. The packet size, overhead,
and transmission delay will increase due to the addition of the node’s information in
the route in highly crowded clusters [16].

2.5.4 Summary of Cluster Routing Protocols

The table below shows a summary of the above discussed cluster routing protocols
showing their pros and cons (Table 8).
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Table 8 Summary of cluster routing protocols

Protocol Strategy Pros Cons

Clustering for
Open IVC
Network
(COIN)

– Dividing network
into clusters

– Improves network
scalability

– Decreases control
overhead

Cluster Based
Routing
(CBR)

– Each node has a
preloaded digital map
and GPS device

– Routing overhead is
less

– Doesn’t consider the
velocity and
direction of a vehicle

Cluster Based
Directional
Routing
Protocol
(CBDRP)

– Splits the network
based on the moving
direction into groups

– Reliable and rapid
data transfer

– Packet size,
overhead, and
transmission delay
will increase due to
the addition of
node’s information
in the route

3 Internet of Vehicles

According to the European Commission Internet of Things, IoT, involves “Things
having identities and virtual personalities operating in smart spaces using intelli-
gent interfaces to connect and communicate within social, environmental, and user
contexts” [17] (Fig. 4).

Fig. 4 Internet of Things (IoT) world
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In transportation systems, IoT offers promising solutions in transforming the vehi-
cles’ operation through equipping them with various sensors to ensure safer travels,
optimal route determination, traffic congestion avoidance, etc. [18]. By the end of
2020 decade, Digital Center expects that 250 million connected vehicles are to be on
the road [19]. Vehicles are not just a moving node, but also a computer and storage
center with intelligent process capability. Connecting large-scale intelligent vehi-
cles with advanced telematics evolved traditional VANET to the Internet of Vehicles
(IoV) which is expected to evolve into the Internet of Autonomous Vehicles [20].

IoV characteristics are different from those of IoT. The main difference is that
in IoT most end-users have a random trajectory, whereas in IoV vehicles’ trajectory
is limited by the road distribution. Multi-vehicle, multi-thing and multi-network
systems need multi-level collaboration in IoV [21].

According to the transmission strategy in IoV, Lin et al. classified them into three
categories [22]:

• Unicast protocol
• Multicast protocol
• Broadcast protocol.

3.1 Unicast Protocol

The main goal of this protocol is to transfer packets from the source to a single
destination. The transfer of packets might be one-hop or multi hops using either
hop-by-hop greedy forwarding mechanism or carry-and-forward mechanism. In the
greedy forwarding mechanism, intermediate vehicles must transmit the packets as
soon as possible [23]. Whereas in the carry-and-forward mechanism, intermediate
vehicles can carry the packets until a forward decision is made based on the routing
algorithm applied.

3.2 Multicast Protocol

Multicast routing protocols save bandwidth, increase resource utilization, and reduce
transmission costs compared to unicast routing. Multicast routing protocols are effi-
cient in the dynamic environment due to its reduction in power consumption, trans-
mission, and control overhead. This protocol simultaneously sends multiple copies
of the packets to various vehicles. Therefore, packets are sent from a single sender
to multiple receivers [24].
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3.3 Broadcast Protocol

Broadcast routing is mostly applied in transmitting information for traffic, weather,
road conditions, advertisements, and announcements. Packets are to be sent beyond
the vehicle’s transmission range, therefore, multi hops are used. Packets are sent to
all vehicles in the network using flooding to ensure packet delivery. Due to flooding
of packets bandwidth is wasted and vehicles might receive duplicate packets [25].

Based on the method for relay selection, the broadcast strategies are divided into
two aspects:

• sender-based specified scheme: good at disseminating messages rapidly, rarely
affected by traffic density, relies on the neighbor information

• receiver-based distributed scheme: good in sharing wireless channel features, low
response, local broadcast storm [26].

4 Conclusion

This chapter discussed the VANET routing protocols and their classifications.
VANET routing protocols might be classified based on several criteria. The most
known classification criteria for VANET is based on the routing characteristics and
techniques. This classification groups the VANET routing protocols into five groups:
topology-based routing protocols, position-based routing protocols, broadcast based
routing protocols, geocast based routing protocols, and cluster-based routing proto-
cols. Several routing protocols are members of each of the above-mentioned classi-
fication. Due to VANET’s high mobility, frequent topology changes, frequent dis-
connections, unknown vehicle trajectory, etc. routing protocols are very challenging.
None of the mentioned routing protocol is perfect in all case scenarios. Every proto-
col has pros and cons with some protocols having enhancements protocol to improve
their weakness.

In addition, this chapter pointed out the transition from VANET to IoV which is
a specialized branch in IoT due to the special characteristics of vehicular commu-
nication. This chapter discussed the routing protocols applied in the IoV which are
classified into three subgroups based on their transmission strategy. The three clas-
sification groups are unicast, multicast and broadcast which are discussed towards
the end of this chapter.
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Towards Ubiquitous Privacy Decision
Support: Machine Prediction of Privacy
Decisions in IoT

Hosub Lee and Alfred Kobsa

Abstract We present a mechanism to predict privacy decisions of users in Internet
of Things (IoT) environments, through datamining andmachine learning techniques.
To construct predictive models, we tested several different machine learning models,
combinations of features, and model training strategies on human behavioral data
collected from an experience-sampling study. Experimental results showed that a
machine learning model called linear model and deep neural networks (LMDNN)
outperforms conventional methods for predicting users’ privacy decisions for vari-
ous IoT services. We also found that a feature vector, composed of both contextual
parameters and privacy segment information, provides LMDNNmodelswith the best
predictive performance. Lastly, we proposed a novel approach called one-size-fits-
segment modeling, which provides a common predictive model to a segment of users
who share a similar notion of privacy. We confirmed that one-size-fits-segment mod-
eling outperforms previous approaches, namely individual and one-size-fits-all mod-
eling. From a user perspective, our prediction mechanism takes contextual factors
embedded in IoT services into account and only utilizes a small amount of informa-
tion polled from the users. It is therefore less burdensome and privacy-invasive than
the other mechanisms. We also discuss practical implications for building predictive
models that make privacy decisions on behalf of users in IoT.

1 Introduction

Smartphone apps and websites increasingly ask users to make privacy decisions
about personal information disclosure, e.g., to grant or deny an app permission to
access their location or their phone book. However, previous research indicates that
people are often unable to make these decisions due to limits in their available
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time, motivation, and abilities to fully understand the tradeoff between utility and
privacy in the disclosure of personal information. This problem will continue to
grow in ubiquitous computing environments like the Internet of Things (IoT), as an
array of computing devices around the user unobtrusively collects his/her personal
information or infers more sensitive information from various types of sensor data
collected [3, 4, 31, 33]. Clearly, rich personal information helps IoT systems better
understand users, thus providing better-tailored services to them. At the same time,
however, this leads to considerable increase in privacy concerns thatmay lead users to
stop using the service [12, 37, 43]. Therefore, providing IoT services withminimized
privacy risks is crucial for both protecting users’ privacy and keeping IoT ecosystems
sustainable.

One possible way to achieve this objective is to assist users with making better
privacy decisions, by predicting decisions based on their historical decision-making
behavior and recommending privacy settings accordingly (i.e., privacy decision sup-
port). Most previous research on privacy decision support has focused on personal
information disclosure in online or mobile social network services. Researchers
employed supervised machine learning approaches that build predictive models by
utilizing users’ past behavior as training data, and then utilized the trained models
to recommend the most appropriate privacy decisions in the current situation [8,
14, 39–41, 44]. They also verified that privacy decision support systems alleviate
users’ cognitive burden, thereby allowing them to make their preferred decisions
more easily. This kind of technology will become more crucial in IoT environments,
not only because users will need to make privacy decisions more frequently, but also
because there are no or only very limited user interfaces available for users to state
their preferences or decisions to the services (e.g., there are no standard keyboards
and displays).

In this chapter, we proposed a novel machine learning mechanism for predicting
privacy decisions of users in IoT environments. The aim of this mechanism is to
correctly predict users’ decisions whether or not to allow the given personal infor-
mation monitoring based on both the user’s current context and personal attitudes on
privacy. We tested the proposed mechanism on a privacy-related behavioral dataset
collected from 172 users who were presented with descriptions of personal infor-
mation tracking scenarios relating to their physical location on a university campus
[26]. These scenarios are defined by five different contextual parameters such as
place (where), type of collected information (what), entity (who), purpose (reason),
and frequency (persistence) of the monitoring. The dataset also contains each user’s
privacy decision behavior on each scenario in terms of five reaction parameters such
as willingness to be notified (_notification), willingness to allow (_permission), and
subjective evaluations of comfort, risk, and appropriateness (_comfort, _risk, and
_appropriateness) of the monitoring. We treated the five contextual parameters as
basic features which collaboratively represent the current context in which informa-
tion monitoring is performed by IoT devices. Additionally, we assigned each user to
a specific privacy perception segment based on a small portion of their data (i.e., prior
privacy decisions). We then used this privacy segment information as an additional
feature.We used the reaction parameter _permission as target value (or label), since it
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best reflects users’ substantive privacy decisions in IoT environments (namely, allow
or reject the monitoring). The dataset contains 6,618 data points, and each data point
(row) represents a user’s privacy decisions in a specific IoT scenario.

First, we utilized a state-of-the-art machine learning model, called linear model
and deep neural networks (LMDNN [10]), to make privacy decisions on behalf of
users. LMDNN, which is also known as Wide and Deep Learning, jointly trains
wide linear models and deep neural networks. By doing so, it can take the benefits
of memorization (linear models) and generalization (neural networks) at the same
time. LMDNN showed a remarkable performance on binary classification problems
with sparse input features [10, 42]. Because the dataset collected in [26] is also
composed of categorical data with many possible feature values (e.g., 24 values
for the contextual parameter what), we decided to use LMDNN to build predictive
models for privacy decision support in IoT.We also selectedmachine learningmodels
that have been widely used in the literature (e.g., decision trees) and compared them
with LMDNN in terms of predictive performance on the dataset. Experimental results
indicated that LMDNN outperforms all the conventional models.

Next, we explored themost suitable combination of features for building LMDNN
models with a reasonable predictive performance. We chose the five contextual
parameters as basic features because these parameters are known to be related to
users’ privacydecisions in IoT [11, 25, 26]. In addition,we considered eachuser’s pri-
vacy segment information as an additional feature. This is because previous research
indicates that privacy segment information is helpful for machine learning models
to better predict users’ privacy decisions [29, 30]. We applied an unsupervised data
clustering algorithm, K-modes clustering, on a subset of users’ privacy decisions, in
order to segment the users by their perceptions of privacy (i.e., privacy segmentation).
Therefore, we tested the following feature combinations: (1) contextual parameters
only (basic features), (2) contextual parameters with interactions between them, and
(3) contextual parameters with interactions between them and privacy segment infor-
mation. Experimental results showed that the feature combination (3) gives LMDNN
models with the highest predictive performance. It also means that both interactions
between contextual factors (e.g., who by what) and privacy segment information are
useful for LMDNN models to predict privacy decisions of the users.

Lastly, we investigated different approaches for trainingmachine learningmodels.
There exist two traditional approaches in the literature: individual and one-size-fits-
all modeling. Individual modeling is a process of building a user-specific predictive
model based on each user’s data only. This approach is known to be effective for
modeling each user’s unique characteristics (e.g., habits and personality). A model
with a reasonable predictive performance, however, typically requires a consider-
able amount of training data from each individual user. In contrast, one-size-fits-all
modeling utilizes multiple users’ data as a single training data and constructs a uni-
versal model for all of them (including new users). This approach enables predictive
models to make general predictions, therefore it can be useful for new users who did
not provide data to the system yet, but want to get recommendations immediately.
However, prediction results may not be personalized to each individual user. We
present another approach called one-size-fits-segment modeling, a variant of one-
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size-fits-all, taking privacy segment information into account in building predictive
models. The basic idea is to serve each user with a machine learning model trained
by data collected from others who share the same notion of privacy with this user.
We divided the dataset based on the results of privacy segmentation, then trained an
LMDNNmodel for each segment of the users. By using both contextual and privacy
segment information as input features, we compared the predictive performance
of individual, one-size-fits-all, and one-size-fits-segment modeling. Experimental
results confirmed that the proposed approach performs the best in the dataset. Final
LMDNNmodels trained via one-size-fits-segment modeling showed an average area
under curve (AUC) of 0.6782 across all users. We noticed that one-size-fits-segment
modeling performs much better than individual modeling for about 80% of the users.
However, it does not work well for about 20% of the users who have highly accurate
individualmodels (AUC > 0.7).We elaboratedmore on the challenges of accurately
predicting IoT users’ privacy decisions in a later section.

To sum up, our proposed prediction mechanism not only showed a reasonable
performance for most users, but also can cause less burden and privacy risks to
users since it mainly utilizes non-personal contextual information which can often
be automatically collected from the IoT environment, and only prompts each user
for a small amount of privacy decisions (answers to five reaction parameters about
a single scenario) to determine his/her privacy segment. We also presented some
practical implications for designing and developing machine learning-based privacy
decision support systems for IoT.

In summary, our work makes the following contributions to the field of privacy
decision support, through the convergence of artificial intelligence and IoT:

1. We adopted a state-of-the-art machine learning model called linear model and
deep neural networks (LMDNN) to make privacy decisions on behalf of IoT
users, and verified that LMDNN outperforms conventional methods that have
been widely used in the literature;

2. We investigated the best approach for training machine learning models in terms
of input feature and training strategy, and verified that the proposed approach
called one-size-fits-segment modeling outperforms preexisting methods such as
individual and one-size-fits-all modeling;

3. We reported some practical implications in predicting users’ privacy decisions
on personal information monitoring in IoT.

2 Related Work

In this section, we first present a literature review of privacy decision prediction
based on machine learning techniques. As mentioned above, a considerable research
effort has been made towards developing intelligent agents which infer and recom-
mend users’ privacy decisions on diverse personal information disclosure scenarios.
Researchers have also claimed that this kind of technology could help users make
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a correct decision, thereby minimizing potential privacy risks. In addition, we also
summarized previous research about privacy segmentation. It is understood that pri-
vacy segmentation provides useful information for understanding and predicting
people’s privacy decision-making.

2.1 Prediction of Privacy Decision-Making

Much research on the prediction of privacy decision-making focused on online or
mobile social network services (SNS). By using (semi-) supervisedmachine learning
techniques, researchers aimed to accurately predict SNS users’ sharing policies for
their own contents (e.g., to allow or disallow Facebook friend John to seemy photos).
This is because vendor-provided privacy setting mechanisms, which ask users to
manually specify their preferences, have been proven ineffective for protecting user
privacy [8, 39, 44].

Fang et al. proposed a framework named Privacy Wizard that infers and recom-
mends each user’s access control policies for his/her personal information on Face-
book [14]. Each policy specifies who can access specific personal information. The
authors adopted a supervised machine learning approach to learn each user’s policies
by asking him/her a number of questions (e.g., would you like to share your birth-
day with Facebook friend John?). Users’ answers were considered intended policies
(labels) for their friends. Regarding input features for machine learning models, the
authors utilized both demographic information and community membership which
characterized each user. Most importantly, the framework asked users about policies
that machine learning models are most uncertain about (namely, active learning with
uncertainty sampling). By selectively asking users to label the most informative data
first, active learning can effectively reduce manual labeling efforts. In the experi-
ments with 45 Facebook users, Privacy Wizard showed 90% accuracy in predicting
individual’s privacy policies with a small amount of labeled training data (25 out
of 200 friends with privileges). The authors utilized a decision tree as a machine
learning model.

Shehab et al. proposed a framework called Policy Manager that predicts users’
sharing policies on SNS [40]. Like [14], PolicyManager was designed to infer binary
access control policies on a specific personal object posted on each user’s SNS
account. The authors used both user profiles (that included, e.g., gender) and social
network structure (e.g., closeness among users) as input features, and asked users to
manually determine policies for a subset of their friends (labeling of training data).
They tried nine differentmachine learning algorithms for each user, and chose the best
algorithm showing the highest cross-validation accuracy on his/her data. In addition,
PolicyManager selectedmodels (i.e., classifiers) trained byother users, based on their
accuracy in predicting a target user’s training data. It then utilized these classifiers
with the target user’s own classifier to produce a final classification (i.e., classifier
fusion via group voting). The authors tested their frameworkwith 200 Last.FM users,
and confirmed that the proposed classifier fusion approachwas effective in improving
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predictive performance compared to using an individual classifier only: 83 and 70%
best accuracy when using an alternating decision tree (ADTree) machine learning
model, respectively. The authors extended their work by applying an active learning
paradigm into the semi-supervised learning framework [41]. Similar to [14], they
aimed at minimizing user burden in labeling training data by selecting the most
informative data points to label. Sinha et al. also developed automated tools to assist
users in correctly configuring privacy policies for text-based content on Facebook
[44]. The authors utilized diverse features such as the text of posts, time of creation, n-
grams, the previous policy, and attachments to predict future policies (e.g., visible to
onlyme) for Facebook posts. They also adopted a supervised learning approach based
on the MaxEnt algorithm. Through an online survey study with real Facebook users,
they found out that the system could predict policies with a maximum accuracy of
81%, leading to a 14% increase in accuracy compared to when users used Facebook’s
privacy setting mechanism for a new post.

Regardingmobile SNS, Sadeh et al. proposed amobile social networking applica-
tion, PeopleFinder, which recommends optimized location privacy policies to users
[39]. To this end, the authors adopted random forests, an ensemble supervised learn-
ing method, to build a classifier predicting sharing policies for each user’s current
location based on his/her previous decisions. The authors proved that these machine-
generated policies have better accuracy than the user-defined policies: 91 and 79%
success rate in matching users’ actual behavior, respectively. Recently, Bilogrevic
et al. proposed a personal information sharing platform named SPISM that semi-
automatically determines whether to disclose users’ personal information on SNS
and at what level of granularity [8]. Like other previous works, the authors used a
supervised learning approach to predict SNS users’ privacy decision-making. For
each user, SPISM constructed a multi-level classifier based on naÃrve Bayes or sup-
port vector machine (SVM) by using his/her past behavior as training data. Training
data are composed of diverse personal and contextual factors, such as the identity of
requester, type of information requested, user location, co-presence of others, and
time (features) and each user’s past privacy decision (label). Like [14, 41], SPISM
also adopted an active learning paradigm to minimize users’ labeling efforts. SPISM
made decisions automatically whenever the confidence (probability) in the classi-
fication result was high enough; otherwise it explicitly asked users’ decisions then
added them to the preexisting training data. With the updated training data, SPISM
continuously learns and adapts to users’ privacy behaviors. Therefore, it will require
less and less user input over time. A user study with 70 participants indicated that
SPISM outperforms user-defined policies; it showed a median prediction accuracy
of 72% when each user provided 40 manual decisions. Even if the authors focused
on building a personalized machine learning model for each user (i.e., individual
modeling), they also assessed potentials of one-size-fits-all modeling. A universal
model trained by all users’ data showed a reasonable performance with a median
accuracy of 67%. The authors claimed that one-size-fits-all modeling could be suit-
able for building an initial predictive model that produces default privacy settings
for the new user.
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All theseworks not only confirm the necessity of decision support systems for pro-
tecting user privacy in social network services, but also provide practical guidelines
for learning people’s privacy behavior which often evolves over time. Specifically,
most previous works were based on supervised machine learning algorithms with
an individual modeling approach. That is, researchers proposed ways to build user-
specific predictive models considering each user’s unique behavioral characteristics.
To reduce the user burden in providing sample privacy decisions, the researchers let
users respond to select privacy-invasive scenarios or situations (i.e., active learning).

2.2 Privacy Segmentation

Researchers have also investigated methodologies to segment users into several cat-
egories in terms of their privacy attitudes and behaviors. The most commonly cited
methodology is Westin’s privacy segmentation model [23]. Westin had conducted
several surveys about privacy issues in various domains such as e-commerce, national
identification systems, and e-health. To effectively summarize the survey results,
Westin developed an indexing scheme that categorizes survey participants into three
categories: Privacy Fundamentalists, Privacy Pragmatists, and Privacy Unconcerned.
Westin treated participants’ responses to several pre-defined statements (scenarios)
as criteria to derive these three categories (e.g., Privacy Fundamentalists are respon-
dents who agreed with the first statement and disagreed with the second and third
statement).

Privacy segmentation has been studied in diverse contexts. Lin et al. proposed an
unsupervised data clustering approach for categorizing smartphone users into dis-
tinctive groups based on their privacy preferences regarding mobile app permission
(e.g., grant or deny permission to an app to access personal information) [29]. The
authors utilized an agglomerative hierarchical clustering algorithm (Ward’s method)
on about 21,000 privacy preferences collected from 725 Android users. Each pref-
erence represents each user’s willingness to grant permission to a given app for a
specific purpose (i.e., app-permission-purpose triple). The authors identified four
privacy profiles from this cluster analysis. They also presented default privacy set-
tings to each user based on his/her privacy profile. This was intended to help users
better control their privacy when confronted with numerous permission requests on
Android platforms. In a follow-up study, the authors utilized users’ privacy pro-
file information as one of the input features for machine learning models to predict
Android users’ permission settings [30].

Lankton et al. clustered SNS users into four categories based on their privacy
management strategies [24]. They surveyed college students’ behavior on Facebook,
including the use of privacy settings, degree of content disclosure, and variety and size
of friend lists. The authors then conducted a two-stage cluster analysis on this dataset.
Like [29], the authors first performed hierarchical clustering to determine both the
correct number of clusters and initial cluster centroids. They found that a four-cluster
solution is optimal.Next, they conducted non-hierarchical (K-means) cluster analysis



94 H. Lee and A. Kobsa

on the dataset, using the pre-determined cluster centroids as a starting point. After
statistically comparing survey responses in each cluster, the authors confirmed that
the resulting clusters are distinctive enough regarding the degree of the users’ privacy
concerns.

Most recently, the market research firm Forrester published a report suggesting
that consumers can be divided into four privacy categories: Data-Savvy Digitals,
Reckless Rebels, Nervous Nellies, and Skeptical Protectionists [21]. This finding is
based on large-scale online survey studies designed to capture people’s behavioral
reactions toward personal data collection and use by Internet companies. About 34%
of the study participants were categorized as those who are not willing to share their
information (Nervous Nellies and Skeptical Protectionists) since they are skeptical
about corporate privacy practices.

Even though the number and type of privacy segments vary somewhat across
these works, most researchers came to the same common conclusion about pri-
vacy segmentation: it is practically feasible to identify distinctive privacy segments
by collecting and analyzing human behavioral data. Furthermore, privacy segment
information can be used as an informative feature for understanding and predicting
people’s future privacy behavior because it represents users’ overall perception of
privacy [29, 30].

3 Dataset of Privacy Decisions

For this study we used the dataset collected in our previous work [26], which is
arguably the first comprehensive collection of privacy decisions in IoT environments.
We gathered people’s privacy preferences (decisions) about diverse privacy-invasive
scenarios in simulated IoT environments, through the experience sampling method
(ESM). We used Google Glass for presenting the IoT scenarios to study participants
in order to let them perceive the scenarios as realistically as possible. Specifically, we
developed aGoogleGlass app to dynamically display scenarios basedonparticipants’
location. Participantswere asked towalk around a university campuswearingGoogle
Glass. As participants moved towards one of 130 selected locations on campus, the
app presented the scenario pertaining to this location. Participants then answered
several questions on their preferred privacy protection in the given scenario. This
immersive spatial setup seems more suitable to gather accurate privacy behaviors
from participants than a traditional online survey system, since the setup situates
them in scenarios and is therefore likely to better capture the situatedness of privacy
decisions [15, 35]. In addition, location has been found to be a particularly critical
component in understanding people’s privacy decision-making [7, 8, 39].

In order to formalize users’ privacy decision-making in IoT, we defined several
parameters representing both contextual characteristics of IoT scenarios (contextual
parameters) and possible user reactions (reaction parameters).

In our earlier interview and online survey studies [11, 25], we had already identi-
fied the five contextual parameters that have the most influence on people’s reactions
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toward privacy (see Table5). These five parameters define the place where the moni-
toring occurs (parameterwhere), the type of information beingmonitored (what), the
entity that is monitoring (who), the reason for monitoring (reason), and the frequency
of the monitoring (persistence). Each IoT scenario can be described by an expres-
sion that includes every contextual parameter together with its respective parameter
value for this scenario. We produced 130 IoT scenarios specifically related to known
geographical locations on the campus.

We also identified reaction parameters that serve as proxies of people’s notion of
privacy, namely the desire to be notified about (parameter _notification) and the will-
ingness to allow (_permission) themonitoring. In addition,we also found it important
to measure people’s opinion on each monitoring activity in terms of comfort, risk,
and appropriateness (parameters _comfort, _risk, _appropriateness). Table 6 shows
the type of reaction parameters, together with their values which are all categorical
or ordinal. A single user response about a specific IoT scenario (i.e., one row in a
dataset) is composed of the following attributes: participant ID, scenario ID, five
contextual parameter values, and the five user-provided reaction parameter values.

We gathered 172 participants in total over a period of three months: 106 males
and 65 females (one person did not disclose his/her gender), with the majority (82%)
being 18–25. Because we recruited the participants on campus, most of them have
some university affiliation (about 2/3 undergraduates and 1/3 graduates). Participants
answered 39 scenario descriptions on average. The collected dataset contains a total
of 33,090 privacy decisions for 6,618 IoT scenarios. The dataset will be referred to
as IoTP in this chapter.

4 Privacy Decision Prediction

By using the IoTP dataset, we investigated mechanisms to learn and predict users’
privacy decision-making in IoT environments. Specifically, we aimed to predict the
value of the reaction parameter _permission (R2) based on the current context and
privacy segment of the user. Even though this parameter denotes four possible privacy
decisions (see Table6), we focused on binary decisions by converting R2 = 1, 2 into
R2 = 1 (allow) and R2 = 3, 4 into R2 = 0 (reject). Therefore, prediction for this
parameter can be formalized into binary classification problems (allow or reject the
monitoring).

In this vein, we conducted a series of machine learning experiments, varying
the models (algorithms), features, and training strategies. First, we tested multiple
machine learning models to find the most suitable for making predictions about
privacy decisions in IoT.We first tried LMDNN since it is known to be very effective
for processing categorical datawith high sparsity.We then compared the performance
of LMDNNwith several machine learning models that have been extensively used in
earlier research.Thereafterwe also assessed the impact of input features, consistingof
contextual and privacy segment information, on the predictive power of the machine
learning model. This assessment allowed us to determine which features should be
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used for building classifiers. Last, andmost importantly, we conducted a comparative
evaluation of the predictive performance of well-known model training strategies,
such as individual and one-size-fits-all modeling, and our proposed approach called
one-size-fits-segment modeling. The results informed us of practical implications
for developing a privacy decision support system for IoT environments.

4.1 Machine Learning Model

In this sub-section, we explained in detail why we chose the LMDNN machine
learning model for realizing privacy decision support in IoT. We also presented
experimental results showing that LMDNN can provide the most reasonable pre-
dictive performance compared to conventional machine learning models used in the
literature.

4.1.1 LMDNN

Linear model and deep neural networks (LMDNN), also known as Wide and Deep
Learning, has been proposed by [10] to solve the problem of recommending apps on
Google Play. Generalized linear models like logistic regression are widely used for
large-scale regression and classification problems as they are simple, scalable, and
interpretable. The models are often trained on binarized sparse input features with
one-hot encoding. Memorization of diverse feature interactions can be efficiently
achieved by feeding a wide set of cross-product feature transformations with a tar-
get value (or label) into the model. While linear models are effective for learning
relationships between categorical features and a target value, they cannot generalize
the relationships to identify feature-target patterns that do not exist in training data.
In contrast, deep neural networks (DNN) can better generalize to the previously
unseen patterns by using low-dimensional dense embedding vectors learned from
the sparse input features (i.e., transforming a categorical feature value into a vector
of continuous values). This means that DNN can make a reasonable prediction for
new observations based on preexisting training data. At the same time, DNN also
can over-generalize when the underlying feature-target matrix is too sparse (e.g.,
rare interactions between features and target value). LMDNN is a mixture of logistic
regression (wide learning) and DNN (deep learning) to achieve both memorization
and generalization in a single model. By jointly performing wide and deep learn-
ing, LMDNN complements the weakness of deep learning (i.e., over-generalization)
by letting the wide learning take some cross-product feature transformations into
account in producing final classifications. This Wide and Deep Learning paradigm
shows a remarkable predictive performance on diverse classification problems [9,
10, 42].

Figure1 shows the LMDNN model structure we used in this study. The bot-
tom (input) layer receives training data composed of categorical features (contextual
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Fig. 1 Architecture of the LMDNN model

parameters) together with a target value (binarized reaction parameter _permission).
Next, the model can generate cross-product feature transformations and/or dense
embedding vectors from the inputted data. As explained above, feature transforma-
tions and embedding vectors are used by wide and deep learning, respectively. For
the deep learning, an 8-dimensional embedding vector is learned from each cate-
gorical feature. The model also combines all embedding vectors into a single dense
embedding vector. The resulting concatenated embedding vector is then fed into three
hidden layers with the ReLU activation function, and finally the logistic output unit
(here, the sigmoid function). We configured 100, 50, and 100 units in consecutive
hidden layers, respectively. We determined this network structure based on internal
performance benchmarking on the IoTP dataset. In training LMDNN models, we
followed the default mechanism (e.g., backpropagation, mini-batch stochastic opti-
mization, AdaGrad regularization) described in [10]. We utilized a TensorFlow [1]
implementation of LMDNN for all our experiments.

4.1.2 Predictive Performance Evaluation

To verify whether the LMDNN model is suitable for making predictions based on
many categorical input features, we compared its predictive performance on the
IoTP dataset against other conventional machine learning models: recursive parti-
tioning tree [46], conditional inference tree (CTree) [16], random forests and bagging
ensemble based on CTree (conditional random forests), SVM, naÃrve Bayes, and
logistic regression. We chose these models because they are widely used in privacy
decision support systems based on machine learning (e.g., decision trees [14, 40],
random forests [39], and SVM [8]). For each machine learning model, we measured
its predictive performance on the dataset, through 10-fold cross validation (CV). We
only utilized the five contextual parameters as input features in these experiments,
without cross-product feature transformations for memorization. This is because we
first needed to assess the generalization capability of these models since the dataset
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Table 1 Predictive performance of ML models (10-fold CV)

Machine learning model AUC

Recursive partitioning tree 0.6142

Conditional inference tree 0.6293

Conditional random forests 0.6353

Support vector machine 0.6107

Naïve bayes 0.6161

Logistic regression 0.6208

Deep neural networks (of LMDNN) 0.6421

is small (6,618 rows), thereby potentially leading to overfitting. Therefore, we eval-
uated a deep model of LMDNN (see the left side of Fig. 1) in this experiment.1

Regarding a performance metric, we primarily used the area under the ROC curve
(AUC) because it is unaffected by the class imbalance problem (there were 64%
allow and 36% reject decisions in the dataset) and is independent of the threshold
applied to compute the probability of the binary classification results. Additionally,
AUC itself is comprehensible; a random classifier has an AUC score of 0.5 while a
perfect classifier has an AUC score of 1.0.

Experimental results indicated that LMDNN outperforms all other models (see
Table1). However, the performance difference is not large (up to 3%). Conditional
random forests yield competitive performance because it has proven effective at
generalizing to variants not seen in the training set [6], just as deep neural networks
do. As mentioned before, however, LMDNN is known to further enhance the deep
model by efficiently memorizing feature-target patterns that are rarely observed in
a sparse dataset (wide learning). For this distinctive feature, we decided to utilize
LMDNN as the machine learning model for this study.

4.2 Features

Here we explained how we identified the most useful features for training LMDNN
models. Specifically, we presented the reasons why we chose the five contextual
parameters with interactions between them as underlying input features. In addition,
we described how we conducted privacy segmentation on the study participants in
[26] and why we utilized the resulting privacy segment information as an additional
feature.

1The TensorFlow implementation of LMDNN provides an API that enables programmers to selec-
tively configure a wide, deep, or wide and deep model.
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4.2.1 Contextual Information

We decided to use the five contextual parameters as basic features for the following
reasons: (1) our previous research [26] indicated that all these contextual parame-
ters impact people’s privacy decision-making, and (2) we aimed to make predictions
based on contextual information which can be automatically collected by IoT envi-
ronments, thereby avoiding as much as possible asking users to manually enter addi-
tional information. We also considered interactions between the contextual parame-
ters because people’s privacy decisions about specific contextual information could
be influenced by other factors. For instance, the monitoring of personal informa-
tion (e.g., face photos: C2 = 11) can be perceived differently depending on who is
performing this monitoring (e.g., unknown vs. employer/school: C3 = 1 vs. 6). Fur-
thermore, LMDNN models can make predictions for unusual feature-target patterns
by considering cross-product feature transformations (i.e., memorization). Because
the contextual parameters what (C2) and who (C3) have the most significant influ-
ence on people’s privacy decisions [25, 26], we determined that we should feed
feature transformations based on what and who parameters (e.g., C2 × C1, C2 × C3,
C2 × C4, C2 × C5) into the LMDNN models.

4.2.2 Privacy Segment

As discussed before, privacy segmentation is known to provide useful information for
understanding and predicting people’s privacy behavior. By applying the K-modes
clustering algorithm on the IoTP dataset, we identified distinctive privacy segments
and then assigned each user into one of the segments. Even though K-means cluster-
ing is the most famous data mining technique, we could not directly apply K-means
to the categorical IoTP dataset because it can only process continuous numerical
values as its input. As a variant of K-means, the K-modes clustering algorithm was
designed to cluster categorical (or ordinal) values without data conversions. It mod-
ifies the original K-means by (1) replacing cluster means with cluster modes, (2)
using the simple matching dissimilarity function instead of Euclidean distance to
calculate the distance between categorical objects, and (3) updating modes with the
most frequent categorical values in each iteration of the clustering [17, 18]. We used
klaR [38], an R implementation of K-modes, for the task of privacy segmentation.
In [26], we had already performed cluster analysis on the same dataset. However, in
that study, we clustered 130 IoT scenarios in terms of users’ privacy concerns about
contextual factors (e.g., what and who). In this study, we aimed to cluster users into
privacy segments based on each user’s expectation of privacy in a single IoT scenario.

To that end, we selected scenario #602 as a base scenario that all participants
had responded to, and filtered the dataset by considering the base scenario only. All

2A device of ICS (C3 = 6) takes a photo of you (C2 = 11). This happens once (C5 = 0), while
you are in DBH (C1 = 3), for safety purposes (C4 = 1), namely to determine if you are a wanted
criminal.
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Fig. 2 Clustering errors (SE) and the size of clusters (K)

participants responded to scenario #60 because it is related to the location where each
experiment started [26]. By analyzing this partial dataset, we expected to understand
how individual users perceive and react differently in the same scenario.

Determining the number of clusters (K) is the first step in the data clustering
process.We need to find a balance betweenmaximum data compression by assigning
all data points into a single cluster (K = 1) andmaximumaccuracy by assigning each
data point into an individual cluster (K = n). Thus, we heuristically searched for the
optimal K by utilizing the well-known Elbow method [32]. First, we computed the
sum of errors (SE) of the K-modes clustering with a maximum of 50 iterations, while
increasing K from 2 to 10. The SE is defined as the sum of the distance between each
instance of the cluster and the cluster’s centroid (mode):

SEK =
K∑

i=1

∑

x∈ci
dist (x, ci )

where x is a data point belonging to the i th cluster and ci is the mode of the i th
cluster. We repeated this procedure 10 times, and took average values of SE for each
value of K. Next, we calculated the values for the mean difference between SEK and
SEK−1, and found that the largest decrease in errors occurred when we increased
K from 2 to 3 (see Fig. 2). Therefore, we chose 3 as a suitable number of clusters
(K = 3), and used it as a parameter (modes) for running the K-modes clustering
algorithm on the dataset.

Table2 summarizes the resulting cluster modes, which are composed of both
contextual and reaction parameter values. Note that all contextual parameter values
are identical across the clusters because we fixed them to describe the base scenario.
The clusters are quite distinct from each other, primarily in the reaction parameters
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Table 2 Modes of the resulting privacy segments (clusters)

Contextual param Reaction param Privacy segment

{C1,C2,C3,C4,C5} {R1,R2,R3,R4,R5} (cluster mode)

3, 11, 6, 1, 0 1, 1, 4, 6, 6 Indifferent (M1)

3, 11, 6, 1, 0 1, 0, 3, 3, 3 Some sensitive (M2)

3, 11, 6, 1, 0 1, 0, 1, 1, 1 Sensitive (M3)

_comfort (R3), _risk (R4, reverse-coded), and _appropriateness (R5): each mode
has a unique combination of values for R3, R4, and R5. As shown in Table 6, these
parameters represent people’s privacy attitudes about IoT scenarios on a scale of
1 to 7. For example, cluster mode 3 (M3) contains R3 = 1, R4 = 1, and R5 = 1,
indicating that the given scenario is perceived by participants as very uncomfortable,
very risky, and very inappropriate, respectively. For M3, the value of the reaction
parameter _permission (R2) is zero. This means that users belonging to cluster 3 are
likely to reject the base scenario because they have negative views on privacy in this
scenario. Therefore, we marked the clusters (privacy segments) using these three
reaction parameters. We labeled privacy segment 1 (PS1) as Indifferent to Privacy
since its mode contains the second highest value for R4 and R5 (namely, 6 on a 7-
item scale). Likewise, we labeled privacy segment 2 (PS2) as Somewhat Sensitive
to Privacy (the values of R3, R4, and R5 fall slightly below the scale average), and
privacy segment 3 (PS3) as Sensitive to Privacy. As a result, 74%, 15%, and 11%
of the participants were assigned into Indifferent to Privacy, Somewhat Sensitive to
Privacy, and Sensitive to Privacy segments, respectively. Finally, we repeated this
clustering on additional scenarios (#20, #73, #93, #111)3 which were the next most
frequently visited scenarios after #60. We arrived at the same conclusions regarding
the number (K = 3) and labels of the resulting privacy segments.

To validate the distinctiveness of the resulting privacy segments, we performed
two Welch’s t-tests on the R3 parameter between the following pairs of privacy
segments: (PS1, PS2) and (PS2, PS3). The reason for using Welch’s t-test is that all
privacy segments have different variances in the R3 parameter. The tests confirm that
the difference in the means of the R3 parameter between each pair of the segments
is statistically significant (p < 0.025, Bonferroni-corrected for two comparisons).
Next, we also conducted Welch’s t-tests on the R4 and R5 parameters and drew the
same conclusion. Thereby, we verified that the privacy segments are sufficiently
distinct from each other in terms of participants’ reactions to the given scenario.

Because privacy segment information for all users was available from such a clus-
ter analysis, we then utilized it as an additional feature for building predictivemodels.
This is because privacy segment information is known to be useful for quantifying an
individual’s judgement about privacy and utility in various circumstances [22, 24].

3Number of respondents (scenario ID): 140 (#20), 138 (#73), 136 (#93), 162 (#111).
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Table 3 Predictive performance of LMDNN models (10-fold CV)

Feature combination AUC

(1) C1, C2, C3, C4, C5 0.6421

(2) C1, C2, C3, C4, C5, C2 × C{1,3,4,5},
C3 × C{1,4,5}

0.6528

(3) C1, C2, C3, C4, C5, C2 × C{1,3,4,5},
C3 × C{1,4,5}, PS

0.6725

4.2.3 Predictive Performance Evaluation

As described in Sect. 4.1.2, we treated the five contextual parameters as basic features
for training the deep learning part of LMDNN. We then considered interrelated
parameters, especially basedon thewhat (C2) andwho (C3) parameters, in conducting
both wide and deep learning via LMDNN. This is not only because both contextual
parameters have a significant impact on people’s privacy decisions, but because the
memorization of some interactions between parameters (i.e., cross-product feature
transformations) can improve the performance of the deep model of LMDNN. As an
additional feature, we adopted privacy segment information because it differentiates
users according to their perceptions of privacy.We tested the following combinations
of features to assess their influenceon thepredictive performanceofLMDNNmodels.

1. Contextual parameters (deep learning)
2. Contextual parameters with interactions (wide and deep learning)
3. Contextual parameters with interactions and privacy segment information (wide

and deep learning).

Using the whole IoTP dataset, we performed 10-fold CV on the LMDNN model
trained with each of these feature combinations. As expected, the AUC score gradu-
ally improves aswe added cross-product feature transformations and privacy segment
information to the five basic contextual features (see Table3).We then concluded that
both the contextual parameters (including interactions) and privacy segment infor-
mation can act as informative features for predicting the binary value of the reaction
parameter _permission (R2) through LMDNN.

4.3 Training Strategy

Based on the selected machine learning model (LMDNN) and features (contextual
and privacy segment information), we investigated the best strategy to build a predic-
tivemodel (i.e., classifier) for each individual user. First, we reviewed two commonly
used strategies, individual and one-size-fits-all modeling. Individual modeling typ-
ically utilizes a single user’s instances as training data, and will therefore result in
a highly personalized user-specific model if a sufficient amount of training data is
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available. One-size-fits-all modeling, in contrast, trains a single model based on all
users’ data, so that reasonable predictions can be made about new users for whom
insufficient data is available. Next, we proposed our strategy that we dub one-size-
fits-segment modeling. It was designed to utilize the one-size-fits-all paradigm for
making predictions for users grouped by privacy segmentation. We analyzed the
overall and per-user performance of the predictive models trained through these
three different strategies, and then draw some practical implications.

4.3.1 Individual Modeling

This is the most popular and straightforward approach for building user-specific
machine learning models for privacy decision support systems, especially targeted
at predicting users’ decisions about the disclosure of personal information on social
network services [8, 14, 39–41, 44]. It constructs a distinctive predictive model
per each user by using his/her data only. This assumes that each user has a very
different point of view regarding privacy, therefore the others’ data are not useful
for modeling and predicting his/her own privacy decision-making. As most previous
works have adopted supervised machine learning approaches, each user will need
to provide a certain amount of labeled training data (e.g., historical decisions for
privacy-invasive scenarios). For instance, Bilogrevic et al. [8] stated that they needed
40 manual decisions from each user to build personalized models with a reasonable
predictive performance, which is a quite burdensome amount. Themore training data
a user provides, the more the performance of the individual predictive model tends to
improve. For these reasons, an individual modeling strategy is suitable for situations
in which service providers could acquire enough training data from each individual
user. Like [8], the study participants in [26]made about 40 privacy decisions (reaction
parameter _permission) on average. Therefore, we first applied individual modeling
for constructing personalized LMDNN models to check whether this strategy is
adequate for solving our own problem. Specifically, we trained and evaluated a single
LMDNNmodel for a specific user based on his/her data.We repeated it for all users in
the dataset. As input features, we utilized solely the five contextual parameters with
their interactions. Since each individual LMDNNmodel is exclusively trained using
each user’s data, we do not use privacy segment information in this experimental
setup.

4.3.2 One-Size-Fits-All Modeling

One-size-fits-all contrasts with an individual modeling strategy. Instead of build-
ing multiple user-specific predictive models, it generates a single universal model
based on data collected from a crowd of users. Because a one-size-fits-all predictive
model is trained using a larger dataset (multiple users’ data), it typically represents
a wider range of common feature-target patterns than an individual model. There-
fore, researchers have often utilized a one-size-fits-all modeling strategy for building
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a predictive model that makes initial predictions (e.g., default privacy settings) for
new users who did not provide training data [8]. Recently published works [34,
45] also adopted one-size-fits-all modeling to make their privacy decision support
systems generalizable to a wide range of users. The authors in [34] collected IoT-
related privacy decisions from 1,007 Amazon Turkers through an online survey, and
built one-size-fits-all predictive models for randomly chosen 50 participants. They
reported that the overall accuracy of these trained models ranges from 76 to 80%,
depending on whether most (75%) or all (100%) of the other participants’ responses
are used as training data. To verify the applicability of the one-size-fits-all modeling
strategy to privacy decision support for real-world IoT environments (using IoTP
dataset), we built a one-size-fits-all LMDNN model for each user based on data col-
lected from all other users, utilizing both contextual and privacy segment information
as input features. Each user’s data was used thereafter to assess the predictive power
of his/her LMDNN model.

4.3.3 One-Size-Fits-Segment Modeling

We proposed a novel approach called one-size-fits-segment modeling. This is a mod-
ified version of one-size-fits-all modeling. It builds multiple universal models for
several groups of users rather than for the entire user population. Here, we utilized
the result of privacy segmentation (see Sect. 4.2.2) as a criterion to cluster users. We
intended to improve the performance of one-size-fits-all modeling by constructing
per-user predictive models based on data collected from same-minded users in terms
of privacy.Webelieve that each individual userwill be benefitted if a predictivemodel
is trained on large volumes of data provided by others similar to him/her. To ver-
ify the proposed approach, we conducted experiments as follows. First, we divided
users in the IoTP dataset into three groups according to our privacy segmentation.
For each single user, we determined the privacy segment to which he/she belongs,
and built a one-size-fits-segment LMDNN model by utilizing data collected from
other users in the corresponding privacy segment. Each user’s data was used as test
data for measuring the predictive performance of his/her LMDNN model. Unlike
one-size-fits-all modeling, we only utilized contextual parameters (including inter-
actions between them) as input features. As explained, privacy segment information
was utilized to split users with regard to the subset of their stated privacy decisions,
thereby constructing one-size-fits-segment LMDNN models for every single user.
In comparison with individual modeling and one-size-fits-all modeling (described
in [26]), the proposed mechanism does not burden new users because it just asks
five questions (reaction parameters) about a single base scenario to perform privacy
segmentation.
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Table 4 Predictive performance of LMDNN models

Training strategy Mean AUC Std. dev.

Individual 0.4806 0.2179

One-size-fits-all 0.6699 0.1721

One-size-fits-segment 0.6782 0.1668

4.3.4 Predictive Performance Evaluation

We compared the predictive power of these three different training strategies as
follows. Regarding individual modeling, we trained and assessed the predictive per-
formance of user-specific LMDNNmodels via 10-fold CV. Each of thesemodels was
trained on all data instances from a different user in the IoTP dataset. We repeated
this procedure for all users and took the average of their AUC scores as the overall
predictive performance of individual modeling. For one-size-fits-all or one-size-fits-
segment modeling, we constructed a target user’s LMDNNmodel based on all other
users’ data and tested the trained model using the target user’s data. Unlike [34], we
repeated this for all users and calculated the average AUC score for each strategy.
Finally, we compared these mean AUC scores for three training strategies to choose
the best.

Table4 summarizes the experimental results showing that both the one-size-fits-all
and the one-size-fits-segment modeling strategy significantly outperform the indi-
vidual modeling strategy. Furthermore, one-size-fits-segment shows a slightly better
performance than one-size-fits-all. This is because one-size-fits-segment LMDNN
models are trained by the data of same-minded users, thereby predicting each user’s
privacy decisions more accurately. This finding was unexpected since most previous
research about privacy decision support has reported that individual modeling is bet-
ter than one-size-fits-all modeling for inferring users’ privacy decision-making. One
possible explanation is that the size of per-user training data was not large enough to
learn sparse high-dimensional feature spaces. Participants in the dataset responded
to an average of 39.58 scenarios (std. dev: 14.65), or about 33% of all available
scenarios. Each scenario received 50.9 responses on average (std. dev: 40.16). When
we transformed the dataset into a user-scenario matrix (i.e., each cell represents an
observed feature-target pattern), the sparsity4 of this matrix was 0.6566. This low
response rate may also be found in future real-world situations since the number of
applications and services in IoT environments is likely to increase over time. As a
result, it could be difficult to collect enough training data from each IoT user to build
individual predictive models from scratch.

Figure3 presents the per-user predictive performance of twomodel training strate-
gies: individual and one-size-fits-segment modeling. Results have been filtered out
by the threshold of AUC > 0.5 and sorted by the AUC score of individual LMDNN
models in ascending order. As can be seen, one-size-fits-segment LMDNN models

41—(nonzero entries/total entries in a user-scenario matrix).
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Fig. 3 Per-user predictive performance

show a better predictive performance than individual LMDNN models for about
80% of the users (left side of the chart). However, there is also the opposite effect
for about 20% of users (far right side of the chart) who have highly accurate indi-
vidual LMDNN models (AUC > 0.7) trained solely on their data. To check the
causes of this per-user difference, we performed Pearson’s chi-square tests for inde-
pendence between personal attributes (gender, age, type of university affiliation)5

and the fitted training strategy. For instance, we constructed a 2 × 2 contingency
table using two binary variables, age (18–25 or older than 25) and training strategy
(one-size-fits-segment or individual modeling), and assessed the significance of the
difference between the two proportions (i.e., users aged 18–25 and older users, both
have superior one-size-fits-segment LMDNN models). The test confirms that there
is no statistical evidence of an association between these two variables at the .05
significance level. We iterated this test for other personal attributes such as gender
(male or others) and the type of university affiliation (undergraduate students or
others), and reached the same conclusion. Identifying latent factors (e.g., cultural
background in privacy decision-making [28]) that cause this difference is one pos-
sible future research direction. If we were to find these factors, we could determine
the most appropriate modeling strategy for each individual user in advance, and then
accordingly utilize it for better predictive performance.

4.4 Implications

We confirmed that privacy segment information is helpful for understanding and
predicting people’s privacy decision-making about various IoT services. Specifically,

5Mode values of these attributes are male, 18–25, and undergraduate students, respectively.
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one-size-fits-segment modeling shows the best predictive performance (mean AUC
of 0.6782;N=172) comparedwith the previously proposedmodel training strategies.
However, even a single false positive may cause undesired information monitoring
in IoT, making users reluctant to use privacy decision support systems. At its current
accuracy,we should therefore use the prediction results only to give recommendations
to users that they can still inspect and override; we should not use the prediction
results for automated disclosure decisions. Moreover, we should strive for further
improvement of the predictive performance. In the following, we explained how the
current predictive performance could be improved.

4.4.1 Role of Privacy Segment Information

To better interpret the performance of one-size-fits-segment modeling, we measured
the predictive performance of the trained LMDNNmodels for each privacy segment.
Figure4 indicates that users who are assigned to the Sensitive to Privacy segment
have the most accurate LMDNN models (mean AUC of 0.729, std. dev: 0.074).
Likewise, users belonging to the Somewhat Sensitive to Privacy segment also tend to
have LMDNNmodels with a reasonable performance (mean AUC of 0.708, std. dev:
0.101).Users in the Indifferent to Privacy segment however have relatively inaccurate
LMDNNmodels compared to those in other privacy segments (mean AUC of 0.665,
std. dev: 0.184). Here, we also could not identify any inter-segment differences in
terms of personal characteristics such as gender, age, and the type of university affil-
iation. One possible explanation is that participants in both the Sensitive to Privacy
and Somewhat Sensitive to Privacy segments presumably responded to IoT monitor-
ing scenarios more carefully than participants in the Indifferent to Privacy segment,
thereby providingmore consistent privacy decisions (i.e., high-quality training data).
Wemight need to consider strategies for improving the data collection process for the
Indifferent to Privacy segment. For instance, users who are indifferent about privacy

Fig. 4 Per-segment predictive performance
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could be asked for more training data than the other users. This is because a higher
amount of training data would reduce uncertainty in predictive models, and therefore
likely improve performance. It might also be possible to utilize privacy nudges [30],
which can make privacy-insensitive users aware of unexpected outcomes of personal
information monitoring, for steering users towards more consistent privacy behavior.

4.4.2 Size of Individual Training Data

Regarding individual modeling, 28 users had highly accurate (AUC > 0.7) individ-
ual LMDNN models trained on their own data. Furthermore, individual models can
be continuously improved as each user provides additional training data. To verify
this claim, we built a linear regression model with the number of user responses (i.e.,
size of training data) as the independent variable and AUC scores (i.e., predictive
performance) as the dependent variable. According to the fitted regression model,
a statistically significant positive relationship exists between these two variables
(p < 0.005). Therefore, the collection of extra training data might further improve
the performance of individual machine learning models. Yet, asking for additional
data can also be burdensome and privacy-invasive.

4.4.3 Hybrid Modeling

For these reasons, it might be desirable to gradually morph one-size-fits-segment
models into individual models. Like [8, 34, 45], we verified that our one-size-fits-
segment LMDNN models can make reasonably accurate predictions for two seg-
ments, even for new users. Therefore, we can utilize them to produce default privacy
settings that are applicable to the general population (grouped by privacy segmen-
tation). As mentioned before, however, these general predictive models would need
to be tailored to each user to make more accurate predictions. One possible avenue
would be to gradually transform the pre-trained one-size-fits-segment LMDNNmod-
els into personalized individual LMDNN models for each user. Specifically, it is
necessary to continuously re-train (update) the base one-size-fits-segment LMDNN
model with privacy decision samples collected from a specific user, while increasing
the weights of this user-specific data (i.e., transfer learning [20, 27, 36]). This should
then better fit the updated LMDNNmodel with the user’s unique behavioral patterns.
Active learning paradigms can also be applied to reduce users’ labeling efforts as
much as possible.
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5 Discussion and Future Work

We studied machine learning mechanisms for modeling and predicting users’ pri-
vacy decisions regarding personal information tracking in IoT environments. After
investigating variousmachine learning algorithms, input features, andmodel training
strategies,we proposed a novelmechanismcalled one-size-fits-segmentmodeling for
privacy decision support systems in IoT. We showed that the proposed mechanism
exhibits a reasonable predictive performance on privacy behavioral data captured
in the field. Our work goes far beyond the limited machine learning approach in
[26], where contextual parameters (without consideration for interaction effects) and
cluster membership information of IoT service scenarios were used as features for
building a decision tree-based predictive model. We believe this approach is not very
practical because it requires users to specify reaction parameter values for dozens of
scenarios in advance. Another difference between [26] and this work lies in the exam-
ination of themodel training strategies;we only tested one-size-fits-allmodeling (i.e.,
single classifier) in [26], and hence the results may provide limited implications (e.g.,
lack of consideration for per-user predictive performance). Yet, our work still has
some shortcomings that will be addressed in the next few sub-sections.

5.1 Representability of Data

First, we need to consider the representativeness of the dataset we used. The study
participants were predominantly university students aged 18–25 (82%), since we
recruited them on campus. This may induce a sampling bias that makes our results
less generalizable. In otherwords,wedonot knowhow theproposedpredictionmech-
anism will work on datasets collected from other populations (e.g., older users who
are not familiar with IoT). Previous researchers repeatedly stated that the machine
learning model trained on a specific user group’s data does not performwell for other
user groups due to the discrepancies between different user populations [5]. In this
regard, we plan to validate our mechanismwithmore diverse and representative sam-
ples, thereby confirming a future direction of this research (e.g., continuous updates
of one-size-fits-segment LMDNN models with user-provided data). It will also be
necessary to apply the proposed mechanism to different domains (e.g., privacy deci-
sions in healthcare settings), and verify its expandability. To that end, we need to
collect or get access to users’ privacy behavioral data regarding such a domain.

5.2 Reliability of Privacy Segmentation

We utilized the results of privacy segmentation to improve the performance of our
predictive models. As discussed, we performed privacy segmentation by clustering
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users into several groups based on their responses toward a single scenario. Here, we
utilized scenario #60 as a base scenario since all users responded to this scenario; this
enabled us to assign privacy segment information to each of the users. We also tried
four different base scenarios to validate whether our clustering methodology (i.e.,
determining the correct number and labels of the clusters) is sound, and the result
was positive. However, it is also important to check the invariance of the clustering
results. As future work, we plan to collect all users’ privacy decisions regardingmore
than one base scenario and conduct pair-wise comparisons on the clustering results so
as to confirm the resulting privacy segments are stable no matter which base scenario
is used for privacy segmentation. If a user was assigned to the same privacy segment
regardless of the base scenario, we can consider the results of privacy segmentation
as ground truth. Otherwise, we need to devise a way to decide on the most accurate
privacy segment for this user. One possible approach is a majority vote among the
segmentation results from all base scenarios.

5.3 Privacy Paradox

The privacy paradox is the phenomenon that people’s stated privacy preferences or
decisions often seem inconsistentwith their actual behaviors [2, 13, 19].As explained
before, we utilized stated privacy decisions collected through ESM in a simulated IoT
environment [26] as training data, and not actual behavior observed in a working IoT
environment. Although we had tried to make participants perceive they were in a real
situation, we do not know how they would actually behave in real-world situations.
Therefore, we need to construct a working IoT environment, let participants freely
interact with the environment, and then collect the corresponding privacy decisions,
possibly with sensor data. To that end, we plan to conduct an experimental study
for collecting (large-scale) privacy behavioral data from real users in an operational
IoT system based on open protocols for IoT discovery and interaction, such as the
Open Connectivity Foundation (OCF), Web of Things, or Physical Web. By using
this dataset, we need to confirm the effectiveness of the proposed mechanism.

6 Conclusion

In this chapter, we proposed a novel machine learning mechanism for predicting
people’s privacy decisions in IoT environments. We aimed to predict binary privacy
decisions for each user, namely whether to allow or reject a given personal informa-
tion monitoring scenario in IoT. To begin with, we adopted linear model and deep
neural networks (LMDNN) as the machine learning model for our study. Using a pri-
vacy behavioral dataset (N = 172) collected from our earlier study, we confirmed that
LMDNNprovides better predictive performance than conventional machine learning
models that have been widely used in the literature. Next, we utilized both contextual
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and privacy segment information as input features for training LMDNNmodels. We
adopted awide range of contextual factors comprising diverse IoT scenarios.We then
generated users’ privacy segment information by clustering their privacy decisions
about a single selected IoT scenario. Lastly, we proposed a new model training strat-
egy called one-size-fits-segment modeling, and compared its performance with two
commonly used strategies: individual and one-size-fits-all modeling. Experimental
results indicated that one-size-fits-segment outperforms other modeling strategies.
We also presented some practical implications regarding the design and develop-
ment of privacy decision support systems for IoT environments. Future work will
focus on collecting privacy-related human behavioral data from more representative
samples of users interacting with working IoT systems, and validating the proposed
mechanism on this new dataset.

Acknowledgements This research was funded by NSF Grant SES-1423629. The human subjects
research described herein is covered under IRB protocol #2014-1600 at the University of California,
Irvine.

Appendix

See Appendix Tables 5 and 6.

Table 5 Contextual parameters

Parameter (id) Values

where (C1) (0) your place

(1) someone else’s place

(2) semi-public space (e.g., restaurant)

(3) public space (e.g., street)

what (C2) (1) phoneID

(2) phoneID ⇒ identity

(3) location

(4) location ⇒ presence

(5) voice

(6) voice ⇒ gender

(7) voice ⇒ age

(8) voice ⇒ identity

(9) voice ⇒ presence

(10) voice ⇒ mood

(continued)
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Table 5 (continued)

Parameter (id) Values

(11) photo

(12) photo ⇒ gender

(13) photo ⇒ age

(14) photo ⇒ identity

(15) photo ⇒ presence

(16) photo ⇒ mood

(17) video

(18) video ⇒ gender

(19) video ⇒ age

(20) video ⇒ presence

(21) video ⇒ mood

(22) video ⇒ lookingAt

(23) gaze

(24) gaze ⇒ lookingAt

who (C3) (1) unknown

(2) colleague/fellow

(3) friend

(4) own device

(5) business

(6) employer/school

(7) government

reason (C4) (1) safety; (2) commercial; (3) social; (4)
convenience; (5) health; (6) none

persistence (C5) (0) once

(1) continuously

Table 6 Reaction parameters

Parameter (id) Values

_notification (R1) (1) notify me, always

(2) notify me, just this time

(3) don’t notify me, just this time

(4) don’t notify me, always

_permission (R2) (1) allow, always

(2) allow, just this time

(3) reject, just this time

(4) reject, always

(continued)
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Table 6 (continued)

Parameter (id) Values

_comfort (R3) (1) very uncomfortable

(2) uncomfortable

(3) somewhat uncomfortable

(4) neutral

(5) somewhat comfortable

(6) comfortable

(7) very comfortable

_risk (R4) (1) very risky

(2) risky

(3) somewhat risky

(4) neutral

(5) somewhat safe

(6) safe

(7) very safe

_appropriateness (R5) (1) very inappropriate

(2) inappropriate

(3) somewhat inappropriate

(4) neutral

(5) somewhat appropriate

(6) appropriate

(7) very appropriate
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Abstract Research on the powermanagement of server units and server room spaces
can ease the installation of a Data Center, inferring cost reduction, and environmental
protection for its operation. This type of research focuses either on the restriction of
power consumption of the devices of a data center, or on the minimization of energy
exchange between the data center space as a whole and its environment. The work
presented here focuses mainly on the latter. In particular, we attempt to estimate the
effect that can infer on the energy performance of a data room, various interventions
on the structural envelop of the building that hosts the data center. The performance
of the data center is evaluated in this work bymeasuring its PUE index. Ourmodeling
methodology includes the selection of a proper simulation tool for the creation of
the digital twin, that is of a digital clone, of our real data center, and then building
its thermal model via energy measurements. In this work, the researchers exploit
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the potential of EnergyPlus software for modelling and simulating the behavior of a
data center space. The energy measurements were conducted for a long period, using
low cost IoT infrastructure, in the data center space of an Educational building in
Heraklion Crete. This paper describes the procedures and the results of this work.

1 Introduction

The term Green Information and Communication Technologies (Green ICT)
describes the study and practice of environmentally sustainable technologies in the
operation of Information Technoloy (IT) systems. Modern IT systems rely on a com-
plex mix of people, software, networks and hardware. Therefore, a green initiative
should cover all these areas. One solution may also need to address end-user satisfac-
tion, management restructuring, regulatory compliance, and Return on Investment
(ROI). There are also considerable fiscal incentives for companies to take control
of their own energy consumption. Literature review reveals that 44% of all energy
consumed in the EU is used in buildings and in the U.S., 40 billion kilowatt-hours
(kWh) of electricity are used annually for cooling. In parallel, power consumption
in Data Centers, nowadays, is constantly increasing. Data Centers provide the world
community with an invaluable service: almost unlimited access to all kind of infor-
mation imaginable with the support of most Internet services, such as Web Hosting
and e-commerce services. Data Centers include, sometimes thousands of Servers and
cooling infrastructure support. Energy efficient Data Center design should contribute
to a better use of the hosting space increasing power performance and efficiency. The
huge energy consumptions of data centers demonstrate their significant potential
for energy saving making them the desired target of energy conservation measures
[1, 2]. An energy efficient Data Center design should address all aspects of energy use
in a Data Center: from IT and HVAC equipment to the actual location, configuration
and construction of the building. In that context, hosting a data center in a building
that assures minimal energy requirements, can save huge amounts of energy (and
money) providing green-friendly administration.

The work presented here focuses mainly on the minimization of energy exchange
between the data center space as a whole and its environment. In particular, we
attempt to estimate the effect that can infer on the energy performance of a data
roomvarious interventions on the structural envelop of the building that hosts the data
center. The knowledge of the energy behavior of the building’s envelop can assure
better performance and power management over the operation of the data center. The
performance of the data center is evaluated in thiswork bymeasuring its PowerUsage
Efficiency index (PUE) and its variations under various interventions at the building
envelop. Scope of this work is to propose interventions that can reduce PUE. In order
to test the thermal behavior of a data center under different structural envelops, we
need at first a simulation environment to create the digital twin, that is the digital clone,
of our real data center, and then a proper methodology for creating its thermal model.
For the former, several simulation tools have been proposed in bibliography able to
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evaluate the thermal performance and energy efficiency of buildings or building sub-
sectors. In this work, the researchers exploit the potential of EnergyPlus software
for modeling and simulating the behavior of a data center space. EnergyPlus is a
software platform that can be used in relation to other tools for the creation of a
digital twin, offering a complete and user-friendly simulation environment for the
buildings’ thermal modeling. In order to develop a modeling procedure especially
for data center rooms, the researchers studied these tools and used them to create the
digital twin of the Educational building in Heraklion Crete that hosts the data center
of Hellenic Mediterranean University. In this context, we describe the development
of the 3-D geometry of the case study building in Sketchup, and the selection of input
parameters and genericmodeling procedure using openstudio. In order to evaluate the
developedmodel, a set ofmeasurements was conducted in situ for a long period using
lowcost IoT infrastructure, so the indoor air temperature of theEducational building’s
spaces is logged.Main objective of this workwas to assure that themodel built for the
Data Center space confirms the measurements obtained about temperature variation.
When this was achieved, the device loads and the required temperature as measured
in the space of the Data Center was set in our model, and through the EnergyPlus
the required cooling energy and therefore the associated PUE index were calculated.
Finally, various interventions were evaluated over the building envelope in terms of
PUE reduction for upgrading the energy efficiency of the Data Center space. The
following sections elaborate further on the procedures and the results of this work. In
particular, Sect. 2 presents the current recommendations for data center spaces and
discusses some similar works. Section 3 illustrates our methodology and introduces
to the software and hardware tools we used for thermal modeling. Section 4 evaluates
the produced thermal model and calculate the PUE index of data center for various
structural interventions. Finally, Sect. 5 concludes the paper.

2 Related Work

2.1 Energy Consumption in Data Centers

Nowadays Data Centers provide the world community with an invaluable service:
almost unlimited access to all kind of information imaginable with the support of
Internet services, such as Web hosting and e-commerce services. The power and
energy consumption are key concerns for Internet Data Centers. A benchmark of 22
DataCenter buildings, determined thatDataCenter can be over 40 times energy inten-
sive as conventional office buildings. The huge energy consumptions of data centers
demonstrate the significant potential of energy savingmaking them the desired target
for energy conservation measures [1]. Data Centers include, sometimes thousands
of Servers and cooling infrastructure support. Research on power management in
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Servers can ease the installation of a Data Center, inferring cost reduction, and envi-
ronmental protection. Given these benefits, researchers have made great strides in
energy savings in Server rooms.

The electricity that has been used in Data Centers across the World doubled from
2000 to 2005, but that rate of growth slowed significantly from 2005 to 2010. This
slowing was the result of the 2008–2009 economic crisis, the increased prevalence
of virtualization in Data Centers, and the industry’s efforts to improve efficiency of
these facilities since 2005. If we take the midpoint between the Low and High cases
in this analysis, US and world electricity use in Data Centers grew by about 36% and
56%, respectively, from 2005 to 2010, totaling about 1.3% of World electricity use
and 2% of US electricity use in 2010. The US Data Center market appears to have
been hit harder than the world market by the economic crisis, with growth slowing
more noticeably in that market than in the world as a whole. Finally, while Google
is a large user of Data Centers, that company’s facilities represent less than 1% of
all Data Center electricity use worldwide [3].

The first step in prioritizing opportunities for energy saving is to get a solid
understanding of Data Center energy consumption and energy indicators in Data
Centers. The indicators can be used to shape strategies for saving energy, and to
determine the effectiveness of the measures taken to reduce energy consumption.
In a Data Center, there are many elements that consume power [4]. The visible
elements that consume power include Servers, network equipment and UPS, but
what is not visible is the function of CPUs that run programs and the continuous flow
of information in and out of the system [5].

Figure 1 illustrates the distribution of power consumption in a typical Data Center.
This is a high availability Data Center with N+1 air conditioners (CRAC), operating
at a typical load of 30% of design capacity [4].

Determining the requirements for developing an IT architecture in terms of hard-
ware and software, the thermal model of a Data Center can be obtained. Operations
in a typical Data Center, as presented in Fig. 2, comprise those of IT equipment,
such as Servers, routers, etc., and non-IT equipment, like air conditioning, UPS, etc.

Fig. 1 Energy consumption in a typical Data Center
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Fig. 2 Operations of a typical Data Center [6]

As input to the Data Center are considered both data and energy, while as output
is obtained data that bring satisfaction to the customer. The input energy includes
energy from both grid and renewable energy sources. The output is also accompanied
by heat that can be reused. In the output the energy losses are also included. Since
the natural environment (for example, the position in a cold area) is a large factor of
the input power to the system it is also incorporated in the model [4].

We can say that the two parties involved in the application development are the
users and the Data Center. Between the two is approved a Service Level Agreement
(SLA). An SLA defines the expectations between the consumer and the provider.
It helps determining the relationship between the two parties. It is the cornerstone
of how the service provider sets and retains an obligation for the consumer of the
service. A good SLA sets five key aspects according to [7]:

• The obligations of the provider.
• The way the provider offers its services.
• Who measures the quality of provision, and which way?
• What happens if the provider fails to deliver as promised?
• How the SLA changes over the time.

The SLA encapsulates many secondary factors that contribute to energy con-
sumption. Also, the SLA represents user satisfaction. The power consumption is
not constant over time but varies depending on various parameters. The main factor
affecting the consumption is a Data Center workload and the external environment.
The modelling of energy efficiency and the losses of Data Center equipment is a
complex task and important cases generate large errors [8]. First of all, the assump-
tion that the losses associated with power and cooling equipment is stable over time
is wrong. It has been observed that energy consumption is a function of IT load and
non-IT equipment (devices responsible for cooling and power supply) [6].
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2.2 Degrees of Freedom in Energy Efficiency

We call degrees of freedom, the number of independent pieces of information that
can be found in an equation. The plant benefits from degrees of freedom from: energy
transmission and transformation, cooling and draining heat from the construction of
the Data Center. On the other hand, many degrees of freedom can be secured from
its use. Then, we will analyze each degree of freedom [8]. When searching for the
highest yield in the cooling system, it is imperative for the Data Center to operate
at the correct temperature. The pursuit of this objective should include assessments
of the energy spent in the cooling process and the power supply fan and should also
be considered the best cooling solution flows and management techniques. One of
the degrees of freedom that had been proposed in the literature is the increasing
temperature of the Data Center [8].

Some of the major manufacturers of Servers and performance experts for Data
Centers share the view that Data Centers can operate at much higher temperatures
than those operating today without sacrificing the uptime but enabling huge savings
in both cooling costs and CO2 emissions. According to [8] Data Centers can save
4–5% in energy costs for every degree increase in single inlet temperature in Server.
The air temperature must be raised but only after consideration of the effects on each
piece of IT equipment. If a Data Center is successful in raising the temperature, there
is a big saving in energy with the chiller, potential savings in humidity control, with
the possibility of increasing the number of hours that economizers can be used.

There are several different methods for free cooling in Data Centers, which can
be used instead of/in conjunction with traditional refrigeration for full or partial free
cooling [9]:

1. Direct air free cooling:Ambient air is treated (filtered, humidified and refrigerated
where necessary) and brought into the data hall. The cooling system (and there-
fore electrical plant) needs to be sized for the worst-case maximum refrigeration
load.

2. Indirect air free cooling: Ambient air is passed through a heat exchanger and
hot/cold air transferred with the data hall internal air stream. Adiabatic humidi-
fication on the external air stream allows evaporative cooling at hot dry ambient
conditions. Any refrigeration capacity required is minimal (supplementary only),
allowing reduced sizing of mechanical and electrical plant and therefore capital
cost saving.

3. Quasi-indirect air free cooling (thermalwheel): Similar to indirect air free cooling
except that a constant volume of fresh air is brought into data hall which requires
treatment.

4. Water side free cooling: Heat is rejected to ambient without the use of a refrigera-
tion cycle, for example using cooling towers or dry coolers. This is often an easier
retrofit option compared with air side free cooling designs as this method usually
requires modification to external plant only and is typically less demanding in
terms of plant footprint.
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According to [2] the following best practices have emerged through the study of
22 data centers:

• Improved air management, emphasizing control and isolation of hot and cold air
streams.

• Right-sized central plants and ventilation systems to operate efficiently both at
inception and as the data center load increases over time.

• Optimized central chiller plants, designed and controlled to maximize overall
cooling plant efficiency, including the chillers, pumps, and towers.

• Central air-handling units with high fan efficiency, in lieu of distributed units.
• Airside or water-side economizers, operating in series with, or in lieu of,

compressor-based cooling, to provide “free cooling” when ambient conditions
allow.

• Alternative humidity control, including elimination of simultaneous humidifica-
tion and dehumidification, and the use of direct evaporative cooling.

• Improved configuration and operation of uninterruptible power supplies.
• High-efficiency computer power supplies to reduce load at the racks.
• On-site generation combined with adsorption or absorption chillers for cooling

using the waste heat, ideally with grid interconnection to allow power sales to the
utility.

• Direct liquid cooling of racks or computers, for energy and space savings.
• Reduced standby losses of standby generation systems.
• Processes for designing, operating, and maintaining data centers that result in

more functional, reliable, and energy-efficient data centers throughout their life
cycle.

Other authors [10], show how the equipment is placed in the Data Center in order
the release of heat to be as effective as possible. The way in which the Data Cen-
ter was constructed affects the energy efficiency of the Data Center. The goal of
all researchers in this area is to find the best location and construction of the Data
Center space to ensure efficient release of heat that produced by the electrical equip-
ment installed and operated. In conclusion, the development of a smoother cooling
controller and additionally with intelligent placement of equipment can minimize
cooling consumption and can support energy optimization and management process
in a Data Center.

If we look at performance, we can state that a promising approach to increasing
energy efficiency could be virtualization and Server Consolidation [11]. The latter
may introduce additional degrees of freedom that are not available in traditional
operating models [12]. Furthermore, another degree of freedom can be achieved if
the integration of Servers is associated with scalable voltage and frequency pro-
vided by conventional processors, for even better results. Remarkable work has also
been done in terms of data storage including the increase in the speed of accessing
discs. This allows saving energy in fatigue and also rapid recovery in terms of
performance [12].
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2.3 Power Usage Effectiveness

The Power Usage Effectiveness index (PUE) is a Unit of measurement that was
established by the Green Grid organization, and expresses the energy performance
of a Data Center, namely a central computing facility, in terms of basic infrastruc-
ture conditions. PUE expresses the ratio of the total energy required to the energy
actually consumed by the computing resources (Fig. 3). Total energy is calculated
from all the resources needed to support the load under normal conditions, such as
UPS, air conditioners, etc. For example, in a Data Center where 1000 W of total
power are consumed and 500 W on IT equipment, PUE obtained has a value of 2
(1000/500 = 2). The closer the value is to 1, ideally 100% of the energy supplied is
directed to the computing infrastructure, the more energy efficient is the Data Center,
which in turn means lower operating costs. The precise measurement of PUE allows
for the evaluation, control and better compliance to even better (“greener”) energy
technologies.

PUE is calculated by taking energy measurements close to the utility meter. If the
Data Center is a mixed-use Data Center or office, the measurement should be taken
only to the extent that supplies the Data Center. If the Data Center is in a separate
utility meter, the amount of energy consumed by the non-given center portion is
estimated and removed from the equation. The IT equipment load should bemeasured
after the power conversion, switching, and the air conditioning. According to The
Green Grid, the more likely measurement point would be the output of computer
room Power Distribution Units (PDUs). This measurement should represent the total
power delivered to the Server racks in the Data Center.

The Uptime Institute has an average PUE of 2.5. This means that for every 2.5 W
measured at the meter, only one watt is delivered to the IT load. Uptime estimates
that more facilities could achieve 1.6 PUE using the most efficient equipment and
best technologies. These include measures to reduce the IT load, such as decommis-
sion or repurposing of Servers, powering down Servers when they are not in use,
enabling of power management, replacement of inefficient Servers, virtualization

Fig. 3 PUE parameter flow
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and consolidation. According to [13] PUE is a great tool for the facilities side of the
Data Center. It allows facility engineers to measure the impact of changes they make
to the infrastructure, things like raising the Data Center temperature, upgrading to a
higher efficiency UPS, increasing voltage to the rack and so on. In [13] it is stated
that Virtualization and consolidation, while reducing the overall energy usage, will
actually increase the PUE unless the power and cooling infrastructure are downsized
to align with the IT load. Raising the Server inlet temperature may reduce the PUE,
but the overall energy usage may actually increase if the increased power required
for Server fans is greater than the cooling savings. Hence, we conclude that PUE
should not be the only metric for energy efficiency in a Data Center. Making the
IT equipment operation more efficient, would not decrease PUE, if the power and
cooling equipment are not optimized to adapt to the new IT load. Improving Power
Usage Effectiveness (PUE)—Tripp Lite [14] also argues that to decrease PUE one
should concentrate first on cooling, which is often the biggest consumer. Cooling
load can be reduced by organizing cables, installing banking panels, isolating and
removing hot air.

Worldwide according to the Uptime Institute’s Data Center Survey [15] the aver-
age PUEof the largestDataCenter ranges between 1.8 and 1.89.Best PUE is achieved
by companies such asYahoo,Google, Facebook, andMicrosoft that have values close
to unity and less than 1.2. The reason why they have achieved such values is that their
specially designed facilities are often placed in very favorable climates for operation
of an efficient Data Center. Inmany cases, the external cold air is used to entirely cool
theDataCenter avoiding one of themost intensive parts of the traditionalDataCenter,
air conditioning, while in specially designedData Centers water cooling uses the cold
ocean water with positive effects also on the value of PUE. Cold Isle Containment
systems, i.e. passive separation of air flow between the cold and hot isle, are used for
PUE enhancement. The hot and cold isle ensures both the introduction of cold con-
ditioned air from the front of the system and the extraction of hot air from the back of
the Rack and other more efficient system operation. Simultaneously, air conditioners
positioning can be set for more efficient channeling of cold air in the cold area at
the lowest possible cost. Also, climatic sensors can be installed and configured that
are responsible for the immediate notification and the calculation of useful metrics
to forecast future improvements in the infrastructure. Virtualization/consolidation
reduces costs, since it reduces capacity requirements and the number of physical
machines required. Typical Server utilization ranges from 5 to 30%, which allows
accommodating more than one Servers on one physical machine. Another popular
metric, namely performance per watt attempts to capture the performance-power
tradeoff. However, a related problem is that characterizing the impact of power on
performance is often very challenging and there is little progress in the way formal
models can address this gap in a virtualized environment. It should be possible to
estimate power and thermal effects of individual VM’s, but in a virtualized environ-
ment this can be very challenging since the VMs can interact in complex ways, for
example, a poorly behaved VM can increase the power consumption of other VMs
[16].
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2.4 Data Centers and Building Envelopes

Green technologies of information—American Society ofHeating, Refrigerating and
Air-Conditioning Engineers (ASHRAE) published in 2011 the whitepaper “Thermal
Guidelines for Data Processing Environments”. The purpose of thermal guidelines
is to develop recommended envelopes as to give guidance to data center operators on
maintaining high reliability and also operating their data centers in the most energy
efficient manner [17]. Any choice outside of recommended envelops should be a
balance between the additional energy savings of the cooling system considering the
operating temperature, versus the deleterious effects in performance, reliability, or
acoustics (see Fig. 4).

In the same context, [18] categorizes green computing performance metrics in
Data Centers as it is illustrated in Fig. 5 and also presents the formal process for
benchmarking a Data Center using developed software tools, including EnergyPlus,
for designing energy efficient buildings and Data Centers.

Fig. 4 Server Metrics for Determining Data Center Operating Environmental Envelope

Fig. 5 Formal process for designing an energy efficient Data Center [18]
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Similarly, Pan et al. in [1] have developed an energy model with EnergyPlus for
two office buildings in a R&D center in Shanghai, China to evaluate the energy cost
saving of green building design options compared to the baseline building.

Recently, a number of efforts have devised models and simulation tools for cap-
turing thermal effects using temperature measurement facilities at various levels
(starting from chip level), which can be useful for control purposes [16]. According
to [9] the refrigeration periods can be modelled, based on the weather data for differ-
ent locations, and hence, the total energy consumption of the Data Center equipment
for a given IT load is estimated.

3 Proposed Methodology

3.1 Modeling Procedure

The building of interest in this study (see Fig. 6) is a building of Hellenic Mediter-
ranean University (HMU) in Heraklion, Crete. It is a 3-story building that has study
rooms, classrooms, offices and IT rooms. On the 2nd floor there are two structurally
identical rooms, one is used as Data Center and the other as Hardware Laboratory
(see Fig. 7). Since the data center space is permanently in use, we chose to start
our methodology for building the thermal model of the data center space using the
opposite Hardware Lab, which is totally empty from people and operating computer

Fig. 6 The case study building
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Fig. 7 Third floor plan with air conditioner, temperature sensor (red), electricity consumption
sensors (blue) and computer with Emoncms software

and cooling devices during the Christmas holiday period. The idea is that the ther-
mal model of the data center room, when it is empty from people and operating
devices, will follow the same temperature variation with Hardware Lab, considering
that both spaces share the same structural envelop and have identical dimensions and
configuration. Hence, we measured along this period the variation of the indoor air
temperature at the Hardware Laboratory. In parallel, we measured the variation of
the indoor air temperature at the data center and also the electric power consumption
of the non-IT equipment (energy consumed for cooling the data center), along with
the total energy consumption from the computing and cooling devices. Following
this measuring step, we had to develop at Energy Plus the digital twins of our rooms,
so we can simulate their thermal behavior. The next step was to compare simulation
results from Energy Plus with measurements for indoor air temperature variation for
the Hardware Laboratory in order to see if our simulation model is validated. If it is
true, we can assume that we have successfully simulated the thermal behavior of our
structural envelopes for both spaces. As the Data Center and Hardware Laboratory
are both spatially and structurally the same spaces, we can then start adding passive
energy loads (computing and cooling devices) in our model similar to the real loads
in the data center. The aim is to define in our model the characteristics of the real Data
Center space in order to have a report about the electric energy and cooling capacity
that is required to cool the space regarding the temperature set point at the Data
Center. This new simulated thermal model is again validated towards the measure-
ments we have collected from the operating data center during the winter holidays.
Then, having measured the electric energy needed for cooling the data center and
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the total energy consumed in the data center, the PUE index of the data center can
be estimated. Considering that our thermal model for the data center is successfully
validated, we will be able to propose ways for the reduction of the PUE index of
Data Center trying various structural changes on the envelope of our digital twin. We
note that the HVAC system of the data center comprises two inverting wall-mounted
24.000 Btu minisplit air conditioners.

3.2 Software Simulation Tools

EnergyPlus [19] is a thermal analysis software that allows engineers to simulate
the thermal behavior of buildings. EnergyPlus is a Dynamic Simulation Modelling
tool (DSM) and is used to simulate the thermal performance of new and existing
buildings. Dynamic simulation traces the building’s thermal state through a series
of hourly snapshots, providing a detailed picture of the way the building performs
under extreme design conditions and throughout a typical year. Results consist of
several data points for each variable that is output. EnergyPlus allows for preparation
of a model in 3-D geometry in a third party software (Sketchup) based on already
existing building plans and detailed photos and then guides the user to set up the
internal condition zones and structural element characteristics that will describe the
buildingmodel (by relative plugins). The simulation process calculates annual hourly
data that can be examined in detailed and filtered for each zone and variable.

Sketchup [20] is a 3D modeling software for a wide range of drawing applica-
tions. There is an online open source library of free model assemblies (e.g., windows,
doors, automobiles, etc.), 3DWarehouse, to which users may contribute models. The
program includes drawing layout functionality, allows surface rendering in variable
“styles”, supports third-party “plug-in” programs (e.g., openstudio), and enables
placement of its models within Google Earth. SketchUp 4 and later support soft-
ware extensions written in the Ruby programming language, which add specialized
functionality. SketchUp has a Ruby console, an environment which allows experi-
mentation with Ruby. The free version of SketchUp also supports Ruby scripts, with
workarounds for its import and export limitations.

The Legacy OpenStudio Plugin-in for SketchUp [21] facilitates the creation and
editing of building geometries in EnergyPlus input files. This free plug-in also allows
the launching of EnergyPlus simulations and viewing of the results which leaving the
SketchUp 3D drawing program. The Legacy OpenStudio Plug-in was created by the
National Renewable Energy Laboratory of the U.S. Department of Energy (www.
nrel.gov) as an interface to theEnergyPlus simulation engine.Active development has
moved from the Legacy OpenStudio Plug-into the more comprehensive OpenStudio
suite of tools and libraries.

The OpenStudio Application Suite [22] combines all the plug-ins for modeling,
simulation and results viewing with EnergyPlus and SketchUp. It is a cross-platform
(Windows, Mac, and Linux) collection of software tools to support whole building

http://www.nrel.gov


130 S. Panagiotakis et al.

energy modelling using EnergyPlus. OpenStudio is an open source project to facil-
itate community development, extension, and private sector adoption. OpenStudio
includes graphical interfaces along with a Software Development Kit (SDK). It is the
next version of Legacy OpenStudio plug-in that incorporates all the necessary tools
for EnergyPlus simulations. OpenStudio enable potential developers to write their
OpenStudio measure (henceforth referred to as a “measure”). Measure is a program
(or ‘script’, or ‘macro’) that can access the leverage the OpenStudio model and API
to create or make changes to a building energy model, as defined by an OpenStudio
model (.osm). Measures are written in Ruby, which allows the measure author to
access OpenStudio directly as well as through the SketchUp plugin. Measures can
be created from scratch, but existing measures may also be used as a starting basis.

xEsoView [23] is a file viewer for EnergyPlus.eso output files that gives to the
user a very fast overview of the simulation results. xEsoView use the Qwt extension
of the Qt toolkit from Trolltech Inc. xEsoView presents all reported variable names
in a list, which can be sorted and filtered, on the left-hand side. On the right side
it presents the graphical representation of the selected variable. The time axis can
be changed using predefined ranges (hour, day, week, month, total) with zooming
support. With a selection box you can switch between the available environments,
e.g. summer design day and run-period. A simple CTRL + C copies the variable
data to the clipboard. So you can easily paste the data into a spreadsheet for further
analysis.

Elements software [24], Version 1.0.4, is a free, open-source, cross-platform soft-
ware tool for creating and editing customweather files for building energy modeling.
Elements software tool was developed by Big Ladder Software with the generous
funding and collaboration of Rocky Mountain Institute.

3.3 Creating the 3D Geometry in SketchUp

In this work, we used the SketchUp 15 trial version for 3D modelling. We created
the thermal 3D model from scratch, and all surfaces was “matched” and linked to
each other according to the boundary conditions (Fig. 8).

Before creating the geometry, a basic template of a Large office building was
imported in the design in order to allow for the basic construction and thermal
characteristics to be determined automatically. Changes and adaptions were made to
account for the specificities of our application later in the modeling process using
OpenStudio Application Suite. The basic design of the floor was expanded using the
“Create Spaces from Diagram” command. Three floors were created, 1st and 2nd
floor. In the 2nd floor, one space was created, which account to the Data Center.

The basic space types and thermal zones can be set in the 3D geometry, while
further details are imported later in the .osm model. First the space types are set as
large open office areas for all the areas except the corridors, the stairs and the spaces
which of interest for this study. All office areas are imported in the same thermal
zone. The stairs area of the ground floor is a separate thermal zone. The areas of the
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Fig. 8 Rendering by boundary conditions view of SketchUp 3D model

Data Center and the Hardware Laboratory are in different thermal zones. The Data
Center and was set as IT space in the .osmmodel. Hence five different thermal zones
are set in the .osm file that is created (Figs. 9 and 10). The thermal simulation and
all further data are imported in the OpenStudio suite environment.

Fig. 9 Assignment of thermal zones in Sketchup 3D model
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Fig. 10 Assignment of space types in Sketchup 3D model

3.4 Measurements

For temperature variation and power consumption measurements we used the low-
cost Arduino technology. The open-source web application from Emoncms [25] was
used for storage, real time representation and treatment of the archived measurement
data, which was collected from the ethernet-connected Arduino. In particular, for
temperature measurements we used Arduino UNO equipped with DS18b20 + tem-
perature sensor and for power consumption we used Arduino with three non-invasive
current sensors of 30 A for the three phases of the electric power. The Arduino
equipped with the power consumption sensors was measuring the total consumption
of the Data Center. The measurement data for the IT equipment’s consumption were
provided from the UPS unit which provided electrical power to the IT equipment.
The Arduino layout for temperature measurement is presented in Fig. 11.

Emoncms [25]was used for storage, real time representation and treatment ofmea-
surement data received from arduinos. Emoncms is an open-source web application
for processing, logging and visualizing energy, temperature and other environmental
data and is part of theOpenEnergyMonitor project. In brief the emoncms architecture
is a combination of a front controller on the Server, model-view-controller design
pattern and a directory structure that makes easy adding features in a self-contained
modular way.

Temperature and Energy Monitoring is achieved through a dashboard, offered
as a web app, which runs on Emoncms and is also available as a native Android
app. Through this dashboard we can Explore—visualize Site temperature in Celsius
Degrees, power consumption in Watts, daily energy consumption in KWh and PUE
calculations (see Figs. 12 and 13).
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Fig. 11 Arduino layout for temperature measurement

Fig. 12 Graphical representation of ambient Temperature

Figure 14 presents measurements obtained for the Data Center’s (a) and the
hardware lab’s (b) air temperature respectively, from December 25th to Decem-
ber 30th. Measurements show that Data Center’s temperature deviates in the range
of 21.4−22.7 °C and at the same time, hardware lab’s air temperature deviates in the
range of 19.4−20.8 °C.

3.5 Setting Model Parameters in OpenStudio .OSM File

In the Site tab (see Fig. 15) we set the path of the .epw weather file for simulation.
The weather data has been provided by a Weather Station located in HMU, about
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Fig. 13 Real time visualization of the power consumption

Fig. 14 Data Center’s (a) and hardware lab’s (b) temperatures measured
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Fig. 15 OpenStudio Site tab

700 M away from the case study building. Weather file has to be in .epw format for
simulations in EnergyPlus. Also, a weather file in .epw format was purchased from
White Box Technologies Company [26]. The data of the weather file of White Box
Technologies Company was edited and updated by the Elements software with the
weather data from the Weather Station of HMU.

In the .osm file we have to make some changes in order to adapt to the case study
of the building that we are referring to. We select the appropriate materials from the
Library tab anddrag anddrop them to the relative position (Fig. 16). Thematerials and
their attributeswere set according to Technical Guideline 20701–2/2010 of Technical
Chamber of Greece [27].

Fig. 16 Constructions and their materials
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Fig. 17 Building up a simple split AC system from standard components

Apart from the materials, we set the HVAC system for heating and cooling (see
Fig. 17). As the openstudio does not provide a template for a standard split air
condition, standard components from the library were used to build up a simple
split AC system. As the thermal zone of Data Center was set to conditioned thermal
zone the other thermal zones were set to not conditioned and left drifting during
simulation.

The loads for the Data Center (Space 306) are set according to measurements
about the IT and non IT equipment power consumption in the closet of the Data
Center and the loads of the equipment was operating at the same period in the Data
Center. The Data Center space was set as IT Room space type.

The loads for the Data Center (Space 306) are set as IT room Equip” according to
measurements about the IT and non IT equipment power consumption in the closet
of the Data Center. The schedule consists of a series of fraction rules. The fraction
was calculated by dividing the power which measured in the corresponding time
step, to the maximum power which measured in the total simulate time. Each rule
or profile applied from December 25th to December 30th. Figure 18 represents the
fractional rules for the Data Center loads.

3.6 Hardware Laboratory’s Simulation Results

Simulation Results (see Fig. 19) show that Hardware Laboratory’s air temperature
deviates in the range of 21.3–22.7 °C.
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Fig. 18 Fractional rules for the Data Center loads

Fig. 19 Hardware Laboratory hourly simulated results from December 25th to December 30th

3.7 Data Center Simulation Results

Simulation Results (see Fig. 20) show that Data Center’s air temperature deviates in
the range of 21,3–22,7o C.
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Fig. 20 Data Center hourly simulated results from December 25th to December 30th

4 Models’ Validation

4.1 Hardware Laboratory’s Validation Results

The validation of the model for Hardware Laboratory is realized during Christmas
holidays, so that no activity or internal gains are perturbing the results. Figure 21
presents themeasurements obtained for the hardware lab air temperature, the temper-
ature from simulation and the outdoor temperature fromDecember 25th toDecember
30th, 2014. Measured temperatures deviate in the range of 19.8–20.8 °C and the sim-
ulated temperatures deviate in the range of 19.31–20.62 °C. The standard deviation
of the difference between simulated and measured temperatures is roughly 0.2 °C.
So, we can say that the EnergyPlus model gives satisfying results.

Fig. 21 Temperatures measured, simulated and the outdoor temperatures for Hardware laboratory



Energy-Efficient Design of Data Center Spaces in the Era … 139

Fig. 22 Temperatures measured, simulated and the outdoor temperatures for Data Center

4.2 Data Center’s Validation Results

The validation of the model for Data Center is realized during Christmas holidays,
so that no activity or internal gains are perturbing the results. Figure 22 presents
measurements obtained for the Data Center air temperature, the temperature from
simulation and the outdoor temperature from December 25th to December 30th,
2014. Measured temperatures deviate in the range of 21.3–22.7 °C and the simulated
temperatures deviate in the range of 21.4–22.5 °C. The standard deviation of the
difference between simulated and measured temperatures is roughly 0.2 °C. So, we
can say that our model in EnergyPlus gives satisfying results.

4.3 PUE Calculations for Various Structural Interventions

In this section we consider the possible interventions that can be done in our building
in order to improve energy performance of the Data Center space. A distinct simu-
lation was made for each proposed intervention of the building model according to
measured temperatures in comparison with the recommended envelope proposed by
the ASHRAE for Data Processing Environments (Table 1). Power consumption, and
therefore PUE, comparison between the previous and new situation was made.

According to ASHRAE TC 9.9—Thermal Guidelines for Data Processing Envi-
ronments, typical Data Centers are operated in a temperature range of 20 to 21 °C
with a common notion of “cold is better”. The cooling setpoint of the Data Center
we are considering is set from the administrator at 19 °C and this is an indica-
tion that this applies in respect to the cooling setpoint. The upper limit temperature
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Table 1 2011 and 2008 Thermal Guideline Comparisons Source: ASHRAE TC 9.9 [17], Thermal
Guidelines for Data Processing Environments

value for the recommended envelope proposed by the ASHRAE for Data Processing
Environments is at 27 °C.

Simulating the proposed innervations, we exported the results illustrated in Fig. 23
(a) and (b) for the PUE of the December and August period.

Simulating the proposed innervations, we exported the results in Table 2 for the
average reduction of cooling consumption for the December and August period. The
results are sorted in increasing order.

As one can see the most beneficial option is to increase the cooling temperature
limit according to the envelope proposed by ASHRAE, without incurring the life
of the equipment. Definitely, the applicable and most beneficial option should be
considered among the others based on the prices of the local electric power market.

5 Conclusions

This work investigated thermal performance of buildings with emphasis on data
center spaces. In order to evaluate the thermal performance and energy efficiency of
buildings and building sub-sectors, several simulation tools have been proposed. In
this work, the researcher exploited the potential of EnergyPlus software. EnergyPlus
is a software platform that is used in relation to other tools in order to create a
user-friendly simulation environment. In order to develop a modeling procedure,
the researcher studied the simulation tools and used them in order to simulate the
Educational building inHeraklion,Crete that hosts the data center ofHMU. Inorder to
evaluate the developedmodel, measurements were performed at specific periods, and
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Fig. 23 Average Simulated PUE for December (a) and August (b) periods for all interventions and
relevant average ambient temperatures

Table 2 Exported results for average cooling consumption reduction for the December and August
period, sorted in increasing order

Roof Insulation—Setpoint at 19 °C 0,00%

Wall Insulation—Setpoint at 19 °C 0,00%

Shade—Setpoint at 19 °C 0,00%

Economizer—Setpoint at 19 °C 0,09%

Install Equipment in a Basement—Setpoint at 19 °C 6,99%

Wall Insulation and ASHRAE recommended envelope—Setpoint at 27 °C 7,47%

Roof Insulation and ASHRAE recommended envelope—Setpoint at 27 °C 9,01%

ASHRAE recommended envelope—Setpoint at 27 °C 9,32%

Shade and ASHRAE recommended envelope—Setpoint at 27 °C 10,66%

Economizer and ASHRAE recommended envelope—Setpoint at 27 °C 17,97%

Install Equipment in a Basement and ASHRAE recommended envelope—Setpoint at
27 °C

33,44%
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the indoor air temperature of the Educational building’s spaces was calculated. Main
objective of the evaluation procedure was to assure that the model built for the Data
Center space confirms the measurements obtained about temperature variation. All
the software utilized for the analysis were thoroughly described: the implementation
of the 3-D geometry of the case study building in Sketchup using Sketchup 2015
version, the input parameter selection and modeling procedure using openstudio and
EnergyPlus respectively.

The huge energy consumptions of the data centers demonstrate the significant
potential for reduction of their energy cost. Green ICT policies and regulations put
more pressure on Data Center operators to consider Energy-efficient Data Center
design, so to contribute to a better use of space and increase performance and effi-
ciency. The Data Center cooling systems are a desired target of energy conservation
measures. The design of the Data Center cooling system is driven by the heat released
from IT hardware it serves, and it is difficult to predict how this will vary. Exhaust
temperatures will continue to increase, resulting in even hotter temperatures in the
Data Center spaces. Air performance metrics can be used to benchmark improve-
ments and to quantify inefficiencies and calculate Data Center’s cooling systems
effectiveness towards optimization.
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In-Network Machine Learning Predictive
Analytics: A Swarm Intelligence
Approach

Hristo Ivanov, Christos Anagnostopoulos, and Kostas Kolomvatsos

Abstract This chapter addresses the problem of collaborative Predictive Modelling
via in-network processing of contextual information captured in Internet of Things
(IoT) environments. In-network predictivemodelling allows the computing and sens-
ing devices to disseminate only their local predictive Machine Learning (ML) mod-
els instead of their local contextual data. The data center, which can be an Edge
Gate- way or the Cloud, aggregates these local ML predictive models to predict
future outcomes. Given that communication between devices in IoT environments
and a centralised data center is energy consuming and communication bandwidth
demanding, the local ML predictive models in our proposed in-network processing
are trained using Swarm Intelligence for disseminating only their parameters within
the network. We further investigate whether dissemination overhead of local ML
predictive models can be reduced by sending only relevant ML models to the data
center. This is achieved since each IoT node adopts the Particle Swarm Optimisa-
tion algorithm to locally trainMLmodels and then collaboratively with their network
neighbours one representative IoT node fuses the localMLmodels.We provide com-
prehensive experiments over Random and Small World network models using linear
and non-linear regression ML models to demonstrate the impact on the predictive
accuracy and the benefit of communication-aware in-network predictive modelling
in IoT environments.
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1 Introduction

This section introduces the aims of the chapter, the motivations behind it and the
structure of this chapter.

1.1 Motivation

Internet of Things is defined as a “proposed development of the Internet in which
everyday objects have network connectivity, allowing them to send and receive data
[21].” Every IoT device has an IP address and is able to transfer data over a network.
IoT devices become more popular with each passing year. In 2018 their number hit
7 billion and there are no signs of them slowing down [18].

Nowadays, IoT devices have numerous applications and almost every industry
uses some sort of smart devices to automate processes, gather data or communicate
with other devices. On the other hand, there aremany challenges that they face. Some
of them are security, connectivity, compatibility and privacy, but the main talking
point of this chapter would be energy consumption and howwe can reduce it (Fig. 1).

This chapter focuses ononeuse case of Internet ofThings devicesWirelessSensor
Networks (WSN). In this case, energy conservation is everything. The longer a sensor
can be kept alive, themore data you can gather and less often youwill have to recharge
the device (which may be difficult, depending on the conditions sensors are located
at). One way to address that problem is Predictive Modelling. Predictive Modelling
is a process that uses statistics and machine learning models to predict outcomes
(closely related to Predictive Analytics). It can never predict the future, but it can
look at existing data and determine a likely outcome [11]. The benefits of predictive

Fig. 1 Number of global IoT Connections in Billions [18]
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modelling are that it brings the computation to the data and not vice versa. Sensing
and computing devices do not have to send their entire local data over the network to
the Data Center (or sink node), but just have to generate a local machine learning
model trained on that data and send that instead. In the long term, this approach should
greatly benefit the battery life of the sensing and computing devices. Moreover, it
would allow the data center (DC) to study the received machine learning models,
predict possible outcomes of that data and recreate part of the datasets. Of course,
there are some drawbacks to this approach—adaptability of the ML models to new
data (the models will not always be up to date) and models cannot be 100% accurate
(if accuracy is critical this might not be a suitable approach).

1.2 Aim

The objective of this chapter is to investigate whether we could reduce the commu-
nication overhead of the sensing and computing devices (nodes) by implementing
different network models and reducing the number of nodes communicating with
the back-end data center system, e.g., sink node. Each device has a unique dataset
and will use the Particle Swarm Optimisation (Swarm Intelligence) algorithm to
calculate the regression coefficients (linear or non-linear) that best fit its data.

This chapter will implement and analyse two network types—Random network
and Small World network. These network models will be used to generate node
neighbourhoods. For each neighbourhood, wewill generate a fused regressionmodel
which will ‘generalise’ all the local regression models in that group. One represen-
tative of each group will be responsible for collecting the local ML models of its
neighbours and using the proposed methodology of this chapter to generate that
fused model. After that, each of those models will be sent to the sink node, to
evaluate their accuracy using a test dataset. Furthermore, the proposed methodol-
ogy’s performance will be evaluated against a baseline solution, in terms of energy
consumption and prediction accuracy of each machine learning model. This commu-
nication overhead—prediction accuracy tradeoff will be an important talking point
in the chapter.

1.3 Outline

This section introduced the motivations and aims behind the chapter. The remainder
of this chapter is structured as follows:

• Section 2—Background introduces the reader to topics that are relevant to this
chapter and reviews relevant literature.

• Section 3—Analysis defines the problem this chapter is trying to solve, outlines
the baseline solution, proposedmethodology and networkmodels in greater detail.
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• Section 4—Implementation describes the approach taken to solve the challenges
mentioned in the Analysis section and outlines the implementation details of this
chapter’s baseline solution, proposed methodology and network models.

• Section 5—Performance and Comparative Assessment evaluates the perfor-
mance of the proposed methodology against the baseline solution and discusses
the tradeoff between communication overhead and prediction accuracy of the
regression models.

• Section 6—Conclusion provides reflections on the proposedmethodology, draws
conclusions on its effectiveness and performance, identifies opportunities for
future work and summarises the whole chapter.

2 Background

This section summarises several books, research papers and topics that I had to get
familiar with and algorithms that had to be implemented as part of the chapter.

2.1 Particle Swarm Optimisation Algorithm

The Particle Swarm Optimisation (PSO) algorithm is a population-based search and
optimisation algorithmbased on the simulation of the social behaviour of birdswithin
a flock [9]. It was developed by Dr. Eberhart and Dr. Kennedy in 1995. The PSO
algorithm has many advantages including simplicity of implementation, reliability,
robustness, and in general, is considered an effective meta-heuristic optimisation
algorithm [23]. Kennedy and Eberhart [17] describe the algorithm as a very simple
concept, for which paradigms can be implemented in a few lines of code. It requires
only primitive mathematical operators and is computationally inexpensive in terms
of both memory requirements and speed.

The algorithmworks by having a population of candidate solutions (particles) and
moving them around in the search-space according to simple mathematical formulae
over their position and velocity. Each particle’s movement is influenced by its local
best known position but is also guided toward the best known position in the search
space, which is updated as better positions are found by other particles. This is
expected to move the swarm toward the best solutions [33] (see plot 2).

The PSO algorithm is used in many fields because optimisation is found every-
where. In the production of a new device, in a new artificial intelligence technique,
in a big data application or in a deep learning network, optimisation is the most
important part of an application. The PSO algorithm is used in the chapter to find
the optimal coefficients in the regression model equations (see 4 or 2.5).

Özsoy and Örkcü [23] used the PSO algorithm in their paper to estimate non-
linear regression model parameters. They note that the algorithm exhibits a rapid
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(a) Beginning (b) Middle (c) End 

Fig. 2 Particle positions at different stages of the PSO algorithm

convergence tendency and it specifically converged after at most 20–25 iterations for
all the models with the number of parameters ranging from 2 to 9. They conclude
that the algorithm is a very efficient method for handling the problems of parameter
estimation of nonlinear regression models (Fig. 2).

2.2 Particle Representation

Kennedy and Eberhart converted the social simulation algorithm into an optimisation
paradigm. The idea was to let the agents (birds) find an unknown favourable place
in the search space (food source) through capitalising on one another’s knowledge.
Each agent is able to remember its best position and knows the best position of the
whole swarm. The extremum of the mathematical function to be optimised can be
thought of as the food source [15].

In the algorithm each bird is represented by a particle. In this chapter each particle
represents a possible estimation of coefficients (e.g.p = [w0,w1]). Particles move
around the search coefficient space (by adding a calculated velocity to their position
at every iteration) to find the optimal coefficients [w0∗,w1∗]. The following two
equations calculate the velocity and the position of a particle, respectively:

vk+1
i, j = wvki, j + c1r1

(
xbestki, j − xki, j

) + c2r2
(
gbestkj − xki, j

)
(1)

xk+1
i, j = xki, j + vk+1

i, j , (2)

where xi, j and vi, j are the position and velocity of the j component of the x particle
at iteration i; gbestj and xbesti, j show the best position achieved so far by the whole
swarm in dimension j and the personal best for particle i, respectively; r1 and r2 are
random numbers in the interval (0,1) sampled from a uniform distribution; c1, c2 are
the cognition factor (particle’s confidence in itself) and the social factor (particle’s
confidence in the swarm) [15]; w is the inertia weight (weighs the contribution of the
velocity from the previous iteration).
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Fig. 3 The movement of a
single particle based on
Eqs. 1, 2

Particle positions need to be randomly initialised in order to cover as much search
space as possible and to distribute them so that there is a greater chance the optimum
is found. The initialisation of particles plays an important role in the performance
of the algorithm. If it is not appropriate then the particles may end up searching in
the wrong area, get stuck in a local minimum or find a suboptimal solution. A good
technique that is used in this chapter is the following: if each dimension j is defined
by the two vectors, xmin, j and xmax, j, which respectively represent the minimum and
maximum positions, then the particle’s position is initialised to: (Fig. 3)

x = xmin, j + r j
(
xmax, j − xmin, j

)
,∀ j = 1, . . . , n, (3)

where r j ∼ U (0, 1) and n is the number of dimensions [9].

2.3 Parameters

The performance of PSO depends greatly on its parameters. The optimal values
for these parameters are dependent on the problem itself, the search space and the
convergence time required. The control parameters of the algorithm are namely the
dimension of the problem, number of particles, inertia weight, number of iterations
and the cognitive and social components. Additionally, if velocity clamping (setting
a limit on particles’ velocity) or constriction (an approach similar to adding inertia
weight) is used, the maximum velocity and constriction coefficient also influence the
performance of the PSO [9]. This chapter has experimented with different values for
these parameters which will be discussed in detail in Sect. 4—Implementation.
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2.4 The PSO Algorithm

Each position in the n-dimensional search space corresponds to the values of n regres-
sion coefficients. During each iteration of the algorithm, each solution is evaluated
by an objective function to determine its fitness. All particles will be moving through
the search space to find the position for which the fitness value is best (minimum or
maximum, depending on the problem). Algorithm 1 shows the pseudo code for PSO.
The Particle Swarm Optimisation algorithm will be discussed in greater detail later
in this work—Sect. 4—Implementation where it will be used to generate regression
coefficients for the local machine learning models.

Algorithm 1: Pseudo code for the PSO algorithm.

Data: P, an array of particles
N the number of particles
D the number of dimensions
F the fitness function
gbest the global best
begin

gbest←− M AX I NT
for i < N do

for j < D do

Initialise Pi, j .position
Initialise Pi, j .velocity

end

end

for i < N do

P[i].best = F(P[i].position)
if P[i].best < gbest then
gbest = P[i].best
end

end
while max iteration not reached or termination condition not met do

for i < N do

if F(P[i].position < P[i].best then

P[i].best = F(P[i].position)
if P[i].best < gbest then

gbest = P[i].best
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end
end
end
for i < N do

for j < D do

Update Pi, j .velocity
Pi, j .position = Pi, j .position + Pi, j .velocity

end

end
end
end

2.5 Regression

Regression is a statistical measurement that attempts to determine the strength of
the relationship between one dependent variable (usually denoted by y) and a series
of other changing variables (known as independent variables, denoted by x) [5].
Regression plays an important part in this chapter, as each device would have to
compute its local regression coefficients.

Linear Regression Model
There are two types of linear regression: simple and multiple. Simple linear regres-
sion is useful for finding a relationship between two continuous variables. One is
a predictor (independent variable) and the other is a response (dependent variable).
It looks for a statistical relationship but not deterministic relationship [28]. In the
simple linear regression model, there are two parameters—slope and intercept. The
slope is the ratio of the change in the y-value over the change in the x-value and
the intercept is the y-value of the point where the line intersects the y-axis [20]. The
general form of a simple linear regression model looks like this:

y = w0 ∗ x + w1, (4)

where w0 is the slope, w1—the intercept, x is the independent variable and y—
dependent variable. Linear regression is a linear approach to model the relationship
between a scalar response and one or more explanatory variables. For more than one
explanatory variable, the process is called multiple linear regression [34] (Fig. 4).

The core idea of linear regression is to obtain a line that best fits the data. The
best fit line is the one for which total prediction error (of all data points) is as
small as possible. The error is the distance between the point and the regression
line [28]. Sometimes the relationship between variables is not linear and needs a
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Fig. 4 Linear regression line

more complicated nonlinear equation, that is why this chapter also experiments with
nonlinear regression models.

Nonlinear Regression Model
While a linear regression has one form, nonlinear regression can take many forms.
If the equation does not satisfy the requirements for linearity, then it is not linear.
Nonlinear models are used to model complex interrelationships among variables
and play an important role in various scientific disciplines and engineering [23].
A nonlinear regression equation looks like this:

y = f (β, x) + ε, (5)

where x is a vector of p predictors, β is a vector of k parameters, f is some known
regression function, and s is an error term whose distribution may or may not be
normal [31]. Nonlinear regression is characterised by the fact that the prediction
equation depends nonlinearly on one or more unknown parameters [23]. Here are
just a few nonlinear regression models that have been used in the implementation of
this chapter—Logistic, Jennrich and Meyer 1 models respectively:

β1

1 + exp(β2 − β3x)
(6)

exp(β1x) + exp(β2x) (7)

β1β3x1
1 + β1x1 + β2x2

(8)

Nonlinear models make the estimation of parameters and the statistical analysis
of parameter estimates more difficult and challenging. Difficulties arise due to the
large number of parameters and the multimodal nature of the objective function. It
is very difficult to minimise a sum of squared errors function using ordinary opti-
misation techniques. In order to overcome those difficulties, the use of a powerful
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meta-heuristic method such as the Particle Swarm Optimisation (PSO) algorithm is
needed [23].

2.6 Prediction Error Metrics

Predictive modelling works on the constructive feedback principle. You build a
model, get feedback from metrics, make improvements and continue until you
achieve a desirable accuracy. Evaluation metrics explain the performance of a model.
An important aspect of evaluation metrics is their capability to discriminate among
model results [27]. Since our models will produce an output given any input or set of
inputs, we can then check these estimated outputs against the actual values that we
tried to predict. The difference between the actual value and the model’s estimate is
called a residual. The residual can be calculated for every point in the data set, and
each of these residuals will be of use in the assessment. These residuals will play
a significant role in judging the usefulness of a model. If the residuals are small, it
implies that the model that produced them does a good job of predicting the output of
interest. Conversely, if these residuals are generally large, it implies that the model
is a poor estimator [24].

This chapter will use the Root Mean Square Error (RMSE) as an error metric
to evaluate all regression models. The RMSE is the distance, on average, of a data
point from the fitted line, measured along a vertical line (see Eq. 9). RMSE is directly
interpretable in terms of measurement units, and so is a better measure of goodness
of fit than a correlation coefficient [29]. The RMSE is calculated as follows:

F =
√√√√

n∑

i=1

(
yi − ŷi

)
, (9)

where yi is actual y in the dataset and ŷi is the predicted y (Fig. 5).
Moreover, RMSE has the benefit of penalising large errors and avoids the use of

taking the absolute value, because of those reasons it is more appropriate than other
error metrics, e.g. MAE (Mean Absolute Error) [13].

2.7 Network Modelling

Random Network
A random network (or random graph) is a graph where edges are created by a ran-
dom process. It is obtained by starting with a set of n isolated vertices and adding
successive edges between them at random. Different random graph models produce
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Fig. 5 Visualisation of the Root Mean Square Error [30]

different probability distributions on graphs. Most commonly studied is the one pro-
posed by Edgar Gilbert, which is used in this chapter, denotedG n, p, in which every
possible edge occurs independently with probability 0 < p < 1. The probability of
obtaining any one particular random graph with m edges is:

pm(1 − p)N−m, N =
(
n
2

)
[35]. (10)

Therefore, by increasing the probability p the network becomes denser and the
size of the node neighbourhoods increases. By having large neighbourhoods, we
expect to have increased communication costs (node is communicating with more
neighbours) and increased accuracy (the model of the neighbourhood is trained on
more data). In this type of networks the difference between node degrees is not big
and therefore there are rarely outliers, which makes it suitable for this chapter [4]
(Fig. 6).

The connectivity links in the random network implementation used in this chapter
are unidirectional. This is done because the goal is to have different neighbourhoods
per node, in which neighbourhood that node receives the models from its neighbours
and generates the fused model of the group.

Small World Network
The small world phenomenon, also known as six degrees of separation states that if
you choose any two individuals anywhere on Earth, you will find a path of at most six
acquaintances between them [4]. TheWatts and Strogatzmodel smallworld networks
are used in this chapter. Thismodel is a randomgraph generationmodel that produces
graphs with small-world properties, including short average path lengths and high
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Fig. 6 An example of a
standard random network [8]

clustering. It was proposed by Duncan J. Watts and Steven Strogatz in their joint
1998 Nature paper [32].

The algorithm for creating a small world network is the following:

• Create a ring structure from the n nodes.
• Connect every node to its k closest neighbours (k 1 when k is odd).
• For every node ni take every edge ni, nj and rewire it with probability p.
• Rewiring is done by removing the edge ni, nj and replacing it with ni, nk , where

k is chosen at random.

p is the rewiring probability of the network. As we can see from the plot above
(Fig. 7) when p is equal to 0, there are no rewirings and each node is connected to
its k closest neighbours. By increasing the probability, we increase the chance that a
certain node will be disconnected with one of its neighbours and become connected
to another random node. The mean number of neighbours per node—k stays the
same, regardless of the value of p. As the value of p increases, the network starts
behaving like a random network with a constant mean number of neighbours per
node.

2.8 Mica2 Wireless Sensor Platform

The energy consumption model from the Mica2 sensor board was adopted in this
chapter. Mica2 is a wireless platform and serves as a foundation for various wireless
server network applications.Wewill take into account the energy costs for instruction
execution, transmitting and receiving bits when we evaluate the energy consumption
of regression models in Sect. 5—Performance and Comparative Assessment.
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Fig. 7 Watts Strogatz small world networks with different rewiring probabilities p

Table 1 Energy costs of
some Mica2 operations

Node operation mode Energy cost

Instruction execution 4 nJ/instruction

Transmitting 720 nJ/bit

Receiving 110 nJ/bit

This energy model assumes the energy is coming out of two AA batteries that
approximately supply 2,200 mAh with an effective average voltage of 3 V. It con-
sumes 20 mA if running a sensing application continuously, which leads to a lifetime
of 100 h [1]. The energy costs of the Mica2 operations are summarised in Table 1.

The packet header of the communication protocol adopted by Mica2 is 9 bytes
(MAC header and CRC1) and the maximum payload is 29 bytes. Therefore, the
perpacket overhead equals 23.7% (lowest value). This is quite high, thus necessitating
a multifield transmission solution (i.e., packing multiple contextual values in the
same WSN2 message) [1]. We assume the sensors will be sensing with a lot of
precision. Consequently, for each contextual value, the assumed payload is 8 bytes
(high precision floating point number). Therefore, we would be able to fit two float
values in each packet. This will be taken into account when calculating the energy
costs of each machine learning model.

3 Analysis

This section talks about the problem this chapter is trying to solve, the baseline
solution and its limitations and the proposed solution.

1Cyclic Redundancy Check.
2Wireless Sensor Network.
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3.1 Problem Definition and Analysis

Advances in microelectronics technology havemade it possible to build inexpensive,
low-power, miniature sensing devices. Equipped with a microprocessor, memory,
radio, andbattery, suchdevices cannowcombine the functions of sensing, computing,
and wireless communication into miniature smart sensor nodes [19].

Challenges in sensor networks include high bandwidth demand, high energy con-
sumption, quality of service (QoS) provisioning and data processing. However, the
energy constraint is unlikely to be solved soon due to slow progress in developing
battery capacity. Moreover, the untended nature of sensor nodes and hazardous sens-
ing environments preclude battery replacement as a feasible solution [12]. Predictive
Modelling is an efficient way of reducing those communication costs, by generating
a local machine learning model of the data within the sensing nodes and sending that
model to the data center, which will be able to predict possible future outcomes of
that data.

At its core, this chapter tries to solve the contradiction between service quality
and survival time of IoT sensor networks.We are aiming to increase the survival time
of the sensing and computing devices by significantly reducing the number of nodes
communicating with the sink node (very costly) by exploiting node neighbourhoods.
Only a representative of each neighbourhood will send the regression model, that
is trained on all the data in the group, to the data center. This will lead to trading
off communication overhead and accuracy which we will talk about in more detail
in Sect. 5—Performance and Comparative Assessment. The base case network will
not be generating neighbourhoods and every sensing device will communicate with
the data center directly. This baseline solution will be useful for comparing the
performance of the proposed methodology against it (Fig. 8).

Fig. 8 A simple wireless sensor network
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3.2 Baseline Methodology

In our base case solution, every node talks to the sink node. We do not have any
neighbourhoods of nodes and we assume no collaboration between them. There are
two ways of predictive modelling in this case: Global Model and Average Model.

Global Model
Every node ni sends its dataset di (via wireless links) to the sink node. In this ideal
case (very energy expensive) the sink node collects all the data and trains a machine
learning model on that data and the result is the global model. This model is expected
to be the most accurate because it is trained on the entire dataset (aggregation of the
local datasets of all sensing devices) (Fig. 9).

Average Model
Another reference model is the Average Model. In this case, we assume that the sink
node is not collecting all the data. Instead, devices are running the PSO algorithm on
their own datasets in order to generate local regression coefficients—f i. After that,
each device sends its local model to the sink node. Then, the sink node is averaging
all the local models to generate an aggregate model which is equal to:

1

n

n∑

1

fi , (11)

where n is the number of nodes in the network. This model takes the naive approach
of averaging all the parameters (in the linear regression case—local slopes and local
offsets) and generates the new aggregate model. E.g., if we have two local linear
models: y1 = 3x + 4 and y2 = 4x − 3 then the average model is equal to: y = (3x +
4x) * 0.5 + (4 – 3) * 0.5 = 3.5x + 0.5. The average model is going to be our point of

Fig. 9 Simple Linear Regression models of each node, including the Global model for comparison
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Fig. 10 Simple Linear Regression models of each node, including the Average model for
comparison

reference for energy efficiency, because very low energy consumption is required to
send only local predictive models per device, instead of contextual data (Fig. 10).

3.3 Limitations

There are certain limitations associated with the two reference models mentioned
above. The global model could prove very costly for each sensing device because it
means they have to send their entire datasets over the network, which is too expensive
and very much hurts scalability. This approach will require the devices to read data
from disk, load it into memory and send it over the network to the data center which
overall will be very expensive in terms of energy cost (see transmission costs per bit
from Table 1).

The average model introduces less communication overhead than the global
model. This is because the model generation phase is performed locally at each
node and only those local models are sent to the receiver. On the other hand, its
accuracy is expected to be worse because of the naive approach of taking the average
of all the received regression models. This method is naive because it does not take
into consideration the size of the different datasets and the ‘mass’ of (x, y) pairs in
the 2D plane (Fig. 10).

Overall, generating the global and average models will lead to high energy con-
sumption and decreased prediction accuracy, respectfully. Both have their limitations
and neither is the obviously better choice.
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3.4 Proposed Methodology

This section lists the required steps of the proposed methodology.

Generate Neighbourhoods
The proposed methodology will exploit node networking neighbourhoods. There-
fore, the first step will be to generate those neighbourhoods. Depending on the net-
work type, initialise an adjacency matrix adj[][] where adj[i][j]== 1 if and only
if node j is part of the neighbourhood of node i. In that way, each node creates a
neighbourhood of its own, which will be exploited to generate a fused regression
model that fits the aggregated dataset from the nodes in the group.

The Local PSO Model
After that, every sensing device needs to individually analyse its contextual data—di
and generate its local regression coefficients. Each node evidently derives a different
regression model and in order to generate that model, it runs the Particle Swarm
Optimisation algorithmand gets the optimal local regression coefficients of themodel
that best fits its local data—PSO(di) ⇒ (w0, w1,.., wn).

Regression Parameters Dissemination to Neighbours
Each sensing device sends information to the representative node in the neighbour-
hood. For example, if the device has learnt the linear model—y = w0 * x + w1, it will
send the set of parameters—w0, w1, the xmin, xmax ranges for the input data x and the
number of rows of data—N it contains to the representative node (Fig. 11).

Generate Sampling Datasets
After the representative receives the required information from all neighbours ni,
the next step is to generate ‘sampling’ datasets—di for each set of local ML models
received. The goal of this process is to generate input and output data pairs that can

Fig. 11 Neighbours sending
their regression models
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reproduce the datasets within the neighbouring nodes. Therefore avoiding transmis-
sion of the full datasets within the neighbouring nodes, whichwould be highly energy
consuming. For each neighbouring sensing device ni the process is the following:

• Take a random value x from the interval xmin, xmax. To do that, we need a uniform
generator which gives us a uniformly distributed value p in the range [0, 1]. Then
the random input x within the interval is:

xrand = xmin + p ∗ (xmax − xmin) (12)

This is a uniformly generated input x from this interval.
• Before we calculate the output ywe need to add Gaussian noise, in order to reduce

overfitting and improve model generalisation. Gaussian noise is a value with zero
mean and specific variance. We assume the variance, is relatively small, e.g., 0.1.
Hence, we generate a Gaussian value q with μ = 0 and σ = 0.1. Therefore, the
final output looks like this: y = w0 * x + w1 + q.

• Calculate the output y.
• Generate N of these x, y pairs, run the PSO algorithm again and we will get the

same model we received from node ni. This proves that we have successfully,
recreated the dataset in ni, without needing to send its entire dataset.

The Fused PSO Model
In every node ni, we combine the local data di with the aggregated generated ’sam-
pling’ datasets. The result is the fused dataset D which represents all the data of
devices in the neighbourhood. We run the PSO algorithm again, this time on the
fused datasetD. The final result is the fused regression model of that neighbourhood,
which represents all the devices in that group PSO D = f i.

After the generation of each fused model, they all need to be sent to the data
center, which in turn has to pick the top-k performing models (in terms of energy
consumption and prediction accuracy), for Predictive Modelling purposes. The end
goal is to have at least k fused models outperforming the average and global models
from the baseline solution so that they will be selected by the sink node.

In this chapter, wewill assume that at least 70%of the nodes need to be represented
by the top-k fused models so that they can represent the entire network. Therefore,
a sensible value needs to be assigned to k, depending on the network type and the
neighbourhood sizes. For a dense network k = 1 might be enough, however for a
sparser network k > 1. The k values per network model will be set in the Performance
and Comparative Assessment.
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3.5 Network Model Impact

In the Random Network model, increasing the connectivity probability p increases
the sizes of the neighbourhoods. Therefore, we expect larger neighbourhoods to have
more accurate fused models, but have increased communication costs.

The Small World network is dependant on the order of nodes in the ring, the
mean number of neighbours for each node and the rewiring probability β. Increasing
the number of neighbours per node should guarantee more accuracy but at the cost of
increased energy consumption. The rewiring probability and the order of the nodes,
might add some unpredictability to this network model.

4 Implementation

This section discusses the software development aspects of this chapter in detail—
the used datasets, the implementations of the Particle SwarmOptimisation algorithm
and each of the network models.

4.1 Programming Language

The first task of the chapter was to choose a suitable programming language for
the implementation. After some thought the circle was narrowed down to two pro-
gramming languages—Java and Python. Some of the reasons being their ease of
use, a large number of libraries available, object-oriented nature and the familiarisa-
tion at the time with those languages. Learning a new programming language would
have introduced a lot of complexity and would have been time-consuming, therefore
endangering the successful completion of the chapter. In the end, the chosen lan-
guage was Python because of its suitability for quick prototyping, its versatility and
convenience for plotting data, which is really important for analysing and evaluating
results in this chapter.

Because of its versatility Python is dubbed as the Swiss Army Knife in the data
science community [6]. However, the Standard Python Library alone was not suf-
ficient for the implementation of this chapter. Additional third-party libraries were
used for that additional functionality, that was missing in the standard module. SciPy
and NumPy are one of the most used libraries in the Python data science commu-
nity. They were useful, because of their large collection of high-level mathematical
functions, ability to manipulate data and efficient operations on arrays [22]. The
Matplotlib plotting library has played an important part in the chapter’s performance
assessment phase. This library made it straightforward to create quality graphics,
which helped properly assess the performance of the machine learning models [25].
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4.2 Data

Datasets Used
This chapter has used two datasets to distribute across the simulated sensing nodes

• Appliances Energy PredictionDataset—this dataset was originally used to present
and discuss data-driven predictive models for the energy use of appliances [2].
It includes measurements of temperature and humidity sensors from a wireless
network. The readings are from 9 rooms in a house and the data has been col-
lected at every 10 min for about 4.5 months. The house temperature and humidity
conditions were monitored with a ZigBee wireless sensor network. Each wireless
node transmitted the temperature and humidity conditions at every 3.3 min. Then,
the wireless data was averaged for 10 min periods. Two random variables have
been included in the dataset for testing the regression models and to filter out
non-predictive attributes (parameters) [7].
For the purposes of the experiments in this chapter, each of the 9 rooms from the
dataset is considered as a separate node with different temperature and humidity
readings.

• GNFUV Unmanned Surface Vehicles Sensor Dataset - this dataset comprises 4
sets of mobile sensor readings data (humidity, temperature) corresponding to a
swarm of four Unmanned Surface Vehicles (USVs) floating over the sea surface
in a coastal area of Athens, Greece [10]. It contains readings about the humidity
and temperature of a sea surface during two months—March and July. Each
USV set contains records in the following format: {‘USV-ID’; ‘humidity-value’;
‘temperature-value’; ‘experiment-id’; ‘sensing-time’}. The swarm of the USVs
is moving according to a GPS predefined trajectory.
This dataset has been collected by 4 sensing devices for 2 different months.
Therefore, using this dataset we can simulate 4 * 2 = 8 nodes (Fig. 12).

Fig. 12 A picture of the USVs used in the experiments [10]
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Data Diversity
After the datasets were downloaded, the next step was to analyse them and see if they
are diverse enough for the purposes of the chapter. After all, the data had to be diverse,
so that each node computed a unique set of regression coefficients, which is expected
in a real wireless sensor network. The regression lines of the relationships between
temperature and humidity (where the temperature is the independent variable and
humidity the dependent one) in both datasets are seen in Fig. 13. From that, we
can conclude that both datasets contain diverse linear regression models and each
node would compute unique regression coefficients. As we can see from the above
plots, in the Appliances dataset almost all sensing nodes have approximately the
same median values of their temperature and humidity readings. This is not the case
with the USV dataset, where there are more distinguishable differences between
the medians. Overall, both datasets will be useful in the experimental phase of the
chapter (Figs. 14, 15).

(a) Appliances energy prediction dataset. (b) Unmanned Surface Vehicles dataset. 

Fig. 13 Regression lines of the data within each sensing device

(a) Temperature readings. (b) Humidity readings. 

Fig. 14 Median values per node in the Appliances dataset
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(a) Temperature readings. (b) Humidity readings. 

Fig. 15 Median values per node in the USV dataset

4.3 Particle Swarm Optimisation

In order to generate the local ML models, this chapter uses the Particle Swarm Opti-
misation (Swarm Intelligence) algorithm to calculate the local regression coefficients
that best fit the data in each node.

4.3.1 Implementation

One of the numerous advantages of the algorithm is its ease of implementation.
Therefore, implementing PSOwas straightforward (see Algorithm 1). The algorithm
maintains a swarm of particles, where each particle represents a potential solution.
I took advantage of the object-oriented nature of Python to create a Swarm and
Particle classes. The swarm class contains information that concerns all particles,
such as global best fitness value and positions, the number ofmaximum iterations and
particles (Fig. 16). It is responsible for updating the global best value and stopping the
algorithmwhen it has converged. The particle class, as the name suggests, represents
a single particle (see Fig. 17). It contains the boundaries of the search space, the
position, current velocity, maximum velocity and the personal best position as fields.

Fig. 16 Swarm class implementation
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Fig. 17 Particle class implementation

(a) SciPy’s lingress function. (b) PSO. 

Fig. 18 Accuracy of generated regression coefficients for each sensing device’s data

Its position is initialised as a uniform random value in the search space interval. The
particle class looks like the following:

The objective function used in this chapter is the Root Mean Square Error (see
2.6) of the current position of the particle in the n-dimensional space (the parameters
this particle represents) and the node’s local dataset. It is evaluated for every particle at
every iteration. All particles are aiming for the lowest value of the objective function
(lower error means higher accuracy of the regression coefficients). Therefore the
lowest RMSE value wins and the particle’s parameters become the global best.

This implementation of the base PSO algorithm (without any optimisations or
parameter tweaking) was tested on generating linear regression coefficients. It was
tested against SciPy’s lingress function, which also computes linear regression
parameters. Figure 18 shows that their performances are exactly identical. This proves
that while the algorithm may be very simple to implement, it produces fantastic
results.

4.3.2 Algorithm Optimisations

Inertia Weight
Inertia weight adds a fraction of the last iteration’s particle velocity to the current
one. It was introduced by Shi and Eberhart as a mechanism to control the exploration
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and exploitation abilities of the swarm, and as a mechanism to limit the maximum
velocity a particle can reach and prevent all particles from leaving the search space
[9]. Eberhart and Shi indicated that the use of the inertia weight w, which decreases
linearly from about 0.9 to 0.4 during a run, provides improved performance in a
number of applications [15]. This technique is used in this chapter and it enables the
particles to explore a larger area at the start and as the algorithm progresses, slow
down and converge to an optimum.

Velocity Clamping
Sometimes particles may reach high velocity and risk skipping appropriate search
areas. Theymay jump over good solutions, and continue to search in fruitless regions
of the search space. That is why particle velocity needs to be limited in order to
find the balance between global exploration (explore different regions) and local
exploitation (concentrate the search). If a particle’s velocity exceeds a specified
maximum velocity, the particle’s velocity is set to that maximum velocity. Let Vmax,

j denote the maximum allowed velocity in dimension j. If Vmax, j is too small, the
swarm may not explore sufficiently beyond locally good regions [9]. On the other
hand, too large values of Vmax, j risk the possibility of missing a good region. Particle
velocity is adjusted before the position update using the following equation:

vi, j (t + 1) =
{
vi, j (t + 1) if vi, j (t + 1) < Vmax, j

Vmax, j i f vi, j (t + 1) ≥ Vmax, j
(13)

4.3.3 Parameter Tuning

Swarm Size
The more particles there are in the swarm, the larger the search area that can be
covered per iteration. This means that the search for optimal parameters may take
fewer iterations. On the other hand, increasing particles increases greatly the compu-
tational complexity. The suitable swarm size mostly depends on the type of problem
being solved. At the start of the chapter, a different number of particles has been
experimented with, as can be seen from Fig. 19. Depending on the complexity of the
regression model the number of particles needed to provide optimal accuracy may
vary. The PSO implementation in this chapter uses between 50 and 100 particles
depending on the regression models tested with (some models require particles to
cover more searching space in order to find the optimal coefficients).

Number of Iterations
The number of iterations to reach a good solution is also problem-dependent. Too few
iterations may terminate the search prematurely. A too large number of iterations has
the consequence of unnecessary added computational complexity [9]. Themaximum
number of iterations needs to be set appropriately, in case another stopping condition
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Fig. 19 PSO run with 30
iterations and different
swarm sizes plotted against
the resulting accuracy of the
found parameters (linear
regression)

Fig. 20 PSO run with 50
particles and different
maximum iterations (linear
regression)

is not met. The maximum number of iterations experimented with varies from 30 to
70. As we can see from Fig. 20 the increasing number of iterations does not provide
an increase in accuracy. Therefore, to avoid the additional computational overhead,
for the task of finding the optimal regression coefficients, we just need to find the
minimum number of iterations that provide the best accuracy.

4.4 Convergence

At the start, the PSO implementation had a fixedmaximumnumber of iterations as the
only terminating condition. The issue with that was after the particles had converged
to a global minimum, the algorithm was still running and wasting iterations. An
additional stopping condition was introduced to remove unnecessary iterations.
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(a) PSO implementation with a fixed number
of iterations

(b) PSO implementation with a stopping
condition

Fig. 21 a Shows that the algorithm has converged but is still iterating, b shows a smarter
implementation with a stopping condition

The stopping condition used in this implementation is to terminate the algorithm
when little improvement is observed in the particles’ positions over a number of
iterations. If the change in some particle positions is relatively small (less than a
predefined s), this would mean that the swarm has converged to a solution. This
solution introduces some complexity because sensible values need to be found for
those two parameters: the window of iterations w and the difference in particle
positions s . Therefore, if for every dimension in the n-dimension space the following
statement is true for a particle p:

‖p.oldpos − p.newpos‖ < ε (14)

in consecutive w iterations, then we know the algorithm has converged (Fig. 21).

4.5 Network Models

Random Network
In the random network, every node has a probability p to be connected to every other
node. The implementation of the random network requires an adjacency matrix,
which generates the node neighbourhoods.

Algorithm 2: Pseudo code to generate a random network

Data: N an array of nodes p connectivity probability A adjacency matrix
begin

for i < size (N) do
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for j < size (N) do

if i == j then

continue

end
if r and() < p then

A[i][j] = 1

Else

A[i][j] = 0

end

end

end

end

Figure 22 shows the implemented adjacency matrix. The random network takes
in as parameters the dataset and connectivity probability. After that, it initialises the
adjacency matrix and looks it up for every node to assign its neighbours.

Small World Network
TheNetworkXpython library has beenused to obtain an implementation of theWatts-
Strogatz network. NetworkX is a Python package for the creation, manipulation,
and study of the structure, dynamics, and functions of complex networks [3]. The
parameters that the watts_strogatz_graph() method takes in are listed in Table 2.

Fig. 22 Adjacency matrices
for random networks with
different connectivity
probabilities

(a) p = 0.2 (b) p = 0.8 

Table 2 Parameters needed to obtain a small world network from the NetworkX python library

Parameter Description

n Number of nodes

k Each node is joined with k nearest neighbours in the ring topology network

p Probability of rewiring each edge
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The method first creates a ring over n nodes. Then each node in the ring is joined
with its k nearest neighbours (or k 1 neighbours if k is odd). Then new edges are
created by replacing some already existing edges as follows: for each edge (u, v) in
the underlying “n ring with k nearest neighbours” with probability p replace it with
a new edge (u, v) with uniformly random choice of existing node w [3].

5 Performance and Comparative Assessment

This section goes into detail how well the proposed methodology performs against
the baseline solution and discusses the pros and cons of each network model. Each
network type is evaluated in two cases: when nodes generate linear and nonlinear
regression coefficients.

5.1 Prerequisites

Types of Models
This section will compare the performance of the proposed fused model (discussed
in detail in Sect. 3.4) against 4 other types of models:

• Global Model—all sensing devices send their entire datasets to the remote sink,
which in turn generates a regression model based on all the data.

• Average Model—all sensing devices run the PSO algorithm to generate their
local regression models. After that, every device sends their model to the sink
node, which takes the average of them.

• Local-Global Model—similar to the Global model, but just for a specific neigh-
bourhood—all the nodes from the neighbourhood send their entire datasets to the
representative node of the neighbourhood, which generates a regression model
based on the received data plus its local data.

• Local-Average Model—similar to the Average model, but just for a specific
neighbourhood—all nodes from the neighbourhood generate their local regres-
sion models. Each device sends its local model to the representative of the
neighbourhood, which takes the average of all the received models plus its local
model.

Linear and Non-linear Regression Models
Theproposedmethodology in this chapter has experimentedwith linear andnonlinear
regression models. In the linear case, both networks were tested with simple linear
regression models of the form: y = w0 x + w1, where x is the temperature reading
and y is the humidity. In the other case, several nonlinear regression models have
been experimented with but for the purposes of the performance assessment, we will
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use the one that was most accurate for the two datasets used in this chapter—the
Misrald model. It takes the following form:

y = β1β2x

1 + β2x
, (15)

where again x is the temperature and y is the humidity data.

Evaluation
In order to evaluate the proposed fused models, we need to calculate their accuracy
and energy cost and compare their performance against the other model types. The
energy consumption is calculated using the energy cost of the Mica2 instructions
mentioned in Table 1. Moreover, the energy consumption of the global and average
models is calculated with respect to the average diameter of the network (the number
of hops the packets need to go through to reach the sink node). Moreover, we assume
that the communication between nodes of the same neighbourhood is direct (0 hops).
Meanwhile, the accuracy of each model is evaluated using a test dataset that consists
of a 5% random sample of the full dataset (4.2). Depending on the network type,
the experiments will show if the top-k performing models are the fused models (k
depends on the connectivity of the network and the network model itself).

5.2 Random Network Assessment

This section will discuss the results of the proposed methodology when run in a
random network. The connectivity probabilities experimented with range from 0.1
to 0.9. The diameter of the random network is d = n∗p

log n , where n is the number
of nodes and p is the connectivity probability [26]. Therefore, when a device wants
to send packets to the sink node, they would have to go through d other nodes, to
reach their destination. This means that these d nodes, as well as the source node will
pay those communication costs. When the connectivity probability increases, so do
the neighbourhoods and sensing devices need to send their regression coefficients to
more neighbours. This is illustrated in Fig. 23. The energy cost of the fused models
is lowest at p = 0.1 and highest at the opposite end—p = 0.9.

Depending on the connectivity of the network, the data center needs to pick a
different number of fused models k. The increase in p reduces the top-k models
that need to be selected, in order to represent at least 70% of the devices in the
network. Figure 24 shows that increasing the density of the network, decreases the
top-k models, the sink node needs.

Linear Regression Models
In this case, the PSO algorithmwill be used to generate linear regression coefficients.
As we can see from Fig. 25 as the connectivity in the random network increases, the
fused linear models become more accurate, which is to be expected, since adding
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Fig. 23 Connectivity
probability and energy cost
of the fused models

Fig. 24 Number of top-k
models per connectivity
probability

Fig. 25 Connectivity
probability and median
accuracy of the linear fused
models
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more nodes to the neighbourhoods means adding more local data to train the mod-
els. After p = 0.7, there is no significant improvement in the prediction accuracy,
therefore we can assume that that is our optimal p value. Therefore, from Figs. 23
and 25 we can conclude that we can sacrifice that little extra energy consumption to
achieve relatively greater accuracy. If we assume that p = 0.7 is the optimal value
the following plot shows the result of the experiment for each model type.

Firstly, we can see that each model type is clustered into a group and there are
almost no outliers. The Global model is the most energy consuming and the local
averagemodels are least accurate. In terms of prediction accuracy, the proposed fused
models are on par with the local-global and Global models, which are our point of
reference for accuracy, since they are trained on the entire dataset in the neighbour-
hood/network. At the same time, the fused models are two orders of magnitude more
energy efficient. Some local-average models consume even less energy but have, on
average, 24.4% higher error estimate. From Fig. 24 it follows that for p= 0.7 the sink
node would select only the best performing model. Therefore, if the sink is looking
for the best accuracy-energy cost tradeoff, it would pick one of the fused models
(Fig. 26).

Nonlinear Regression Models
This time, each device in the Random network will compute its local nonlinear
regression model. As we can see from the plot above, the results are much different
from the ones in the linear case. We cannot make out any trends in the accuracy
of the nonlinear fused models and there is no evident relationship between connec-
tivity probability and prediction accuracy in this case. Therefore, we can use the p
value where the fused accuracy is best −0.6 and use that to test how the proposed
methodology performs in this case (Fig. 27).

Fig. 26 Accuracy and energy consumption of each linear model in a Random network with
connectivity probability = 0.7
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Fig. 27 Connectivity
probability and median
accuracy of the nonlinear
fused models

From Fig. 28 it follows that when each node is calculating nonlinear regression
coefficients, there aremore outliers.Half of the fusedmodels have the sameprediction
accuracy as the ‘naive’ average models. On the contrary, the other half have on
average 30% higher prediction accuracy. In that regard, they are on par with the
global models, but at the same time, they consume between 10 and 100 times less
energy. Some local-average models consume a little less energy but are much more
inaccurate. In this case, the connectivity probability is equal to 0.6. Consequently,
the sink node has to select top k models where k = 2. Overall, there are more than 2

Fig. 28 Accuracy and energy consumption of each nonlinear model in a Random network with
connectivity probability = 0.6
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fusedmodels that by far outperform the baseline solution. Therefore, this experiment
is successful.

5.3 Small World Network Assessment

The datasets used in this chapter contain data for 8 (USV dataset) and 9 sensing
devices (Appliances dataset). A suitable number of neighbours had to be chosen in
order to appropriately assess the small world network. At the start, every device is
connected to its k closest neighbours (k − 1 if k is odd). Therefore, every node needs
to have an even number of neighbours and for the given datasets, the options are 2, 4
and 6. Increasing the neighbours per node from 2 to 4 lowers the fused model error
value by 30%. Having 6 neighbours does not provide any increase in the fused model
accuracy and it further increases the communication costs. Therefore, 4 neighbours
will lead to a great increase in the models’ accuracy, without being energy expensive.
Consequently, for the purposes of this assessment, we will choose the neighbours
per node to be 4 (Fig. 29).

The number of top performingmodels—k needs to be established for this network
model. The number of neighbours—N, is the parameter that controls the size of the
neighbourhoods. If we set N = 4, for the purposes of the experiments, it follows that
the mean size of the neighbourhoods will be 5. If the datasets that are used in this
chapter have been collected from 8 and 9 sensing devices, then one neighbourhood
will consist of 62.5 and 55.6% of all devices respectively. Therefore, the data center
will need k = 2 models to involve at least 70% of all the nodes’ data in the generation
of the models. Consequently, for the proposed methodology to be successful in this
networkmodel, the top 2 best performing regressionmodels have to be fusedmodels.

Fig. 29 The fused model
accuracy for a specific
number of neighbours



178 H. Ivanov et al.

The small world network offers “six degrees of separation”, that means the max-
imum distance between any 2 nodes is 6 hops. This is true for social media as well-
everyone in the world is connected to everyone else by no more than six degrees of
separation [16]. This property will be useful when calculating the energy consump-
tion of the Global and Average models because the packets from the source devices
would have to go through 6 other devices (in the worst case) before reaching their
destination - the sink node.

Linear Regression Models
In this case, the sensing and computing devices in the small world network will
have to compute their local linear regression models. As we can see from the above
plot we cannot make a conclusion about the relationship between the fused model
prediction accuracy and the rewiring probability of the network. For that reason, for
the purposes of the experiment, we will use the rewiring probability for which the
fused error is minimum—0.6. The models are mostly grouped together in clusters
(Figs. 30 and 31).

In terms of accuracy, the fused models perform as good as the global models and
some even better.Moreover, in comparison to the averagemodels, most fusedmodels
are on average 30% more accurate. The energy cost of the fused models is decent,
most of them are on par with the Average model or better and they use 2 orders of
magnitude less energy than the Global model. In this case, the sink node will have
to pick the 2 best models and they would be the proposed fused models. As a result,
the proposed methodology in this experiment is successful.

Nonlinear Regression Models
This time, the proposed methodology will generate nonlinear local regression coef-
ficients. As in the linear case, we cannot infer any relationship between the rewiring
probability value and the fused model accuracy. The rewiring value for which the

Fig. 30 Rewiring probability and median accuracy of the linear fused models
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Fig. 31 Accuracy and energy consumption of each linear model in a Small World network with
rewiring probability = 0.6

fused RMSE is minimum is 0.8 and this will be used in the experiment. As we can
see the proposed methodology for the small world networks is not as effective with
nonlinear regression models. This time, the Average model is more accurate than the
Global model and much more energy efficient, therefore it is the point of reference
for evaluating the proposed methodology in this case. The fused models’ energy
efficiency is on par with the Average model, but only one of them performs as good,
in terms of prediction accuracy. When the sink node evaluates the top 2 perform-
ing models only one of them will be a fused model. Consequently, the experiment
is unsuccessful, as the fused models do not address the limitations of the baseline
solution. Therefore, when the small world network is run with nonlinear regression
models, the proposed methodology is not effective (Figs. 32 and 33).

6 Conclusions and Future Work

This section summarises the chapter, the results of the performance assessment and
discusses possible future improvements.

6.1 Assessment Results

Random Network Model
This networkmodel has only one parameter - connectivity probability. Increasing the
connectivity, resulted in increased fused model accuracy and energy consumption.



180 H. Ivanov et al.

Fig. 32 Rewiring probability and median accuracy of the nonlinear fused models

Fig. 33 Accuracy and energy consumption of each model in a Small World network with rewiring
probability = 0.8

Next, a suitable value had to be selected, in the linear and nonlinear cases, to conduct
the experiments.

When run with linear regression models the optimal connectivity probability was
0.7. In this case, the fused models offered the same accuracy as the Global model
but consumed roughly 200 times less energy. Their energy consumption was on par
with the Average model’s but their prediction error was on average 13% less. In this
case, the proposed methodology was successful.
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In the nonlinear case, there was no relationship between the connectivity proba-
bility and the prediction accuracy of the fused models, but their accuracy was best at
p = 0.6 and that was the value used for the experiment. This time, there were some
outliers, which achieved the same prediction error as the ‘naive’ Average model. On
the other hand, some of the fused models had the same accuracy as the Global model
and used 2 orders of magnitude less energy. Overall, the experiment was successful.
Overall, both with linear and nonlinear regression models, the fused models were
outperforming the baseline solution. Therefore, we can conclude that the Random
network was successful in adopting the proposed methodology of this chapter.

Small World Network Model
The parameters of this network model are the number of neighbours and the rewiring
probability. Increasing the neighbours, resulted in increased fused model accuracy
and energy cost, as expected. For the purposes of the experiments, the number of
neighbourswas set to 4 (offered best energy consumption-prediction accuracy value).
When run with linear regression models, there was no evident relationship between
the rewiring probability and the energy consumption or accuracy of the models.
Therefore, the value, for which the fused model error was lowest, was selected for
the experiment—p = 0.6. Again, there were some outliers, but roughly 56% of the
fused models were outperforming the baseline solution, combining Global model
accuracy and Average model energy efficiency.

In the other case, once more, there was no connection between the rewiring prob-
ability of the network and the accuracy of the fused models. The accuracy was best
at p = 0.8 and this value was used for the experiment. The proposed methodology
was not as effective in this case. This time, the Average model had a lower prediction
error than the Global model and because of its energy efficiency, it was the point of
reference for evaluating the fused models. The fused models’ energy efficiency was
on par with the Average model, but only one of the proposed models had higher pre-
diction accuracy. Therefore, in this case, the proposedmethodology was not effective
and did not outperform the baseline solution.

Overall, the Small World network proved more unpredictable, compared to the
Random network model. It was dependent on the rewiring probability (was largely
responsible for the random behaviour of the network) and the positions of the nodes
in the ring structure at the initialisation phase. This is why the position of the nodes
in the initial ring structure was randomised at each run, to reduce bias as much as
possible. The proposed methodology was efficient when the devices were generating
linear regression models. It was evident that most of the fused models outperformed
the baseline solution. This was not the case when run with nonlinear coefficients.
At most only one fused model was performing on par with the baseline solution,
all others had worse prediction accuracy. Therefore, we can conclude that the Small
World network was successful in adopting the proposed methodology but only when
generating linear regression coefficients.
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6.2 Future Work

Should this chapter be extended in the future, this section proposes some suggestions
for future work.

Larger Datasets
The chapter has experimented with datasets that have been generated from 8 and 9
sensing nodes. On the other hand, a real-life wireless sensor network can have from
a few to several hundred or even thousands of sensing nodes. Therefore, it might be
appropriate in the future for the experiments to use datasets that have been generated
from a greater number of nodes. That will result in more realistic experiments and
will test the scalability of the proposed methodology.

Network Models
The current approach experiments with only 2 network models—Random network
and Small World network. Future extensions of this chapter may experiment with a
larger set of network models.

Parameter Estimation Algorithms
TheParticle SwarmOptimisation algorithm is used to generate the optimal regression
coefficients per device. Experimenting with other regression estimation methods
might be useful such as Least Squares, Gradient Descent and Regularisation. This
would allow to compare the performance of the different algorithms and choose the
most appropriate for the purpose of this chapter.

Real Sensing Devices
This chapter generated software that only simulates sensing devices and the com-
munication between them. In the future, one might experiment with real IoT devices
such as Raspberry Pi and see if it produces the same results.

More Nonlinear Models
Six nonlinear regression models have been experimented with, to see which one
is the most appropriate for the used datasets. In the future, one might experiment
with a wider range of nonlinear regression models, to produce more accurate local
regression models.

6.3 Summary

This chapter has presented a lot of challenges and required a significant amount of
research, especially at first. The following was achieved during the course of the
chapter:
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• Implemented and optimised the Particle Swarm Optimisation algorithm.
• Proved that PSO is very effective at calculating optimal regression parameters.
• Implemented two network models, in order to exploit node networking neigh-

bourhoods.
• Proved that the proposed methodology of this chapter is effective at addressing

the limitations of the baseline solution.

There are several conclusions we can draw from this chapter. Firstly, the PSO
algorithm is a reliable parameter estimation approach. It exhibits a rapid convergence
tendency and converged after at most 30–35 iterations, depending on the complexity
of the regressionmodel.When calculating the linear regression coefficients the results
from the algorithmwere identical to SciPy’s lingress function [14]. Özsoy and Örkcü
[23] prove in their paper that PSO is successful in estimating nonlinear regression
parameters, as well.

Exploiting neighbourhoods significantly reduces the number of nodes commu-
nicating with the Data Center. It also solves the scalability issues of the baseline
solution. This is because only one representative per neighbourhood sends the fused
model to the sink, instead of every single node sending their local model or data.
Depending on the connectivity of the network, the data center will pick the top-k
fused models to use for predictive modelling. When the network is dense, the sink
node will need less k models.

Overall, the proposed methodology is an efficient mechanism to tradeoff com-
munication overhead and accuracy. It tackles the limitations of the baseline solution
the expensive communication costs (Global model) and the decreased prediction
accuracy, because of the naive averaging of regression models (Average model).
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Abstract Machine learning is a rapidly evolving paradigm that has the potential to
bring intelligence and automation to low-powered devices. In parallel, there have
been considerable improvements in the ambient backscatter communications due to
high research interest over the last few years. The combination of these two tech-
nologies is inevitable which would eventually pave the way for intelligent Internet-
of-things (IoT) in 6G wireless networks. There are several use cases for machine
learning-enabled ambient backscatter networks that range from healthcare network,
industrial automation, and smart farming. Besides this, it would also be helpful
in enabling services like ultra-reliable and low-latency communications (uRLLC),
massive machine-type communications (mMTC), and enhanced mobile broadband
(eMBB). Also, machine learning techniques can help backscatter communications
overcome its limiting factors. The information-driven machine learning does not
require the need of a tractable scientific model as the models can be prepared to deal
with channel imperfections and equipment flaws in backscatter communications.
Particularly, with the use of reinforcement learning approaches, the performance of
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backscatter devices can be further improved. On-going examinations have likewise
demonstrated thatmachine learningmethodologies can be used to protect backscatter
devices to enhance their ability to handle security and privacy vulnerabilities. These
previously mentioned propositions alongside the ease-of-use of machine learning
techniques inspire us to investigate the feasibility ofmachine learning-basedmethod-
ologies for backscatter communications. To do such, we start this chapter by talking
about the basics and different flavors of machine learning. This includes supervised
learning, unsupervised learning, and reinforcement learning. We also shed light on
the deep learning models like artificial neural networks (ANN) and deep Q-learning
and discuss the hardware requirements of machine learning models. Then, we go
on to describe some of the potential uses of machine learning in ambient backscat-
ter communications. In the subsequent sections, we provide a detailed analysis of
reinforcement learning for wireless-powered ambient backscatter devices and give
some insightful results along with relevant discussion. In the end, we present some
concluding remarks and highlight some future research directions.

1 Introduction to Artificial Intelligence (AI)

The so-called AI is emerging as a critical technology which has applications in
myriad domains like microeconomics, biotech, and Internet-of-things (IoT) [1]. It is
not just a buzz word but one of the huge breakthroughs of the modern era that aims
to alter the way we interact with everyday objects. However, this immense amount
of interest was not always there, especially at the beginning of the AI research. In
fact, the initial attempts to describe, understand, depict, and translate the wisdom
of the human being into ancient times go back to several hundred years and have a
long tradition in philosophy, mathematics, psychology, neuroscience, and computer
science [2]. In many cases, attempts have been made to better understand and define
the concept of intelligence—that is, the cognitive capacity of human beings. By
contrast, the AI traditionally refers to a branch of computer science that deals with
the automation of intelligent behavior [3]. However, a precise definition is hardly
possible since all directly related sciences such as psychology, biology, cognitive
science, and neuroscience fail to come up with an exact definition of intelligence.

The attempts to describe and replicate intelligence can be broadly divided into
four approaches that deal with the following four aspects:

• Human thinking
• Human action
• Rational thinking
• Rational action.

For example, the famous Turing test belongs to the realm of human action, since
in this case an AI perfectly reproduces human action, while modern programs for
image recognition and related decisions can be located more in the realm of rational
action [4]. In addition to defining difficulties, part of this philosophical debate on



Machine Learning Techniques for Wireless-Powered Ambient Backscatter … 189

0

20

40

60

80

100

120

20
04

-0
1

20
04

-0
5

20
04

-0
9

20
05

-0
1

20
05

-0
5

20
05

-0
9

20
06

-0
1

20
06

-0
5

20
06

-0
9

20
07

-0
1

20
07

-0
5

20
07

-0
9

20
08

-0
1

20
08

-0
5

20
08

-0
9

20
09

-0
1

20
09

-0
5

20
09

-0
9

20
10

-0
1

20
10

-0
5

20
10

-0
9

20
11

-0
1

20
11

-0
5

20
11

-0
9

20
12

-0
1

20
12

-0
5

20
12

-0
9

20
13

-0
1

20
13

-0
5

20
13

-0
9

20
14

-0
1

20
14

-0
5

20
14

-0
9

20
15

-0
1

20
15

-0
5

20
15

-0
9

20
16

-0
1

20
16

-0
5

20
16

-0
9

20
17

-0
1

20
17

-0
5

20
17

-0
9

20
18

-0
1

20
18

-0
5

Google Trends (United States) Results from 2004 to 2018 for the term 
"Ar ficial intelligence"

Fig. 1 An illustration of Google trends for the topic “Artificial Intelligence”. The trend shows an
increase in the interest in artificial intelligences and its associated domains

AI deals with the differences and consequences of, firstly, a weak or limited AI,
which can intelligently solve specific problems, and second, a strong or general AI
(strong/general AI).

Despite these many approaches and definitions, one central aspect can be named,
which all systems designated as AI have: It is an attempt to develop a system that can
independently handle complex problems. There are many ways to describe the very
heterogeneous field of research of AI and its many subcategories. Some approaches
deal with the problems that arise on the way to the intelligence of computer systems,
others with solutions to these problems, and others with the comparisons of human
intelligence [5]. These factors have recently contributed to the explosive research
interest in AI, as shown in Fig. 1.

In the beginning, the development of AI often dealt with games and mathematical
systems of representation of knowledge and decisionmaking. However, since the end
of the twentieth century, the technique of machine learning and, more recently, deep
learning (DL) achieved great success and ultimately caused the current strong interest
in AI. First approaches of the AI were based on classical principles of mathematical
logic. In propositional logic, simple logical operations such asAND,OR,NOTcan be
combined and statements can be assigned a truth content (TRUE, FALSE), while in
predicate logic arguments can be formulated and checked for their truth content [6].
Of course, logic-based AI systems are used for much more complex mathematical
proofs and theorems and are still used in modern AI applications such as IBM’s
WATSON using logical programming languages such as PROLOG [7].

A popular field of application of AI was and is the field of human games and
autonomous vehicles [8]. This approach is obvious because the abilities of the AI
can be measured well and comparably on how well they play or outperform humans.
The advantage of these games as a yardstick lies in their usually simple control
system and easily describable possibilities of action with at the same time. As chess
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has very simple rules, but estimated possible moves. This huge number is beyond
human imagination and, with such a large number, it is initially impossible for a
program to calculate all the possibilities to develop the perfect game strategy [3].
This high number of train possibilities arises from the fact that every decision, i.e.,
every possible move in chess, again generates new decision alternatives and new
moves, but with different starting situations and so on. These decision variants can
be described as a tree or a so-called graph, in which each leaf or knot represents
a possibility—in the game, this is a move—from which new and different ones
result to infinity. As a tree grows, the possible moves unfold in ever new branches
and ramifications to the quasi-infinite of all possible moves. Such a tree is called a
decision tree, and whole areas of mathematics and computer science are concerned
with the most efficient search in such branched graphs.

A very effective way of searching in decision trees are so-called heuristics. A
heuristic is a process that within such to be searched for each point always determines
the usefulness of a more in-depth search and thus preventing that long after the
best strategy—indefinitely. In chess, this means that the possible moves are judged
according to certain criteria and the possibilities that result fromobviously badmoves
no longer come into consideration [2]. According to this, heuristic leads to a decision
tree being searched in a specific way until a satisfactory result emerges, which does
not necessarily have to be the best possible result. Decision trees and the associated
heuristics are a very effective process in AI for problems that can be described by a
clear and unchangeable rule system.

The first successes of the AI in the field of logic and games were followed by
attempts to extend the procedures to more general applications like physical layer
security [9, 10], vehicular communications [11, 12], wireless social networks [13],
and device-to-device communications [14]. In the 1970s, expert systems that attempt
to use if-then relationships transformed a human knowledge base into computer-
readable information.With the possibilities for logical reasoning and effective search-
ing in these knowledge bases with the help of heuristics, the systems were able to
show some success and in the 1980s raised great expectations for the possibilities of
AI. A major disadvantage of these systems, however, is the immense effort involved
in capturing human knowledge and transforming it into the knowledge base nec-
essary for the expert system. At the beginning of the 1990s, the high expectations
placed on the AI were disappointed: Many companies that had previously bought
expert systems for a great deal of money abolished these. A large number of com-
panies offering such systems disappeared from the market. These failures, together
with a significant reduction in AI research funding, led to the first and second phases
of the so-called AI Winters in the late 1970s.

2 Machine Learning Paradigm and Techniques

Despite the setbacks for research in the 1980s, the foundations for the machine
learning approaches have been laid today. There are different objectives for the
machine learning processes, as given in Fig. 2. However, the basic idea is simple:
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how to get a computer program that has a specific task to learn from experience and
to better fulfill the task in the future with these experiences? The difference to a static
program lies in the fact that the decision rules adapt to what has been learned via
feedback. The machine learning techniques are divided into three main categories
of supervised machine learning, unsupervised machine learning, and reinforcement
machine learning [15]. In the first system, behavior learning is initially offline, that
is, separate from the application scenario. Only then will the learning would be
applied and not changed. On the other hand, the online learning systems always
learn and change their behavior within the application scenario and constantly adapt
themselves.

2.1 Supervised Learning

In supervised machine learning, a computer program gets known sample data and
is trained on the desired interpretation and the associated output. The goal is to find
general rules that connect the known input data to the desired output data and then
use those rules to create new output with new input data. In this sense, the computer
program has something learned, and with this learned knowledge, predictions can
be made about future and previously unknown input and output data. So it creates a
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kind of independent behavior of the computer program. The simplest procedure for
such a model is that of regression, which can be explained by the following example.
There is a simple linear relationship between a person’s height and shoe size: the
larger the human, the larger the size of the matching shoe. This relationship can be
represented as a linear function, with an independent input variable (body size) and
a dependent output variable (shoe size). The mathematical regression process now
determines the parameters of the function and gives a model for predicting shoe sizes
from body sizes.

A second important method of supervised learning is that of classification [16].
During the learning process, several values are distinguished from each other as
classes, and in the later prediction individual values of a particular class are assigned.
For example, one could use the left and right feet to differentiate by classifying all
directions of the foot. Persons below a certain income and savings threshold would,
therefore, be in the one class, namely the non-creditworthy, and above such a limit
in the other class, the creditworthy one. The advantage of the classification is that it
is always judged based on the interplay of several values. As a result, a person with
low savings but high income in the class would be creditworthy.

Both regression and classification are predictive models that can make statements
about the future [17]. They are used very effectively, for example in the area of price
development, predictive maintenance, and image recognition. The difference lies in
the application: Regression allows predictions about continuous values, such as the
income development of a person, while classification differentiates between classes,
such as creditworthiness.

2.2 Unsupervised Learning

Unsupervised machine learning works without previously known association and
labeling of input data. The possible results are completely open. Therefore, the com-
puter program can not be trained, but rather has to recognize structures in the data
and transform them into interpretable information. A clear example of unsupervised
learning is clustering [16].

Other less obvious methods are dimensional reduction and principal component
analysis as well as density determination. Methods of unsupervised learning are used
in many everyday applications. Thus, buying behavior and user behavior in online
trading can be predicted and recommender systems can be created, for example for
films.

2.3 Reinforcement Learning

In reinforcement machine learning, the third category of machine learning, a com-
puter program learns directly from the experiences. It interacts with its environment
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and receives a reward for correct results. The program can be compared to a trained
animal, for example by being rewarded in a game situation when it wins the game
[17]. The goal now is for the program to remember the consequences of its action and
use that knowledge to maximize its reward. The reward is accordingly the controlled
variable, which is optimized in this procedure. The currently well-known example of
the use of enhanced learning is AlphaGo Zero, the further development of AlphaGo.
AlphaGo Zero learned the game Go so well in less than three days through increased
learning without prior knowledge of the game that it played better than its predeces-
sor and far better than the world’s best human players [17]. Increased learning could
prove to be an important technology in automation and robotics in particular over
the next few years. For example, Fanuc’s robotic arms learned to employ increased
learningwithin just a fewhours to safely grasp andmovepreviously unknownobjects.

3 Robustness of Deep (Machine) Learning Approaches

Over time, different approaches, methods and (software) technologies have been
developed under the name AI. They will continue to be researched and adapted.
The current AI boom is essentially based on deep learning with artificial neural net-
works (ANN). This is what learning is called using algorithms that simulate network
structures of nerve cells. As in the term AI, a certain hint of deep understanding
of abstract connections resonates in the everyday use of words. Although the deep
learning fundamentals on the functioning of biological neural networks oriented and
many media shortened only by neural networks speak, there are clear differences to
the biological model [18].

The neuroscience has now developed a good understanding of how a single bio-
logical neuron. For example, a brain cell, information neurons pass on electrical
impulses via chemical potentials at their synapses to a neuron. Over time, the neuron
receives numerous such impulses and charges itself until a threshold potential has
been reached. Then the neuron fires its impulse via its axon, which corresponds to a
large data cable, at the end of which the impulse via the own synapses of the neuron
is passed on again to downstream cells. This process takes place continuously in all
neurons, which are processed in very different network structures [19]. An essen-
tial characteristic of biological neurons is the interconnection power or weighting
with which a neuron individually transmits its electrical impulse to numerous other
neurons. In addition to the network structure of the neurons, this interconnection
strength or its change is an essential property for the processing of information in
biological neural networks. Individual neurons have been simulated since 1952 using
the Hodgkin-Huxley model, and today both simplified and more complex simulation
models are in use. The simulation of entire networks can be very expensive in terms
of computational complexity. Currently, in the Human Brain Project, in particular,
large networks of neurons are stimulated, in terms of perspective, even in the order
of magnitude of the number of biological neurons in the human brain.
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Fig. 3 An illustration of simple artificial neural network. It can be seen that inputs x1, x2, and x3
are the inputs to the neural network and W1, W2, W3, and W4 act as the wights. On the other end,
we have several outputs denoted as x̂1, x̂2, and x̂3

If we read about neural networks in the field of AI, we come across ANNs that are
not aimed at an exact mapping of the biological conditions, but rather are motivated
abstractly by the modeling of biological neural networks. They primarily implement
the concepts of interconnecting strength or weighting and threshold information.
Such ANNs fulfill their purpose in current applications. The AI boom is mainly
due to the fact that the concepts of neural networks can be highly parallelized and
efficiently executed on specific hardware.

The basic operation of a neural network is shown in Fig. 3. It receives input
values, performs calculations and finally determines the output values. As shown in
the figure, information flows in on the left side, traversing the net and flowing out on
the right side. In this case, in a more complex network, the input values on the left
can be the color values of the pixels of an image and the output value on the right a
statement as to whether a dog is recognizable on this image. In this case, the output
values can be a simple classification result, for example, a 1 (true—dog detected) or 0
(false—no dog detected). The output values can also have a more complex meaning.
At each processing step, the values from the respective previous level are forwarded
to the individual neurons of the next level.

The weighting of values is an essential element of the network. All incoming
values are processed in the neuron in terms of their weighting and the threshold of
each neuron to an output, which then passes it on to several neurons of the next
layer. This process repeats itself to the last level. Between the first layer, the input
neurons, and the last layer, the output neurons, are the so-called hidden neurons [20].
Due to the direction of the information flow, such a network is called a feedforward
network. Naturally, more complex network structures are also possible, in which the
information flows forward and sometimes also backward. For example, the processed
information of a neuron layer could not only continue to flow to the next layer but
also be fed back to the previous layer. Such networks are called recurrent networks.
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The feedback can be a kind of information memory in the network and make sense
depending on the application.

An empty-net must first be trained to fulfill its desired function. The weights
at all points of the net must be adjusted so that the desired result is achieved. For
example, a web would first have to learn whether a dog is imaged on pictures or not.
This training (training) of the network is much more complex and compute-intensive
than the subsequent use of the network for the recognition of patterns (inference).
One method of learning is backpropagation, which is one of the supervised learning
methods. Input values flow into the network and the network calculates output values.
It then compares how far these calculated output values deviate from the output
values, which actually ought to be correct from the input values. This deviation or
error must be reduced as much as possible [21]. For this, the weights are adjusted
within the network. Then the input values go through the network again and produce
new output values, which in turn have a certain error. This process is repeated until
the error of the output is sufficiently low. For this, the correct output values must
be known for all input values. For example, the network could be trained on 10,000
images,withmany images containingdogs andnot the rest.After that, it can ideally be
seen on new unknown pictures, whether a dog is shown or not. However, sometimes,
hopefully, as rarely as possible, it will be wrong. If an ANN is trained as described
above, then it is supervised learning. Yet, other approaches like deep Q-learning
and deep policy gradient methods are also becoming popular due to their improved
performance [21].

4 Hardware Requirements for Implementing Machine
Learning Techniques

This section provides details of some of the hardware requirements for machine
learning. In the context of IoT devices, it is important to understand this aspect for
the practical realization of large-scale low-powered IoT networks. In addition, this
section also highlights the limitations of existing hardware that hinder the realization
of effective machine learning implementations.

4.1 Computational Cost: CPU Vs GPU

Themachine learning has been a research topic for decades and the real breakthrough
came in the past fewyearswith the use ofANNwithmachine learningmethods,which
rudimentarily simulate processes in the nervous system. However, important drivers
are not only the concepts of the ANN but above all the development of computer
technology, which is used to carry out the corresponding procedures. While initially
using high-performance general-purpose processors (CPUs), processors that were
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originally intended for graphics cards for image output have been used for some years
(graphics processing unit, GPU). Currently, these are increasingly being developed
into application-specific integrated circuits (ASIC) formachine learning applications
[22].

To better understand the evolution of hardware for machine learning applications,
it is helpful to first look at what calculations are done when using ANNwith machine
learning approaches. Here one still has to differentiate clearly between the training
of the ANN (training) and its later use (inference), whereby the former is very com-
putationally intensive. The hardware described in this article serves, in particular,
to speed up the training. In principle, ANN consist of individual conceptual neu-
rons arranged in specific layers. In multilayer networks, the first layer is the input
layer that receives data [23]. The last layer that gives the result is the output layer. If
there are additional layers (hidden neurons) between the input and output layers, the
neural network becomes much more powerful and one speaks of machine learning.
Between the individual layers, there are connections between neurons, which form
the actual network. These compounds have different structures according to which
neural networks can also be classified.

The actual knowledge of the network is, according to a biological neural network,
in the weighting of the individual connections between the artificial neurons. This
structure must first be generated, so the network is trained. A common method for
this is supervised machine learning. It trains the network with known input data and
output data and sets the weighting of the individual connections so that errors at
the output are minimal [22]. For example, a neural network can train to distinguish
dogs and cats in pictures by using images at the entrance that know which of the two
species of animals are on it (output value). The training phase is completed when the
neuronal networkwith unknown data not used for training reaches an error rate that is
below a predefined value that is appropriate to the application. For instance, industry
applications may require several different types of machine learning processes, as
shown in Fig. 4. One can say that a neural network with more layers and more
neurons, together with as many training data as possible, theoretically produces the
best results, but at the same time with the number of neurons, the number of layers
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Fig. 4 Key machine learning processes in the industry
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and the amount of training data, the computational effort considerably increases.
These calculations can be implemented in software in different ways. However, the
calculations must be usually implemented in such a way that mathematically, matrix
multiplications and vector additions are performed. In the work of Chen et al., the
example of matrix multiplication shows why this has a decisive influence on which
hardware is particularly efficient for machine learning applications [24].

4.2 Existing Hardware Solutions

Most general-purpose processors in use today, such as the main processors in all
popular computers, aswell asmobile devices and servers, are fundamentally based on
an architecture that John vonNeumann described in 1945 and is named after him. The
hallmark of this architecture is common, centralized storage for data and instruments.
This is conceptually very efficient, since as powerful as possible arithmetic units are
to process the programs sequentially, i.e., step by step. Such a processor is optimized
for complex calculations that build on each other, but not for parallelizable tasks. This
applies in principle, but today is only valid to a limited extent since the development
of the CPUs in the past decades has moved a bit far from the origins. Modern CPUs
have high clock rates and high processing power per clock, and command extensions
allow them to perform even more complex computations in one or very few steps.
Besides, these modern CPUs meanwhile can handle multiple tasks in parallel, since
they contain several processor cores (currently up to 10 in smartphones, 32 in server
processors) and technologies such as simultaneous multi-threading technique (SMT)
that allows executing limited tasks on the same processor core [23]. Modern CPUs
are very powerful, versatile and can handle complex problems quickly. However, a
CPU is still unsuitable for bills that can be massively parallelled and consist of rather
simple subtasks. Although the sub-steps are executed very quickly, the number of
parallel tasks is limited. The large computing power of the individual cores andmany
optimizations of modern processors such as instruction set extensions can hardly be
used or not—with the result that ultimately such a processor can not be optimally
utilized with parallel computation.

In recent years, hardware has been used more and more often for such calcula-
tions, which was developed for image output. This is based on so-called GPUs. The
performance of this graphics hardware has increased relatively recently, especially
when compared to CPUs. GPUs consist of similar single components like CPUs,
but they differ significantly in the overall architecture. To calculate individual pixels,
GPUs used to use small calculation cores, so-called shaders, which were optimized
for certain functions and could only execute them. There were specialized shaders,
for example, to calculate the color, transparency or geometry of individual pixels or
image areas [25]. Whether the individual functions were used, however, depended
heavily on the software. In order to better utilize the hardware in general, modern
GPUs are based on universal shaders, so-called unified shader architectures. These
generalized shaders are capable of performing any of the desired functions as needed.
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Condition is that each shader can be programmed directly, which makes it a small
universal processor.

This capability now allows suchGPUs to no longer be used only for image render-
ing, but also allows them to perform other calculations,making themgeneral-purpose
computation on the graphics processing unit (GPGPU). When used as a GPGPU,
each shader can nowbe considered as a kind of general-purpose kernel [26].Although
such a kernel is considerably weaker and clocked much lower in comparison to a
CPU core, modern GPUs have thousands of corresponding shaders, two orders of
magnitude more than one CPU. Another difference to the CPU is that the memory
of a graphics card is connected by about a factor of ten faster, which is particularly
advantageous for large amounts of data. A third possibility to perform calculations
is the use of application-specific integrated circuits (ASIC). Compared to CPUs and
GPUs, these are not universal processors, which in principle are capable of perform-
ing almost any computation. ASICs are specially designed circuits for a specific task
only. The boundary at which a modified or supplemented general-purpose processor
stops and an ASIC begins is quite fluid, but not essential for the selection of machine
learning hardware.

The current implementations of ANN are based on the fact that essentially a
large number of matrix operations are executed. As shown by the example of matrix
multiplication, such tasks are inherently parallelizable, so they can be broken down
into many fairly simple computations, most of which can occur simultaneously [25].
However, such an application can hardly benefit from the optimizations of modern,
even powerful CPUs with their still limited ability to calculate in parallel. Rather,
GPUs, originally developed for graphics hardware or accelerator cards, can fully
exploit their potential here. This is also the main reason that many machine learning
applications made their breakthrough only with the use of GPUs [26]. Previously,
only very expensive mainframes were able to perform appropriate calculations in a
timely manner. Great potential for the future also has ASICs specializing in matrix
operations, as they are currently being used gradually.

5 Ambient Backscatter Communications and Machine
Learning

There is little doubt that IoT is presently one of the most rapidly developing tech-
nologies in wireless networking domain [27]. At the moment, it has the capability to
totally reform how we interact and communicate with day-to-day items. Above all,
it can change how we see our general surroundings ranging from everyday errands
to other specific fields like sensors, vehicular technology, banking, and healthcare
services [28–30]. In any case, before we receive the rewards of IoT in regular day-to-
day existence, we would need to discover approaches to guarantee self-supportable
and reliable communication techniques [1]. As a key enabler of these IoT technolo-
gies, ultra-low power backscatter communication has recently been proposed that
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can also enable ultra-reliable and low-latency communications (uRLLC), massive
machine-type communications (mMTC), and enhanced mobile broadband (eMBB)
services [31]. The fundamentals of backscatter communication are provided in the
following subsection.

5.1 Basics of Backscatter Communications

The future achievement and quick adoption of IoT depends significantly on the
capacity of devices to convey consistently, without reducing the quality of services.
To address the previously mentioned issues, a few arrangements have been pro-
posed in the form of device-to-device (D2D) communications, Zigbee, and Insteon.
However, none offers the pervasiveness, the simple of ease of use, and the scope
of utility guaranteed by backscatter communications [33]. This is indicated by myr-
iad applications of backscatter communications in entertainment, healthcare, and
sports. Backscatter communications are fundamentally valuable in circumstances
where network capacities extend to smaller than short-range devices that exchange
the information on low power [34]. A standard backscatter framework comprises of
a backscatter transmitter, a receiver, and a carrier wave producing RF source.

Of late, ambient backscatter correspondences is gaining significant research inter-
est since it enables exploiting already existing RF signals. Through this exploitation,
the ambient backscatter communication reduces the dependability on any specific
RF source, thus, providing more freedom to devices. Also, the ambient backscatter
setup does not require many changes in the hardware setup and does not need any
expensive hardware to operate [35]. These factors greatly improve the utility of these
devices in areas like industrial sensing, healthcare, and home automation. Some of
the more specific applications are provided in the Fig. 5.

5.2 Applications of Machine Learning in Ambient
Backscatter Communications

Due to the immense potential of combining backscatter communications with emerg-
ing machine learning techniques, we anticipate that great breakthroughs can be
achieved in future wireless networks. Additionally, it would provide a feasible solu-
tion for enabling intelligence into the low-powered IoT networks in 6G era To this
end, the following explanation features a set of the key uses of machine learning
techniques in backscatter communications.
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Fig. 5 Applications of backscatter communications. These applications range from the connected
consumer electronics like smart watch and wearables [32] to ambient intelligence and defense
systems and security. Other applications may include the entertainment and gaming along with
sports and fitness for vital measurements of the players

5.2.1 Impedance Matching

Impedance matching is a critical issue for backscatter devices. Whenever left unad-
dressed, the backscattered signals make impedance matching difficult to tackle.
Of late, machine learning methodologies have demonstrated promising results for
impedance matching for other wireless technologies. Reinforcement learning strate-
gies, like Q-learning, are considered to be most important in this context. Because
of their simplicity and lightweight implementation, these learning-based procedures
can effectively improve the backscatter communications, especially for less dynamic
indoor conditions.

5.2.2 Improved Energy Harvesting

Reliable information sharing is one of the key foundations of static and mobile IoT
nodes [8]. Because of this reason, we note a quick increment in research towards
energy harvesting techniques for backscatter communications. Notwithstanding, a
significant part of wireless power transmission is finding the ideal splitting conditions
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between the power used for harvesting and information processing. To take care of
this issue, machine learning models can be utilized to discover the optimal points
for splitting. In such a manner, ANN systems have just demonstrated an extraordi-
nary guarantee by beating conventional methodologies [36]. With the assistance of
machine learning, these machine learning techniques can turn out to be less power
consuming for a variety of communication environments.

5.3 Selection of Reflection Coefficient

The reflection coefficient is one of the critical parameters of a backscatter device.
It determines how much power needs to be reflected while communicating to the
receiver. This is also helpful in minimizing the interference to other backscatter
devices since theymay use the same resources for backscattering the signal.Machine
learning can be extremely beneficial in selecting the appropriate reflection coefficient.
More specifically, time series analysis based recurrent neural networks can be used
to predict the reflection coefficient based on the service requirements of the network.

5.3.1 Channel Access Schemes

The enormous scale of backscatter devices makes it difficult to exploit conventional
multiple access techniques. As of late, machine learning techniques have been con-
sidered for non-orthogonal multiple access (NOMA) [37] and have demonstrated
significant improvements. A regular long short-term memory (LSTM) system can
be fused into a NOMA framework for backscatter communications to reduce the
interference and improve the spectral efficiency of the system.

5.3.2 Determination of RF Source

A basic part of the manageability of IoT devices is the use of existing wireless
resources. Thus, backscatter communication is considered as one of the critical tech-
nologies to empower IoT devices in future networks. As a key standard, the backscat-
ter transmitter needs to utilize existing RF signals for transmitting the detected infor-
mation to a receiver. For indoor situations, the Wi-Fi and Bluetooth are fitting RF
hotspots for ambient backscatter communications. On the other hand, for open con-
ditions, the RF waves generated from the base station (BS) and FM/ TV towers are
appropriate RF sources. Truth be told, a comparative analysis of different machine
learning techniques can be the way to tackle the issue of RF source choice in ambient
backscatter communication frameworks.



202 F. Jameel et al.

5.3.3 Channel Estimation

Absence of an appropriate channel estimation scheme is one of the key restrict-
ing elements of backscatter communications. This constraint is increasingly felt for
backscatter communications where the backscatter transmitter needs to tweak and
reflect ambient RF signals. Besides, since channel estimation is performed regularly,
a lot of power is devoured by the backscatter device during every cyclic estimation.
In this regard, machine learning-based channel estimation can be very helpful. For
example, carefully prepared neural networks can be utilized to anticipate the channel
imperfections. Also, an augmentation of the deep neural network can be successfully
utilized for predicting channel response, thereby, reducing the high energy loss of
the devices.

6 System Model

We consider a backscatter communication network having a source and multiple
backscatter transmitters and receivers, as shown in the Fig. 6. The backscatter devices
receive the RF carrier from the nearby RF source and backscatter their data to the
receivers in the vicinity. The backscattering regions are divided into the small cluster,
whereby each cluster has a single backscattering transmitter and multiple receivers.

We consider the omnidirectional reflection of the signal, as given in Fig. 6. We
denote the channel gain between RF source and the backscatter tag as ha and that
between the backscatter tag and the gateway hb. Without loss of generality, we
consider that all the channel gains follow the independent and identical distributed
(i.i.d) Rayleigh distribution.

The receivers in a particular cluster are scattered as homogeneous Poisson point
process (PPP) in R2. It is evident that the channel resources are also used by the other
clusters. Therefore, the signals from other clusters are also received at any particular
receiver. The number of receivers per unit area is represented as λ in the process �.
Let us define � as the process with a stationary number of users (N ) in an area W
from the Poisson distribution with mean

λW = λL2. (1)

The state of a cluster can be considered normal or it can undergo some faulty
states, as given in Table1.

These faults can be caused by channel or link failure and are stored in a memory
(for applying Q-learning as discussed in coming sections). The received signal at the
i-th receiver can be written as
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Fig. 6 An illustration of backscatter network setup. The network consists of an RF source with
multiple backscatter devices placed in a circular region. The backscatter devices are considered to
transfer their collected data to the receivers

ya,i =
√

βP

Pl,a
ha,i sa,i + na, (2)

where ya,i denotes the received signal, sa,i is the normalized signal, P , and Pl,a
represents the transmit power and the path loss experienced by the backscatter device,
respectively. Furthermore,β is the reflection coefficient of the backscatter devices and
na is the zero-mean additive white Gaussian noise with zero mean and N0 variance.
Assuming there are M clusters in the vicinity of RF source, the received signal-to-
interference-and noise ratio (SINR) at the gateway can be written as

γi = β�i,b|hb,i |2
N0 + ∑

j :o j∈M\o0 β j� j,b|hb, j |2 , (3)

where o j is the coordinate of the j-th backscattering cluster, o0 is the main cluster
which is communicating in the same transmit time interval, and



204 F. Jameel et al.

Table 1 Definition of faulty states

Fault Definition Rate

0 Normal working f0
1 Lossy and attenuated signal f1
2 Neighbor clusters silent f2
3 Neighbor clusters transmitting f3

�i,b = �i,a

Pl,b
. (4)

Our main task in this chapter is to optimize the effective SINR through efficient
power control. The effective SINR is considered to be an important metric to incor-
porate uncompensated reflecting paths. In light of above, the effective received SINR
of the main cluster (in dB) can be written as

γ̄i ≡ 10 log(
1

N

N∑
i=1

γi ). (5)

7 Power Control in Ambient Backscatter Communications

In this section, we provide the details of our reinforcement learning-based algorithm
for power control.

As illustrated in Fig. 7, we aim to design a tabular Q-learning based power control
algorithm. To do so, we aim to meet the requirements of the effective SINR through
under channel fluctuations and noise variations. This is done by tracking a fault
register with an agent. The agent carries out a set of actions at ∈ A, and the set of
states st ∈ S at time t . The agent is rewarded positively rt for correct action and
negatively for an incorrect action. Different states and actions are defined in Table2.
Here,η is the power control command in reaction to channel variations due to network
faults in Table1.

Consider the state-action value function as Q(s, a) denoted by selecting an action
a under a state s. Based on the state-action table, we can write the expected discount
reward function as

Q(s, a) = (1 − α)Q(s, a) + α[r + ζ max
â∈A

Q(ŝ, â)], (6)

where â represents the next action, ŝ denotes the next state, ζ is the discount factor,
and αis the learning rate.When the ζ → 0, the agent mainly considers the immediate
next reward, whereas, for ζ → 1 focuses on the future reward.
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Fig. 7 A reinforcement learning setup with set of actions, states, and rewards. In general, an agent
explores the environment based on a set of states and actions. Subsequently, a positive/negative or
no reward is given to the agent

Table 2 Power control actions and states at t

Action at Definition

0 η = 0

1 η = −1

2 η = −1

State st Definition

0 Power is unchanged

1 Power increased

2 Power decreased

We consider each episode of the algorithm as a time when the agent interacts with
the environment. This period, also known as transmit time interval, is represented as
τ . During each iteration, the agent tries to maximize the impact of its decided action,
which also introduces thewell-knownexploitation-exploration tradeoff in the system.
Particularly, the agents adopt a greedy strategy and select a random action a with
a probability ω, where 0 < ω < 1. This exploration rate decreases every iteration
until it reaches a minimum threshold. After completion of every action, the effective
SINR (gain/ loss) is calculated as

�γ̄ = γ̄t − γ̄t−1. (7)

The Algorithm 1 shows the detailed steps of the power control scheme.
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Algorithm 1 Reinforcement learning algorithm for ambient bakcscatter communi-
cations.
1: procedure Q-Learning Process
2: Input: Target effective SINR γ̄0, Initially computed effective SINR from the environment γ̄ini t .
3: Start:

Define power control states S.
Define power control actions A.
Define exploration rate ω.
Define decay rate d.
Define the minimum exploration threshold ωmin
Initialize γ̄ := γ̄ini t , s := 0, a := 0, and t := 0

4: for each episode do
Start simulator and send transmit the backscattered message

5: while each time slot do
γ̄ ≤ γ̄0 or t ≤ τ

Select the exploration rate max(ω.d, ωmin)

Select r randomly from the uniform distribution.
If r ≤ ω then
Select an action randomly such that a ∈ A.
else
Select an action that maximize the reward, such that a = argmaxâ∈A Q(s, â).
end
Obtain the reward rt by performing the action at .
Check the impact on the next state.
Update the table entry as per Q(s, a) = (1 − α)Q(s, a) + α[r + ζ maxâ∈A Q(ŝ, â)]
Change the state s := ŝ.

6: end while
7: end for
8: Output: Optimized sequence of power control commands for the target SINR against different

network actions.
9: end procedure

8 Simulation Results and Discussion

This section provides the results and relevant discussion based on the algorithm
proposed in the previous section. Here, we provide a comparison of the proposed
technique with the conventional power allocation scheme. Unless mentioned other-
wise, we consider that the backscatter tags have been distributed in the area of 200
m × 200 m. The distribution of backscatter devices follows a Poisson point process
with varying densities as shown in the forthcoming plots.We have taken into account
three performance metrics for evaluation, i.e., effective capacity, amount of interfer-
ence generated by the backscatter devices, and the mean energy per bit consumed for
data transmission. The Fig. 8 shows that the amount of interference increases with
an increase in density of backscatter devices. Initially, the amount of interference
for reinforcement learning is higher than the equal power allocation technique. But,
as the number of backscatter devices increases in the network, the reinforcement
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Fig. 8 Interference level versus the density of backscatter communications

learning starts to outperform the equal power allocation technique but effectively
managing the interference.

The Fig. 9 shows that for both reinforcement learning and equal power allocation,
the capacity increases with an increase in the density of backscatter tags. However,
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Fig. 9 Effective capacity of the system against the density of backscatter communications
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the equal power allocation approaches a ceiling at the higher number of backscatter
devices. Moreover, it is also clear that the reinforcement learning technique outper-
forms the conventional equal power allocation method.

In the Fig. 10, we have demonstrated the utility of reinforcement learning from
the perspective of energy consumption. Note that we do not incorporate the amount
of energy consumed for training the reinforcement learning model. The energy per
bit only considers the amount of energy consumed during the transfer of data bits.
In this figure, we can see that the amount of energy consumed per bit declines for
equal power allocation and since all backscatter devices are assumed to transmit the
same amount of data, the amount of consumed energy decreases for equal power
allocation as the number of devices grows. The same is true for the reinforcement
learning, however, in this case, the energy consumed per bit is relatively low.

9 Conclusion and Future Research Directions

Ambient backscatter communication is rapidly gaining popularity in the research
community due to its myriad applications. In this chapter, we have provided a brief
overview of different machine learning techniques and illustrated their utility in
wireless communications. We have also shown that combining machine learning
with backscatter communications can bring much-needed intelligence into the low-
powered IoT networks in 6G era. This chapter has also introduced a reinforcement
learning framework to enable power allocation in backscatter communications.More
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specifically, a multi-cluster backscatter interference minimizing problem was for-
mulated. Using the reinforcement learning-based algorithm, power allocation com-
mandswere generatedwhich have shown that our proposedmachine learning scheme
improves the performance of backscatter networks

Now, we identify some possible issues which need to be addressed. These issues
act as the main motivation for future research in machine learning-based wireless-
powered ambient backscatter systems. The one possible issue in backscatter sys-
tems exploiting machine learning techniques is the multiple connections of ultra-low
powered and short-range tags on the same bandwidth resource. The use of multiple
antennas in machine learning-based wireless powered backscatter systemsmay dras-
tically consume its small energy reservoirs which leads the issue of energy/coverage
trade-off. The second possible issue is the mobility and interference management in
machine learning-based wireless powered backscatter systems. There are no solu-
tions existed in the literature on mobility management, and due to this, the problem
of mobility management for the devices using machine learning needs to be inves-
tigated. Moreover, the management of interference is difficult in ultra-low powered
and short-range backscatter systems because the transmitting device is unable to
communicate to the neighbor devices which leads to simultaneous transmission of
all tags.
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Processing Systems for Deep Learning
Inference on Edge Devices

Mário Véstias

Abstract Deep learningmodels are taking place atmany artificial intelligence tasks.
These models are achieving better results but need more computing power and mem-
ory. Therefore, training and inference of deep learning models are made at cloud
centers with high-performance platforms. In many applications, it is more benefi-
cial or required to have the inference at the edge near the source of data or action
requests avoiding the need to transmit the data to a cloud service and wait for the
answer. In many scenarios, transmission of data to the cloud is not reliable or even
impossible, or has a high latency with uncertainty about the round-trip delay of the
communication, which is not acceptable for applications sensitive to latency with
real-time decisions. Other factors like security and privacy of data force the data
to stay in the edge. With all these disadvantages, inference is migrating partial or
totally to the edge. The problem, is that deep learning models are quite hungry in
terms of computation, memory and energy which are not available in today’s edge
computing devices. Therefore, artificial intelligence devices are being deployed by
different companies with different markets in mind targeting edge computing. In
this chapter we describe the actual state of algorithms and models for deep learning
and analyze the state of the art of computing devices and platforms to deploy deep
learning on edge. We describe the existing computing devices for deep learning and
analyze them in terms of different metrics, like performance, power and flexibility.
Different technologies are to be considered including GPU, CPU, FPGA and ASIC.
We will explain the trends in computing devices for deep learning on edge, what has
been researched, and what should we expect from future devices.

1 Introduction

The amazing evolution of semiconductor technologiesmade possible the deployment
of computing devices near of almost any source of data or processing request in a
myriad of applications ranging from industrial, IoT (Internet-of-Things), automotive,
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surveillance and security cameras, drones, airplanes, satellites, medical and many
others.

Edge devices collect data from their attached sensors, which could be imaging,
audio, or environment data. Billions of edge devices generate enormous amounts
of data that have to be processed based on which some measures have to be taken
by the same or other edge devices. To reduce the complexity of this devices and
energy necessary for their processing, the practice has been to send all data to cloud
to be processed by high-performance computing environments. However, in a vast
set of applications, it is advantageous or necessary to have the decision task in the
edge near the source of data so that important decisions are made at the edge device
instead of sending the information to the cloud and wait for a reply. Transmitting
data to the cloud requires a reliable communication channel, which even with high
communication bandwidth has a high and non-deterministic round-trip delay. Many
edge applications are sensitive to latency (e.g., autonomous driving) and non real-
time processing is unacceptable. Security and privacy of data is another aspect that is
called into question by cloud computing, not only along the communication medium
but also at the cloud. In some applications, knowing the type of sensors and data
permits optimizations at the edge that cannot be deployed if data is processed by a
general algorithm at the cloud.

Considering all these aspects, data processing and analysis is migrating partially
or totally into the edge depending on the requirements of the application in terms of
criticality, security, latency, power and communication bandwidth. For some critical
applications or when communication bandwidth is unreliable or insufficient, the edge
systems are autonomous and must analyze data and take decisions without the help
of an external system.

Devices and sensors at the edge are becoming more complex and in a vast set
of applications a large volume of data is collected and should be analyzed and pro-
cessed locally. Traditional algorithms for data analysis of complex information are
not scalable, that is, are unable to keep with the constant increase of data volume.
This is where machine learning enters the scenario with new and scalable approaches
with great results in a set of intelligent tasks, like image classification and language
translation.

Machine learning is a subset of artificial intelligence (AI), a technology whose
objective is to take decisions and actions like humans based on the interpretation
of external data. It is now applied in many domains, including medical, finance,
transportation and many other activities that involve taking decisions based on data.

Well-known machine learning (ML) algorithms (e.g., reinforcement learning,
fuzzy systems and deep learning) are being extensively studied and applied for data
analysis at the edge. This chapter focus on deep learning in edge devices, a machine
learning technique with very good results in applications like image classification,
speech recognition, biomedicine, medical image analysis, board games and others.

Deep learning (DL) models, like deep neural networks (DNN), require large
amounts of memory and computations. They are executed in devices and platforms
with high performance computing and high memory availability. The problem is
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that these high-performance platforms cannot be used in edge devices which have
restrictions on size, cost and power.

Running complex tasks, in particular machine learning models, with high com-
puting requirements in low cost and low energy platforms is a big challenge for
hardware and software developers. One of these challenges is associated with the
constant evolution ofmachine learningmodels. Computing platforms of edge devices
must be programmable and adaptable to new tasks and running models and at the
same time keep a high computing power with high energy efficiency. These requires
hardware/software architectures with some hardware flexibility to keep the high
computing power of new models. Latency is also an aspect to be considered in edge
computing platforms. Many applications running on edge must provide an output in
real-time and/or within a latency constraint. This is a major reason for the high com-
puting requirements over many edge computing platforms. Edge computing avoids
or reduces communication latencies to transfer data to cloud servers but still has to
keep the computing requirements. Energy and power requirements is another major
issue to be considered in the design of the edge platform [28, 30, 31]. Computing effi-
ciency is amust followmetric that guarantees the highest computing rate at the lowest
energy consumption. Dedicated hardware improves power efficiency but somehow
reduces flexibility and programmability of the platform. Cost is an important aspect
for edge devices and is usually traded off for performance. Therefore edge devices
are designed not for the best performance but for the best performance efficiency,
that is, the highest performance at the lowest cost. Besides all these design aspects of
edge computing platforms, communication of input at output data between the edge
platforms and the cloud or other edges must also be guaranteed. The edge computing
architecture must integrate intelligent communications where devices collaborate
with each other in the share and processing of data.

All these requirements for edge computing platforms brought new design players
offering computing solutions for edge devices.

This chapter focus on the processing solutions for deep learning on edge. It gives
an overview and characterizes the deep learning domain, the requirements over edge
devices to run deep learning, the technologies available to design these devices and
commercial solutions and their applicability.

2 Deep Learning

Machine learning algorithms are a subject of intense research and development for
some decades. Well known traditional algorithms are K-means, decision trees, sup-
port vector machine (SVM), Markov models, artificial neural networks, among oth-
ers. From this set of algorithms, this chapter focus on ANNs.

An artificial neural network (ANN) consists of input, output and hidden layers,
which are all layers between the input and the output layers. Each layer contains
nodes or neurons that map all its inputs into an output to be used by the nodes of the
next layer. The input layer generates the inputs of the first hidden layer and the output
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layer receives the inputs from the last hidden layer and produces the classification
result. A neural network with more than three hidden layers is known as deep neural
network.

Considering a neuron with n inputs from the outputs of n neurons of the pre-
vious layer, x1, x2, x3, . . . , xn . Each connection between neurons has a weight,
w1, w2, w3, . . . , wn . The output of a neuron is computed as inner product between
the inputs and the weights plus a bias value.

Deep neural networks are ANNs with many layers. The concept is not new but
at the time it was proposed was very difficult to apply. In the 1990s, in spite of
the success of the first deep neural network for hand written classification [25],
the community still preferred traditional algorithms because they were easier to
implement and train and also less computationally demanding. An obstacle to the
design of neural networks with many layers was its training. ANNs with many layers
were very difficult to train. Also, at the time, the computing power was not enough
to train deep neural networks in acceptable times. This forced the reduction of input
training vectors and therefore the network models were overfitted.

Later, with the publication of deep belief networks [19], deep neural networks
have gained popularity for its very good results on several AI tasks and seen by
many as a superset of the traditional machine learning algorithms.

The convergence of several algorithmic and architectural aspects have made deep
learning a reality. New training algorithms extended with dropout methods [20],
new activation functions [10], residual neural networks [17], etc., permitted to work
with larger networks, that is, with more parameters and more layers. The advances
in GPUs (Graphics Processing Unit) have increased the computational capacity for
training and at the same time opened deep learning to a vast community due to the
availability of low cost GPUs. A third factor was the availability of larger training
sets. From the 1990s until today there was a large boost in all these factors.

The computing performance of processors has increased five orders of magnitude
mainly driven by IC technology improvements. The utilization of the massive paral-
lelism of GPUs for general purpose computing (GPGPU) made available computing
platforms with ten times better performance when compared to multi-core CPUs.
This is the major factor behind the feasibility of training of such large networks.
Even though, it may take several days to train them.

The training data size has also increased by four orders of magnitude due to the
easy access to data from the Internet. While traditional AI algorithms do not keep
improving accuracy with the size of the training set, deep learning improves accuracy
withmore training instances. This permitted to improve the accuracy of the algorithm
using more training instances.

With more processing power available and more training instances, deep neural
networks have increased in size by almost four orders ofmagnitude.More parameters
means more expressiveness of the network being able to identify more features.

Using a hierarchy of multiple hidden layers it is possible to extract complex
features from input data through correlations between features of previous hidden
layers [24]. For example, when a deep neural network is applied to classify an image,
the initial layers detect simple features, like lines, circles, etc. The next layers identify
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more complex features composed of the lines and circles identified in the first layer.
Determining the best network for a specific learning problem is still an open issue.
How many layers and neurons, how should they be connected, different types of
layers, etc. is still an empirical process mainly based on a trial en error process.

Although empirical, deep neural models follow different structures for different
classes of problems. Each deep neural model adopt one learning model that can be
supervised, unsupervised or semi-supervised (see Fig. 1).

Many deep learning models have been proposed in the last decades: convolutional
neural network (CNN), deep belief network (DBN), recurrent neural network (RNN),
long short-term memory (LSTM), autoencoder (AE), restricted Boltzman machine
(RBM), deep Boltzmanmachine (DBM), conditional randomfield (CRF), generative
adversarial network (GAN) and new models are proposed every year. From these,
the most common and more used model is the CNN applied to image analysis.

A traditional neural network can be applied to images. However, evenwith images
of medium size, the number of input neurons is high and consequently there would
be a high number of weights from the input neurons to the first hidden layer, which is
very difficult to train with good results. A better approach is to take into consideration
the type of input data. Convolutional neural networks consider the spatial information
between pixels, that is, the output of a neuron of the input layer is the result of the
convolution between a small subset of the image and a kernel of weights. CNNs have
introduced new types of layers, like convolutional, pooling and fully connected.

The convolutional layer receives a set of input feature maps (IFM) and generates
a set of output feature maps (OFM). A feature map is a 2D matrix of neurons and
several feature maps form a 3D volume of feature maps. A 3D block of weights is
convolved with the input feature maps and computes the dot product between the
kernel and the feature maps generating an output feature map. Each different kernel
produces one OFM. The pooling layer reduces a pooling windows (e.g. 2 × 2) to a
single output to subsample the IFMs and achieve translation invariance. The fully
connected layer is the layer of a traditional neural network. An activation function
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Table 1 Complexity of known CNN models

CNN model MAC operations (G-ops) Parameters (millions)

AlexNet 724 61

ENet [33] 2 0.4

ResNet-18 [17] 1.83 11.7

ResNet-50 [17] 3.9 25.5

ResNet-101 [17] 44.5

ResNet-152 [17] 11.3 60.2

GoogleNet [43] 0.85 4

Inception-v1 1.43 7

Inception-v3 [44] 5 23

Inception-v4 [42] 12.3 42.7

VGG-16 [38] 15.5 138

MobileNet-v2 [36] 0.3 3.4

is used to decide the output of all neurons. A recent and frequently used activation
function is ReLU (Rectified Linear Unit). The function is 0when the input is negative
and is equal to the input when the input is positive.

The first largeCNNwas published in 2012 [23] andwon the ImageNet Large Scale
Visual Recognition Competition (ILSVRC) in the same year. Since then, many CNN
have been proposed for image classification with a variable number of parameters,
layers and operations (see Table 1).

A common feature of convolutional neural networks is the high number of param-
eters and the high computational complexity. Running these models without any
optimizations in edge devices is clearly infeasible. Recently, there has been some
network proposals with much less parameters and operations. MobileNet-v2 [36] is
a recent example of a reduced network, not only in the number of parameters, but
also in the number of operations.

3 Complexity Reduction of Deep Learning Models

The main objective of the first generation of deep neural networks was to improve
accuracy. This lead to very large models with a huge number of computations and
weights. However, to keep increasing the size of networks it is important at the
same time to reduce the complexity of the network. This is even more evident for
networks to be deployed in edge devices. The second generation of DNNs addresses
not only accuracy but also throughput, cost and energy. Towards this objective, a
set of architectural and model optimizations have been proposed to improve the
implementation of the model while minimizing the effects over accuracy.
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Two types of optimizations can be identified among all proposals: (1) reduction
of the bit width of weights and activations (quantization) and (2) reduction of the
number of weights and operations.

Quantizationn refers to the process of reducing the number of bits used to rep-
resent DNN data. It can be fixed, when the same representation is used for all data
types of the model, or variable (hybrid quantization) when different quantization
is used for weights and activations at different layers. The first works focused on
weight quantization, but recently both weights and activations are considered for
quantization. If we consider both training and inference, only a few works started to
look at training with reduced bit-width [12].

The most used type of quantization is to convert from floating-point to fixed-
point. In [15] it was shown for some known CNN models that both activations
and weights can be represented with 8-bit fixed-point. The quantization has a high
impact over the energy and area of the multiply-accumulate units, as well as the
energy and cost associatedwith thememory. Some commercial chips already explore
data quantization. The Tensor Processing Unit [18], for example, suppports 8-bit
arithmetic. The samequantizationwas introducedbyNVIDIAwith its PASCALGPU
that also includes 8-bit arithmetic. Bit-width quantization was further refined with
weights and activations represented with a different number of bits across different
layers with a very small impact in accuracy (less than 1%) [22]. In [49] an hybrid
quantization schema was proposed and implemented in a ZYNQ XC7Z045, where
data in first and the last layers use 8-bit, while data in hidden layers use 2 and/or 1
bit.

Quantization was taken to the limits using only one bit to represent weights
∈ {−1, 1} [6].With binaryweights themultiplications become additions and subtrac-
tions. Binarized Neural Networks (BNN) is the extreme data representation where
both weights and activations are represented with a single bit [5] reducing multi-
plications to a XNOR. BNNs have some accuracy degradation that can be reduced
using some modifications in the processing flow, like output scale to maintain the
dynamic range of the weights, and keeping the first and last layers with maximum
precision.

Accuracy can be improved using 2-bit activations [53]. If we allow two bits for
weight representation ∈ {−1, 0, 1} then the accuracy loss is reduced and the zero
weights can be removed to avoid computations with zero and reduce storage size
[26].

Reducing the size of themodel is another class of techniques that can be used alone
or integrated with quantization methods. Usually, networks are over-parameterized
to simplify the training, which means that many weights are redundant and can
be removed without changing the accuracy of the model—pruning. Pruning is one
method that removes zero-valued weights or weights with a magnitude close to zero.
A threshold value is used to remove weights above this value. A higher threshold
increases the weight pruning but also increases accuracy error. Weight pruning can
be applied during training [16, 32] or during inference—dynamic pruning [1]. The
method is quite efficient in fully connected layers. For example, 89 % of the weights
of AlexNet can be removed without loss in accuracy [16].
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Pruning introduces sparsity in the kernels of weights and so a custom dataflow
hardware is required. Some works have reduced the hardware complexity of pruned
dataflows by using structured pruning that consists of pruning blocks of weights
instead of single weights. The size of blocks can be adapted to he size of the data-
parallel architecture of the computing device [34, 52].

Somemethods also take advantage of the zeros produced by the non-linear activa-
tion function ReLU. The output feature map of a layer has several zeros sparsely dis-
tributed. Considering the zero activations, the feature map can be compressed reduc-
ing the size of required externalmemory aswell as the energy associatedwithmemory
accesses. Compression was adopted in [4] where run-length enconder/decoders are
used to compress feature maps. In terms of computations, multiplication with zero-
valued activations can be skipped. The operation can be accomplished by just gating
the read of the activation and the multiplication which has no effect in the execution
time of the model but reduces the energy cost [4]. Additionally, the execution time
can be reduced by skipping theMAC (Multiply-ACcumulate) cycle [1]. These meth-
ods have no effect over the accuracy, but its effectiveness is limited by the existence
of zero values in the model.

The eep learning model itself can be changed to reduce complexity without accu-
racy degradation or with negligible accuracy reduction. Models using convolution
windows with different sizes requires a more general hardware structure. Besides,
the concatenation of several smaller filters produce the same result of a larger filter
with less operations. Some works, like MobileNet [36] replace 3D convolutions by
2D convolutions followed by 1 × 1 convolutions with a considerable reduction in
the number of operations.

All these optimizations reduce the complexity of the network and, therefore the
computing platform requirements. However, the computing requirements are still
high and so new and dedicated architectures are being researched and developed.

4 Deep Learning Computation

Deep learning has two computing phases with different computing requirements:
training and inference. Training can be done offline or online at computing centers
while inference is usually online and can be done at the cloud or at the edge. Training
determines the accuracy of the network and requires a data representation format that
reduces computing errors, requires high memory size and bandwidth to deal with
large sets of training data and large number of network parameters. Inference, on the
other side, can be executed with the same platform used to train the network or in
other device that only has to implement the inference. When implemented in edge
devices, metrics like energy, area, cost and latency are important requirements (see
Fig. 2).

Cloud devices are used for both training and inference. Training requires high-
performance, high precision and high flexibility to support many deep learning mod-
els. The same platforms are used for inference, but in this case, since it is a shared
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Fig. 2 Hardware requirements for deep learning: training and inference

service requested on demand it is important to guarantee the service with high-
throughput, low latency, low power and low cost. At the edge, training is still an
open area of research, but in a near future it is expected to have edge devices training
themselves for its tasks. A solution is to run the first train in the cloud and then
incrementally train the network at the edge using spare processing time when the
device is not doing inference. At the moment, inference is the only process at the
edge. Inference requirements depend on the application but in general real-time and
low latency inference is important to guarantee on-time decisions, very low power
to increase the life-time of the device that it is usually battery supplied and low cost
to turn the device commercially viable.

Deployment of machine learning algorithms is now possible because of the
advances in integrated circuit technology. New faster, cheaper and easier to design
devices lead the machine learning design and development to a new design dimen-
sion. Developing machine learning is now more than just software optimization but
also hardware redesign and algorithm optimization to obtain a more efficient hard-
ware implementation. This increases the complexity of the problem not only because
the design space increases but also because hardware and software must be designed
together to get the best device for a particular machine learning application.

While deep learning algorithms are still in its infancywithmany open issues about
the algorithm itself and some optimizations, the market of chipsets of deep learning
is expected to grow more than 40× in the next six years [45]. Since the introduction
of AlexNet [23] in 2012 that dozens of companies have announced to the market
their new chipsets for deep learning. However, still there are no standards associated
with AI chips design and therefore most of the devices cover specific deep learning
models or implement particular models and optimizations. While some chips are
flexible enough to implement any deep learning model, others are model specific
and can not be used to run different models.

The device technologies currently available to run deep learning are CPU (Cen-
tral Processing Unit), GPU (Graphics Processing Unit), FPGA (Field-Programmable
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Gate Array), ASIC (Applications Specific Integrated Circuit) and SoC (System-on-
Chip). Each of these technologies offers different levels of flexibility, cost, perfor-
mance, power and time-to-market (see Fig. 3).

The flexibility of the device is the level of how easy is to change its functionality.
CPU is the most flexible, but exhibits the lowest performance and energy efficiency.
ASICs are the less flexible because the function is hardwired in the silicon fabric.
FPGAs are more flexible than ASICs because the hardware can be reconfigured for
a specific function but less flexible than CPU or GPU since software is easier to
modify. GPUs offer the best performance among the flexible devices and are cheaper
than FPGAs. This is why they are predominantly used for deep learning on the cloud.
However, in spite of their high energy efficiency, they have high energy consumption
because of its massive parallel processing. To keep the high performance computing
but with a reduced energy consumption companies are deploying ASIC at the cost of
loosing the flexibility. This is a risk since deep learning algorithms are still evolving
and looking for the best algorithmic solutions.

GPU are widely used for training in the cloud because they are flexible and its
many core architecture and high memory bandwidth offers computation powers over
100 TFLOPs. Recent GPUs include 16-bit floating-point operations together with
single and double precision floating-point. While the last can be used for training,
16-bit floating-point units are enough for inference, which improves the inference
efficiency. ASIC circuits for specific deep learning models increase performance and
power efficiency at the cost of reduced flexibility. The latest Tensor Processing Unit
(TPU) from Google is an example of a chip for both training and inference with 420
TFLOPs and 2.4 TBytes of memory bandwidth at very high power efficiency.

GPUs and ASICs are good platforms for cloud computing but the high energy
consumption of GPUs and fixed architecture of ASIC make it unfeasible for edge
devices with tight energy, cost and flexibility constraints. This barrier pushed edge
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devices to microcontrollers, CPUs and DSP (Digital Signal Processor). The problem
is that these programmable devices cannot guarantee the required performance of the
new machine learning applications, in particular deep learning. A tradeoff between
flexibility and specificity leaves designers between better performance and lower
device cost [46]. This leaves space for FPGAs as devices for edge computing.

Field programmable gate arrays can be reprogrammed to implement a spe-
cific deep learning architecture improving the performance while being flexible. At
this development stage of deep learning algorithms, flexible and high-performance
devices with low power requirements, like FPGAs, are the appropriate target device.
Recently, with the introduction of SoC (System-on-Chip) FPGAs, hardware/software
systems have reduced design times while increasing the programmability with a pro-
cessor and the performance with integrated reconfigurable logic.

In the following sections, an overview of devices applied to deep learning at the
edge is given.

5 Computing Platforms for Edge Devices

Edge devices cover a wide range of applications, many of these include or will
include some form of machine learning. Therefore, there has a been a shift towards
the design and implementation of artificial intelligence (AI) chips with enough com-
puting power to infer deep learning networks at the edge with high energy efficiency.
Most of the recent AI chips are ASICs with a specific functionality for different
targets, like surveillance cameras, drones and IoT. However, ASIC architectures are
hardwired and cannot be modified to run different models. Hardware flexibility at
moderate performance can be achieved with reconfigurable computing. Modified or
new network models can be design in hardware with fast design times with good per-
formance and energy efficiency. Considering these aspects, several coarse-grained
reconfigurable devices and FPGAs have been proposed to implement deep neural
networks.

GPUs are easy to use, have very high performances and are programmable. So,
they can run any model and layer. The downside is that they are general-purpose
processors and, therefore, not power efficient. The power requirements of GPU are
not feasible for an edge device with limited power availability. Embedded GPUs, like
Jetson TX2, are the only alternative to run inference at the edge, but still requiring
from 7 to 15W of power.

In the following two sectionswe describe the state-of-the-art reconfigurable archi-
tectures and ASICs for deep learning on the edge. GPUs are not considered since
today’s GPUs are more appropriate for cloud training and inference.
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5.1 Reconfigurable Platforms for Edge Computing

Reconfigurable computing technology offers hardware flexibility which permits the
adaptation of the hardware to a specific DNN model, network configuration and
specific network and architecture optimizations.

Eyeriss [4] is an example of a reconfigurable accelerator for convolutional neural
networks. The architecture uses an array of 168 processing elements with a four-level
memory hierarchy (see Fig. 4).

PEs are interconnected with a network-on-chip (NoC). The NoC is a scalable
interconnection network quite efficient to implement the communication layer of a
many-core architecture. The NoC can be adapted according to the dataflow of data
among the PE dictated by each specific layer of the neural networkmodel. To improve
energy efficiency, the architecture has a run-length compression decoder and encoder
that takes advantage of zeros introduced in the feature maps by the ReLU activation
function that reduces data movement to and from external memory. Each PE has a
local memory, the fastest access to weights and neurons. PEs can communicate with
neighbor PEs, with global memory and with external memory.

One of the objectives of Eyeriss is to improve energy efficiency through data
movement reduction and data reduction. To reduce data movement, the dataflow is
optimized for each CNN to reduce data movement to all kind of memories. Since
accesses to external memory and global memory are costly in terms of energy con-
sumption, the architecturemaximizes data reuse, that is, weights and input activations
are cached in on-chip memories to be reused without requiring new external memory
accesses. Data reduction is implemented by doing zeros compressionwith run-length
encoders which reduces the external memory accesses.

The accelerator executes a CNN layer by layer. For each layer, it loads the con-
figuration bits serially to reconfigure the accelerator in about 100 us. Therefore, the
architecture is optimized for the execution of each layer and their filters, including

PE PE PE PE PE

PE PE PE PE PE PE

PE PE PE PE PE

PE PE PE PE PE

PE PE PE PE PE

Global memory
External 

DDR
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Fig. 4 The reconfigurable architecture of Eyeriss
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the maping of PEs and the NoC configuration. After the initial configuration, the
accelerator loads bocks of the input feature maps from external memory, computes
the output feature maps and stores them to be available for the next layer.

The architecture was tested with AlexNet at 200MHz and data represented with
16-bits, achieving a performance of 46.2 GOPs (multiplications and additions), an
energy efficiency of 166 GOPs/W and a measured power of 278 mW.

An hybrid reconfigurable processor was proposed in [37] for convolutional neural
networks and recurrent neural networks. The problem associated with the design of
a chip for both network models is that convolutional layers require a high number
of computations with a small number of filters and weights. On the other side, fully
connected layers and RNN layers require a massive amount of weights for a relative
small number of computations. So, chips dedicated to onemodel are inefficient when
running the other model.

The proposed architecture has two main modules: one for convolutional layers
and the other for fully connected and RN layers (see Fig. 5).

The convolutional module has four convolution clusters. Each convolution clus-
ter has four cores with 48 PEs each. Each convolution cluster performs convolutions
using four convolution cores and sends the result to an accumulation core. PEsmainly
runmultiply-accumulations to calculate convolutions and inner products. The results
of convolutions are sent to a central module to run pooling and the activation func-
tion (ReLU function, in this case). The fully connected-RL module performs inner
products with a matrix multiplication core. Matrix multiplication is implemented
with a quantization table, that removes duplicated multiplications, and eight 16-bit
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Fig. 6 eFPGA array of FlexLogic for AI

fixed-point multipliers to determine the products used to update the table. The mul-
tipliers are reconfigurable, that is, a single 16-bit multiplier implements four 4-bit
multiplications, 2 8-bit multiplications or a single 16-bit multiplication. The recon-
figurability of the multipliers permits to take advantage of weights quantizations,
that is, representation of weights with different sizes. The smaller the weights, the
more multiplications can be run in parallel, since a single 16-bit multiplication can
be configured to implement four 4-bit multiplications, which improves performance.

With 4-bit weights the architecture has a performance of 1.2 TOPs, an average
power of 279 mW and an energy efficiency of 3.9 TOPs/W.

Flex Logic a supplier of IPs for embedded FPGA (eFPGA) has recently deployed
a new member of their eFPGA family for artificial intelligence—EFLX4K [8].

Neural networks exhibit a high parallelismofmultiply-accumulation (MAC)oper-
ations. Therefore, one way to improve the performance of neural network hardware
architectures is to increase the number of available MACs in a scalable and flexible
way. This design approach was followed in the EFLX4K AI core that has increased
the number of multiply-accumulate units (MAC) per square millimeter of FPGA
silicon in their array (see Fig. 6).

The new member of the family increased the number of MACs relative to the
number of distributed memory and LUT blocks (MLUT). The architecture of the
MAC has also changed to an hybrid structure whose data size can be configured as
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Fig. 7 Architecture of the Thinker core

8 × 8, 16 × 16, 8 × 16 or 16 × 8. This flexibility permits to adapt the MAC units to
the size of activations and weights of neural networks. A single core with 441MACs
configured with 8-bit running at 1 GHz (depends on the IC technology) delivers 441
GMACs per second. The core can be tiled up to a 7 × 7 arraywith a peak performance
of 22 TMACs per second.

The Flex Logic core was utilized in a research project from Harvard (presented in
Hot Chips 2018) to design an accelerator to run deep learning in IoT. Their 25 mm2

chip (SMIV) fabricated in 16-nm technology uses an eFPGA with 80 MACs and 44
Kbits of RAM. The results have shown improvements in power and area efficiency.

The Thinker chip [51] is a reconfigurable chip for artificial intelligence developed
in the Microeletronics Institute of Tsinghua University that uses reconfigurability to
increase the number of supported deep learning models, like convolutional neural
networks, recursive neural networks and fully connected networks. The chip intro-
duces reconfigurability at three different levels: at the core array of computing units,
at the distribution of external memory bandwidth and at the lowest level where data
can be represented with 8 and 16 bits (see architecture in Fig. 7).

The architecture has two 16 × 16 arrays of processing elements (PE). PEs are
organized in clusters that canbe configured to implement different functions.Neurons
and activations are stored on-chip in two multi-bank data memories with 144 KB
each. Each array has a local memory to store weights read from an on-chip shared
memory of weights.

The computing unit of each PE can be configured to execute one 16 × 16 mul-
tiplication or two 8 × 16 multiplications. There are two types of PEs, depending
on the functionality. The general PE supports the execution of MAC operations for
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the three types of DNN. The super PE is an extension of the general PE that also
executes pooling, activation functions and gating operations for RNN models. PEs
include some optimizations, like zero-skipping to avoid multiplications by 0 and,
consequently, a reduction in energy consumption.

The data memory is used to store output data from a layer to the next. Each
data memory has 48 banks providing 96 bytes of parallel data to the PE array. The
local memories of the PE arrays are used to store weights and have 16 ports to feed
16 columns of PEs. The on-chip memory bandwidth is configured for different AI
algorithms to improve bandwidth distribution.

To run convolution operations, activations are loaded from the on-chip data mem-
ory and sent to the first columnof PEs that forward the activations to the next neighbor
PEs. PEs of the same column compute different points (with multiply-accumulation
operations) of the same output feature map. The final result is sent to a super PE to
apply pooling and the activation function, and the final activation is sent back to the
data memory to be used by the next layer. Fully connected layers does not exhibit the
same parallelism of convolutional layers, namely the parallel computation of differ-
ent points of the same output feature map. To reuse weights of fully connected layers,
multiple batches of images can be computed in parallel, with one batch associated
with each row of PEs. This approach permits to keep full usage of all PEs in both
types of layers.

The architecture was tested with different networks covering all supported DNN
models. The networks were trained with fixed-point representation. At 200MHz the
chip has a peak performance of 410 GOPs. On average, they obtained a performance
of 181 GOPs, a power of 335 mW and an energy efficiency of 580 GOPs/W with
16-bit configuration. The energy efficiency and the performance doubles for the 8-bit
configuration.

In [9] a dynamically reconfigurable processor (DRP) was developed to accelerate
embedded AI applications. DRP is a reconfigurable hardware core with an array of
coarse-grained processing elements the can be dynamically reconfigured (see Fig. 8).

PEs handle 16-bit fixed-point and floating-point mixed precision. PEs have access
to small memories (4 KB and 64 KB) in the array. MACs are organized in 16 × 64
channels. Each group of four MACs shares 64-bit input and output FIFOs. A single
MAC has three modes of operation according to the size of weights and activa-
tions: (1) 16-bit mode where data is represented with 16-bit mixed precision, (2)
binary-weight where weights are represented with a single bit (processing through-
put increases 16×), and (3) binary data where both weights and activations are
represented with a single bit.

The DRP processor deals with large models with dynamic reconfiguration. When
the reconfiguration stream is in the local memories of the PE array, the reconfigu-
ration takes about 1 ns, but when the reconfiguration is in external memory, then
reconfiguration takes 1 ms. A full reconfiguration is used to reconfigure the array for
a specific layer, while the fast reconfiguration is used to partially process a single
layer.

Initially, DMAs transfer weights from external memory to the input FIFOs and
from these to the on-chip memory on the array of PEs. Processing cores multiply
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Fig. 8 Architecture of DRP, a dynamically reconfigurable processor for AI

the activations by the weights. The results are sent back in order for normalization,
activation, and pooling operations. The final activations are sent back to memory.
Several output activations are calculated in parallel by the same number of parallel
MACs.

The chip has a measured performance of 960 GOPs in 16-bit mode, but there is
no reference to the energy efficiency.

FPGAs are increasingly being used for deep learning inference, in particular,
convolutional neural networks, since they can be fine-grain reconfigured to adapt to
each CNN model offering good performance and energy efficiency [11, 41].

Some approaches consider a general hardware core for convolution [35, 39],
while others proposed a pipeline architecture where all layers are implemented in a
pipelined fashion [2, 29]. Initial implementations of DNN with FPGA considered
high-density FPGAs. With the migration of deep learning to the edge low density
FPGAs are now also considered as target devices. In [47] small CNNs are imple-
mented in a ZYNQXC7Z020 with a performance of 13 GOPs with 16 bit fixed-point
data. In [13] the same FPGA is used to implemented big CNN models, like VGG16,
with data represented with 8 bits achieving performances of 84 GOPs.

Recently, a configurable architecture was proposed to implement large CNN in
low density FPGAs, achieving a peak performance close to 400 GOPs in a ZYNQ
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Fig. 9 Block diagram of the
LiteCNN architecture DDR
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XC7Z020 with data represented with 8-bits [48]. The architecture consists of an
array of processing cores to calculate dot-products and a memory to store feature
maps (see Fig. 9).

3D convolutions are calculated as a linear dot-product identical to the dot-products
of fully connected layers. The architecture executes one layer at a time and is con-
figured with the features of each layer. The image or the input feature maps of a
layer are stored in a multi-port on-chip memory and weights are stored also on-chip
with each kernel of weights stored in a different memory. Multiple activations are
broadcasted to the cores that calculate dot-products between a vector of activations
and a vector of weights. The result is sent back to the multi-port memory. Before
being stored in this memory, the activation function (ReLU) is applied to the result
of the convolution to produce an activation. The process repeats until finishing the
convolution between the image and the kernels. After that, the next kernels are loaded
from memory and the process repeats until running all kernels of a layer.

The array of cores contains an array of identical units to calculate the dot-product
between activations and weights. Each line of cores receive a different activation
and each column of cores receive the same kernel. So, each core determines one
activation of the output feature maps. Cores in the same column generate activations
of the same feature map, while cores in different columns generate activations of
different feature maps.

The architecture explores inter-output parallelism (multiple output feature maps
are calculated in parallel), intra-output parallelism (multiple activations of a feature
map are calculated in parallel) and dot-product parallelism (multiple activations and
weights from each kernel are read and processed in parallel).

The architecture was tested for the inference of AlexNet in a ZYNQ XC7Z020
and achieved an average performance of 133 GOPs. Assuming an average power of
4W, the energy efficiency is 33 GOPs/W.
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Table 2 Main features of reconfigurable architectures for deep neural networks

Eyeriss [4] DNPU [37] SMIV [8] Thinker
[51]

DRP [9] LiteCNN
[48]

Year 2017 2017 2018 2018 2018 2018

Tech. (nm) 65 65 — 65 28 28

Freq.
(MHZ)

250 200 — 200 500 200

Data 16b fix 4b/16b fix 8b/16b fix 8b/16b fix 1b/16b fix 8b/16b fix

Model CNN CNN/RNN DNN CNN/RNN DNN CNN

GOPs/W 246 3900/1000 — 1000 (8b) — 33

Peak GOPs 67 1200/300 — 410 1000 410

Table2 resumes the main features of reconfigurable architectures for deep neural
networks.

All architectures are coarse-grain reconfigurable, except LiteCNN that targets
fine-grained FPGAs. As can be observed from the table, all reconfigurable architec-
tures adopted fixed-point representation with 8, 16 and even 1 bit to represent data
(weights and activations). Since it is known from the literature that inference can
be executed with small datawidth, compared to that needed for network training,
without negligible accuracy loss, all architectures have adopted smaller representa-
tions that improves performance and energy efficiency, and reduces memory size and
bandwidth requirements.

While some architectures consider a particular neural networkmodel (e.g., CNN),
others support two models (e.g., CNN and RNN) and others support general DNN
models by implementing in hardware the basics of neural network processing com-
mon to many deep neural network models (DNN) and moving all other specific
computations to a general-purpose processing unit.

The performance varies among architectures since it depends on the number of
cores of the architecture. The energy efficiency is related to the flexibility of the
architecture. Themore configurability the less the efficiency since the fabric logic and
interconnection associated with the reconfiguration of the device consumes power,
area and reduces performance.

5.2 ASICs for Edge Computing

Fine and coarse-grain reconfigurable devices increases flexibility but reduces perfor-
mance and energy efficiency. ASICs offer the best performance with the best energy
efficiency but reduced or none flexibility. Some companies started to provide IP
cores for DNN processing, while others provide full SoC solutions. In the following,
several dedicated architectures for deep neural networks processing are described.
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Fig. 10 Block diagram of
the NeuPro architecture
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Since the architectures are proprietary and commercial, the information available is
somehow more restricted and, therefore, only a general description is provided for
each along with a few characterization parameters.

In [14] a hardware accelerator for audio and video processing for different scenar-
ios, including edge, was announced to accelerate CNN processing. The architecture
uses a matrix processing engine (MPE) with 168 × 168 cores, where each core has
local memories, for data and weights, and a MAC unit. The chip delivers 16.8 TOPs
at 300MHz with only 700 mW, an energy efficiency of 24 TOPs/W. The chip has
support for large network models: ResNet, MobileNet and ShiftNet.

NeuPro [27] is a neural network processor IP for general-purpose machine learn-
ing with a set of embedded target applications, like advanced driver-assistance sys-
tem, drones, surveillance, among others. NeuPro has two main cores: (1) the NeuPro
Vector Processing Unit (VPU) and the NeuPro Engine (see Fig. 10).

TheNeuProVPU is a vector processor to control theNeuProEngine and to execute
other layer functions not included in the processing engine. The NeuPro Engine is
the core processing of the NeuPro and executes all layers of a CNN with dedicated
hardware.

Four different configurations of NeuPro are available with different number of
MACs (512, 1024, 2048, 4096). Each MAC is programmable and can execute an
8 × 8 MAC in a single cycle, one 16 × 8 MAC in two cycles or one 16 × 16 MAC
in four cycles. Accumulations are implemented with 32-bit accumulators. There is a
dedicated module to calculate the activation function (it supports different activation
functions: ReLU, sigmoid, tangent hyperbolic, etc.). Pooling is also implemented
with a dedicated hardware module with support for average and maximum pooling
over 2 × 2 and 3 × 3 windows. The NeuPro Engine implements a stream pipeline
including the convolutional, the activation and the pooling layer without local mem-
ory access, reducing the required memory bandwidth to external memory.

The smallest configuration of NeuPro has a performance of 2 TOPs, while the
configuration with 4096 MACs has a performance of 12.5 TOPs running at 1.53
MHz.
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Fig. 11 Block diagram of
the DNA processor
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DesignWare EV6x IP processors from Synopsys [40] are used for embedded
vision processing. The IP processor has a 32-bit scalar core, a vector DSP core and a
convolutional neural network accelerator. The CNN accelerator is optional. The DSP
core integrates a scalar 32-bit core and a 512-bit vector DSP. The EV6x processor
can be configured with one core (EV61), two cores (EV62) or four cores (EV64).

The DSP core is able to execute one scalar operation and three vector opera-
tions per cycle. The vector DSP is configurable with up to 512 bits and different
MAC bitwidths. The CNN core supports any CNN, including AlexNet, VGG16,
GoogLeNet,Yolo, Faster R-CNN, SqueezeNet, andResNet, and considers data quan-
tization to 12 bits and 8 bits, to reduce memory bandwidth and power requirements.
The configuration with the best performance delivers 4.5 TMACs and a power effi-
ciency of 2 TMACs/W.

Tensilica DNA [3] is a processor from Cadence for deep neural network accel-
eration for IoT, smart home, drones, surveillance, ADAS and autonomous vehicles.
The DNA processor integrates a Tensilica DSP and one hardware accelerator (see
Fig. 11).

The engine only computes non-zero elements with a sparse compute engine. So,
the architecture supports pruned networks. A compression/decompression unit is
used to reduce weight data volume. The MAC engine can be configured with 256,
512 or 1024MACs. EachMAC operates over 8-bit integers at maximum throughput.
However, it also supports 16-bit integers at half rate and 16-bit float at one quarter
rate. One DNA processor can have up to four engines with a total of 4096 MACs.

The configuration with 4096 MACs at 1GHz and network pruning can achieve
an average performance of 12 TMACs with an energy efficiency of 3.4 TMACs/W
and a total power usage of 850 mW.

The Tensilica processor is used to control the accelerator and to execute all new
layers not supported by the DNN hardware accelerator. The DNA accelerator can
execute multiple types of network layers, including convolution, fully connected,
LSTM, LRN and pooling.

Intel also entered the market of processors for deep learning at the edge with
the Movidius Myriad X Vision Processing Unit (VPU) [21]. It is also a SoC with a
128-bit VLIW vector processor and a dedicated computing engine for deep neural
network inference at the edge. The chip has 2.5 MBytes of internal memory with
a memory bandwidth of 450 GBytes/s. The DNN computing engine achieves up to
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Table 3 Main features of dedicated architectures for deep neural networks

EV6x [40] DNA [3] Myriad X [21] LightSpeeur
[14]

NeuPro [27]

Year 2017 2017 2017 2018 2018

Tech. (nm) 16 16 16 22 16

Freq. (GHZ) — 1 — 0.3 1.53

Data 8b/12b fix 8b/16b fix 8b/16b fix — 8b/16b fix

Model DNN DNN DNN CNN DNN

TOPs/W 4 6.8 — 24 —

Peak TOPs 9 24 4 16.8 12.5

1 TOPs and the whole processor has an overall peak performance of 4 TOPs. The
MAC units support 16-bit floating-point and 8-bit and 16-bit fixed-point.

Table3 resumes the main features of dedicated architectures for deep neural net-
works.

Like in the reconfigurable architectures, dedicated architectures have also adopted
fixed-point representation with 8, 12 or 16 to represent data. In spite of being ded-
icated architectures, all of them implement flexible MAC units that can be splited
in smaller MACs to increase the number of parallel MACs. Compared to the recon-
figurable architectures, the fabrication technologies are better and therefore achieve
higher performances and energy efficiencies.

Since dedicated architectures cannot be changed after fabrication, all try to support
a vast set of neural network models. So, typically they have a module with massive
parallelism to run MACs (the basic operations of most neural network models) and
a separate generic processing unit to run all other specific functions.

The performance also varies among architectures since it depends on the num-
ber of cores of the architecture. The energy efficiency depends on the technology,
data size and area efficiency of the architecture. These different features justify the
differences in peak performance among the architectures.

Neural networks try tomimic the behavior of human brain. However, knowing that
our brain has around 1011 neurons each with 10,000 connections to other neurons,
the conclusion is that all DNN accelerators are quite far from the complexity of
the brain network. Using the brain processing structure could be a better model to
design neural networks with potentially more performance and energy efficiency.
The subject is known as Neuromorphic Computing.

Different models were considered for neuromorphic computation, including the
network models discussed above and a new type of neural network called Spiking
Neural Network (SNN). In this model, the output of neurons is a sequence of pulses
encoded in space and time. Many differential dynamic equations has been proposed
to model the neuron behavior, but require complex implementations in hardware. A
simplified algorithm that models the neuron behavior with good results and is easy
to implement in hardware is the Leacky Integrate-and-Fire (LIF). In this algorithm
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pulses received by a neuron are weighted and summed to obtain the potential of
a neuron, which is then added to the previous potential of the neuron. A pulse is
generated at the output of the neuron if the potential exceeds a given threshold.

In a deep neural network neurons connect only to a specific subset of neurons.
SNNs have no restrictions over the interconnection among neurons. Any neuron
can connect to an arbitrary number of neurons. So, the complexity of a SNN hard-
ware implementation resides in the interconnection structure. Usually, neurons are
organized as hierarchical clusters of neurons interconnected with a network-on-chip
(NoC) or crossbars.

In 2014 IBMproduced the TrueNorth, a neuromorphic processor with 4096 cores,
each simulating 256neurons for a total ofmore than onemillion neurons. Eachneuron
is connected to other 256 neurons. a total of 268millions of synapse-like connections
with an average power of 70 mW.

Intel also announced in 2017 a neuromorphic chip for AI [7] that implements an
asynchronous spiking neural network—Loihi. The many-core chip has 128 neuro-
morphic cores, each implements 1024 spiking neurons, and 130,000 synaptic con-
nections. Loihi does not train because it can learn in real-time.

Neuromorphic computing has a great potential but results are needed to prove the
advantages of this model. In terms of hardware, the main challenge now is how to
design neuromorphic chips with more neurons and connections.

6 Inference at the Edge: Present and Future

Machine learning and in particular deep learning are still in its infancy with a
large space of options, open issues and uncertainties. Some neural networks already
achieve superior accuracy compared to humans for specific tasks. However, there are
still many cognitive problems without useful or efficient models. Knowing the size
of the models that solve only a few AI tasks, it is obvious that the next generations
of DNN chips will have to be orders of magnitude higher than today.

This uncertainty has dictated the research and development of chips for edge
inference. Since it is still not clear which model to follow, if there will be a general
DNNmodel or new andmore appropriate models, processing devices for DL include
some form of programmability.

Coarse-grain reconfigurable technology was adopted by many to design DNN
accelerators. There is some commitment with general deep neural network features,
like MAC units and specific layer models, but the reconfigurability gives the archi-
tecture some flexibility to adapt to the DNN structure to optimize performance and
energy efficiency. Configurable MACs with different weight and activation sizes,
configurable datapaths to best adapt to a DNN model, are common to all coarse-
grained accelerators.

While flexible, coarse-grained accelerators have a fixed structure optimized for
a class of DNN. Many optimization techniques applied to reduce the complexity
of DNN require specific modules or specific datapaths to implement it. These can
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be considered during the design of the coarse-grain structure but create area and
throughput inefficiencies when not used to run a particular model. These limiting
factors are solved with fine-grained reconfigurable computing, mostly FPGAs. An
FPGA can be reconfigured to implement any hardware structure, limited only by
the available resources of the device. This is the ideal structure to implement DNN
models and associated optimization techniques and a fast platform to deploy new
algorithms and techniques. The drawback is that fine-grain reconfigurable structures
reduce operating frequencies, increase design area and increase energy consumption.

ASIC devices offer the best performance, area and power when compared to
reconfigurable solutions and GPUs with a fixed hardware structure. Since there is no
general neural model, companies delivering ASICs for deep learning have to stick to
a model or a set of models, which limits its applicability. Two different approaches
have been followed in the design of ASICs for AI tasks: (1) IP core for AI and (2)
SoC chips for AI.

IP core accelerators are deployed to be integrated with digital signal processing
systems. The core is dedicated for deep learning acceleration and can be configured
with different number of processing units. SoC chips for AI integrate a dedicated
unit for DNN acceleration and a high-performance processor to run all other DSP
tasks and any layers not supported by the DNN accelerator. Some forms of flexibility
are introduced in these ASIC solutions to deal with the evolution of deep learning
models and its optimizations. At the core of the DNN processing, MAC units support
different sizes of weights and activations. At the algorithmic level, different types of
layers are implemented to increase the target DNN models that can be executed in
the device.

In SoC solutions, a vector digital signal processor is usually used to run other
digital signal processing algorithms and/or to run other DNN models or layers not
supported by the dedicated engine.

The tasks and functionalities of edge devices are increasing faster than the tech-
nology improvement of computing devices. We are expecting more functionality at a
lower cost and lower power. CPUs and GPUs are good proof-of-concept models but
unable to fulfill the expected power requirements. Even FPGAs with better energy
efficiency than CPU and GPUs at low energy consumption are unable to accomplish
these energy goals in part because ASICs can do much better even knowing they
have low adaptability to deep learning models.

SoC solutions with a dedicated DNN accelerator integrated with a high-
performance processor is now the most appropriate architecture for deep learning
inference on edge devices. Different edge applications require different DL appli-
cations with diverse complexity. SoC devices that can execute with highest perfor-
mance and energy efficiency a broad range of DL applications becomes expensive
when used in edge devices not requiring all the functionality of the chip. On the
other side, deploying different edge devices for different DL applications reduces
the volume production of each device, which increases its cost. The midterm seems
to be the best practice case, where SoC edge devices are designed to cope with a set
of related applications. However, since DL research is still in its infancy, new SoC
devices are expected in the near future to cope with new DL models.



Processing Systems for Deep Learning Inference on Edge Devices 237

Following this line of thought, Xilinx has recently announced the Versal Adaptive
Compute Acceleration Platform (ACAP) [50] that delivers three types of computing
engines in the same SoC chip. It includes scalar software programmable engines,
adaptable fine-grained reconfigurable engines and intelligent engines for domain
specific tasks, like AI and DSP tasks, with computing and energy efficiency. It is
a generalization of SoC ASIC solutions with an extra fine-grained reconfigurable
engine to implement new accelerators not implemented as an intelligent dedicated
engine. This bring FPGAs again into the edge computing arena and so it is expected
that edge devices will be equipped with FPGAs and ASICs.

Cloud to edgemigration ofDL services is now restricted to inference. Chip design-
ers of edge devices have concentrated their efforts on chips and IPs for inference.
However, it is expected that in a near future, some form of incremental training will
be necessary in edge devices also. Training requires other type of data representa-
tions, other kind of operations and it is more demanding in terms of computational
effort. These requires other DL engines, more performing devices and maybe differ-
ent training methods that facilitates the implementation of chips that integrate both
inference and training.

7 Conclusions

Deep learning algorithms are drawing the attention of researchers and chip vendors
since they are expected to be every where in our day lives. The first approaches for
deep learning inference were based on cloud computing, but for some deep learning
applications this task is migrating partially or totally to the edge.

Edge inference has brought new challenges, open issues and vendor opportunities
that require new network models, network optimizations and new computing devices
with high performance and energy efficiency.

In this chapter we reviewed the deep learning concept and what to expect from
edge devices to run their inferences. Edge computing large DLmodels can be greatly
improved using algorithmic and architectural optimizations. A brief overview of the
most used optimizations was also described in this chapter.

We have also extensively described computing architectures, IP cores, processors
and SoC devices for edge computing of DL models. Two main types of processing
approaches were identified: reconfigurable computing with reconfigurable devices
and dedicated computingwithASICdevices. Both present different tradeoffs in terms
of performance, cost, energy and programmability. Both solutions are expected to
appear in future edge devices.

As a final remark we have identified some design challenges and research direc-
tions in the long path of migration of DL inference to edge devices.
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Abstract As one of the promising radio access techniques in two-way relaying net-
work, we consider Power Domain based Multiple Access (PDMA) and such PDMA
is effective way to deploy in 5G communication networks. In this paper, a coop-
erative PDMA two-way scheme with two-hop transmission is proposed to enhance
the outage performance under consideration on how exact successive interference
cancellation (SIC) performs at each receiver. In the proposed scheme, performance
gap of twoNOMAusers are examined, and power allocation factors are main impair-
ment in such performance evaluation. In order to reveal the benefits of the proposed
scheme, we choose full-duplex at relay to improve bandwidth efficiency. As impor-
tant result, its achieved outage probability is mathematical analyzed with imperfect
SIC taken into account. Our examination shows that the proposed scheme can sig-
nificantly outperforms existing schemes in terms of achieving a acceptable outage
probability, i.e. a lower outage probability given.
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1 Introduction

Power Domain based multiple access (PDMA) is considered new paradigm to share
same source in non-orthogoanl manner. Such PDMA is proposed as one of the
essential component for the fifth generation (5G) networks for improving system
performance including the spectrum efficiency and providing massive connectivity
[1, 2]. We recall two famous schemes, namely frequency division multiple access
(FDMA) and time divisionmultiple access (TDMA) in conventional orthogonal mul-
tiple access (OMA) schemes, the devices or users having poor channel conditions
provide the low spectrum efficiency since the bandwidth resources are occupied by
these users [3]. However, resource of network including the same frequency, time
and code with different levels of power are charaterizations of communication in
PDMA systems [4, 5]. According to [6], if the power allocation factors in PDMA
can choose in reasonable manner, the system throughput and user fairness can be
guaranteed. More particularly, removing the interferences of weak users is required
to employ at users having strong channel conditions by using successive interference
cancellation (SIC) techniques [7]. Therefore, the PDMA systems with the guaran-
teed fairness of users consequently outperform orthogoanl multiple access (OMA)
in spectral efficiency and system throughput [8]. Various system models of coopera-
tive relay [9–13] are proposed to combine with PDMA. New concept of cooperative
PDMAhas recently attracted growing interests to further enhance the performance of
NOMA systems [14–16]. The first advantage of PDMA is to allocate more power to
the users with low channel qualities, however, the performance improvement brought
by PDMA is relatively constrained. In cooperative communications, with the assis-
tance of several relays the source transmits information to the desired destinations.
Such copperative aims to further improve the system performance. In [17], half-
duplex (HD) and full-duplex (FD) relay are examined. In particular, the outage and
throughput performance of cooperative PDMA systems was studied, where user near
to the source works as using decode-and-forward (DF) strategy to enhance the per-
formance of the far user [17]. In orther work, a cooperative communication scheme
with NOMA was proposed in [18]. In such model, the users who are assigned high
channel qualities can serve as relays to enhance the communication between the
users who have poor channel conditions and the base station (BS). Furthermore, a
cooperative NOMA transmission scheme with a dedicated relay was introduced in
order to improve the communication reliability for users with poor channel condi-
tions as recent work in [19]. Liu et al. [20], three users were served by BS, and the
user nearest to the BS was operated as a relay to perform the transmissio between BS
and the other two users and they introduced a collaborative NOMA assisted relay-
ing system. To improve the secure performance of two NOMA users, Dinh-Thuan
et al. [21] proposed relay selection schemes, where best link was proposed to decide
whether the relaying transmission is necessary to serve the far user.

In this paper, we focus on impact of imperfect SIC as performance analysis in a
cooperative PDMA two-way relaying system with full-duplex scheme deployed at
the relay. Different from the existing result in work [20], where the relay can serve
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to simultaneously transmit and receive symbols to far PDMA users by using power
allocation coefficients in our proposed scheme.

The remainder paper is structured as follows: Sect. 2 presents the system model
of our proposed PDMA scheme and related SNR calculation. Section 3 analytically
characterizes the outage probability to show performance gap among two NOMA
users of our proposed scheme. Then numerical results are illustrated in Sect. 4 to
exhibit the theoretical expressions in Sect. 3. Finally, Sect. 5 concludes this work
and introduces future works.

2 System Model

This study considers a scenario as in Fig. 1, in which two sources transmit signal to
two destinations via intermediate node. Here, the base station (BS) operates as relay
to assist a group of transmitters distributed in a place intends to communicate with
their corresponding destinations distributed in another place. In this case, the poor
channel conditions and/or physical obstructions are main reasons of nonexistence of
the direct transmission between sources and destinations. In such a situation, perfect
DF mode is required to decode signal exactly. The first group contains U1,U3 while
U2,U4 belong to the second group and these users employ NOMA scheme. In this
scenario, signal processing procedure happens in twohop of the relaying network cor-

Fig. 1 System model of
Two-way transmission mode
in Power Domain based
Multiple Access

Relay

U4

U3U1

U2
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responding two time slots. To handle uplink transmission for such NOMA network,
both two source nodes U1,U2 transmit signal x1, x2 simultaneously, respectively in
the first hop and it is performed during the considered first time slot. We call h1, h2
as two channels which serve uplink NOMA. While transmission from the relay to
destination in the second hop is considered as downlink NOMA and these channels
are denoted by g1, g2. In FD scenario, to represent residual self-interference, we call
f as self-interference channel among transmit/receive antenna pair equipped at relay.
Regarding on imperfect SIC, interference channels are denoted as k1, k2. In the first
phase, the power allocation factors are α1P,α2P to distinguish power levels for two
symbols (x1, x2) corresponding separated services for the first phase and α3P,α4P
are re-assigned for two symbols in the second transmission phase and P, Pr in this
consideration are the total transmit power at the transmitters, relay respectively. Con-
currently, the superimposed composite signal

√
Prα3x1 + √

Prα4x2 is re-transmitted
by the relay to U3,U4.

It isworth noting that such relay can operate in FDmode and two-hop transmission
which leads to processing delay with small time epoch. The constraint of power
allocation fractions in NOMA are α1 + α2 = 1,α3 + α4 = 1 and their assignment
give impacts on system performance significantly. As important duty in NOMA, SIC
is performed at both relay and destination to detect remaining signal and two cases
need be considered (imperfect SIC and perfect SIC).

Therefore, the signal to interference plus noise ratio (SINR) to detect x1 at relay
can be formulated by

γr1 = α1ρs |h1|2
α2ρs |h2|2 + ρr | f |2 + 1

, (1)

where ρs = P
/
σ2
0 is transmit SNR of source. σ2

0 is assumed as noise variance for all
noise terms.
In perfect SIC situation, the signal to noise ratio (SNR) at relay node to decode x2 is
determined in FD mode by

γ pSIC
r2 = α2ρs |h2|2

ρr | f |2 + 1
, (2)

Inworse situation, imperfect SIC happens at FD/HD-assisted relay, these expressions
in term of SNR can be recomputed respectively as

γr2 = α2ρs |h2|2
α1ρs |k1|2 + ρr | f |2 + 1

, (3)

where k1 ∼ CN (
0,κλh1

)
is interference term related to imperfect SIC; ρs

Δ= Ps
/
σ2
0

and ρr
Δ= Pr

/
σ2
0 are transmission SNR of source and relay node, respectively.

Regarding to second hop transmission, the destination intends to decode its own data
and hence the SINR can be achieved at destination U3 by
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γU3 = α3ρr |g1|2
α4ρr |g1|2 + 1

. (4)

Additionally, destination U4 only recovers its data after successfully decompositing
destination U3 data and applying SIC. Then, the SINR and SNR at second user U4

to detect the first user symbol for SIC purpose and to discover its own data are
respectively given by

γU4←1 = α3ρr |g2|2
α4ρr |g2|2 + 1

, (5)

The SNR and SINR at second destinationU4, in two cases including perfect SIC and
imperfect SIC are respectively as

γ
pSIC
U4

= α4ρr |g2|2, (6)

and

γU4 = α4ρr |g2|2
α3ρr |k2|2 + 1

. (7)

3 Performance Evaluation: Outage Performance Analysis

3.1 The Outage Probability of the First User Pair

The first user pair is evaluated through outage probability. In particular, the exact
outage probability of the first user pair is given by

OP1 =Pr
(
γr1 < γ1

0 ∪ γU1 < γ1
0

)

=1 − Pr

(
α1ρs |h1|2

α2ρs |h2|2 + ρr | f |2 + 1
≥ γ1

0 ,
α3ρr |g1|2

α4ρr |g1|2 + 1
≥ γ1

0

)
.

(8)

Proposition 1 The closed-form expression of the first user pair in term of outage
probability can be given by

OP1 =1 − Pr

(
α1ρs |h1|2

α2ρs |h2|2 + ρr | f |2 + 1
≥ γ1

0

)
Pr

(
α3ρr |g1|2

α4ρr |g1|2 + 1
≥ γ1

0

)

=1 − 1

λ f λh2

exp

(
− γ1

0

α1ρsλh1

) (
γ1
0ρr

α1ρsλh1

+ 1

λ f

)−1(
γ1
0α2

α1λh1

+ 1

λh2

)−1

× exp

(

− γ1
0(

α3 − α4γ
1
0

)
ρrλg1

)

.

(9)

Proof See in Appendix 5.
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3.1.1 The Outage Probability of the Second User Pair with Imperfect
SIC

In this case, γ2
0 is assumed to be the predefined SNR threshold of destination U4. In

similar way, by consideration on outage condition, the second user pair meet outage
case as follow

OPipSIC
2 = Pr

(
γr1 < γ10 ∪ γr2 < γ20 ∪ γU4←1 < γ10 ∪ γU4 < γ20

)

= 1 − Pr

(
α1ρs |h1|2

α2ρs |h2|2 + ρr | f |2 + 1
≥ γ10 ,

α2ρs |h2|2
α1ρs |k1|2 + ρr | f |2 + 1

≥ γ20

)

︸ ︷︷ ︸
Δ=O1

× Pr

(
α3ρr |g2|2

α4ρr |g2|2 + 1
≥ γ10 ,

α4ρr |g2|2
α3ρr |k2|2 + 1

≥ γ20

)

︸ ︷︷ ︸
Δ=O2

.

(10)

Proposition 2 The closed-form expression of the second user pair in term of outage
probability can be computed by

OPipSIC
2 = 1 − O1O2, (11)

In which

O1 = 1

λh2

(
α2γ

1
0

α1λh1

+ 1

λh2

)−1

exp

(

− γ1
0

α1ρsλh1

− γ2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

))

× 1

λ f

(
ρrγ

1
0

α1ρsλh1

+ ρrγ
2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

)

+ 1

λ f

)−1

× 1

λkr

(
α1γ

2
0

α2

(
α2γ

1
0

α1λh1

+ 1

λh2

)

+ 1

λkr

)−1

, (12)

and

O2 = 1

λk2

(
α3γ

2
0

α4λg2

+ 1

λk2

)−1

exp

(
− γ2

0

α4ρrλg2

− �

(
α3γ

2
0

α4λg2

+ 1

λk2

))

+ exp

(

− γ1
0(

υ3 − γ1
0υ4

)
ρrλg2

)

×
(

1 − exp

(

− 1

λk2

max

(

0,
1

α3ρr

(
α4γ

1
0(

α3 − γ1
0α4

)
γ2
0

− 1

))))

. (13)
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Proof See in Appendix 5.

3.1.2 The Outage Probability of the Second User Pair with Perfect SIC

In this case, γ2
0 is assumed to be the predefined SNR threshold of destination U4 . In

similar way, by consideration on outage condition, the second user pair meets outage
case as follow

OP pSIC
2 =Pr

(
γr1 < γ1

0 ∪ γ pSIC
r2 < γ2

0 ∪ γU4←1 < γ1
0 ∪ γ

pSIC
U4

< γ2
0

)

=1 − Pr

(
α1ρs |h1|2

α2ρs |h2|2 + ρr | f |2 + 1
≥ γ1

0 ,
α2ρs |h2|2
ρr | f |2 + 1

≥ γ2
0

)

︸ ︷︷ ︸
Δ=ζ1

× Pr

(
α3ρr |g2|2

α4ρr |g2|2 + 1
≥ γ1

0 ,α4ρr |g2|2 ≥ γ2
0

)

︸ ︷︷ ︸
Δ=ζ2

.

(14)

Proposition 3 The closed-form expression of the second user pair in term of outage
probability can be computed by

OP pSIC
2 = 1 − ζ1ζ2 (15)

In which

ζ1 = 1

λh2

(
α2γ

1
0

α1λh1

+ 1

λh2

)−1

exp

(

− γ1
0

α1ρsλh1

− γ2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

))

× 1

λ f

(
ρrγ

1
0

α1ρsλh1

+ ρrγ
2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

)

+ 1

λ f

)−1
(16)

and

ζ2 = exp

(

− 1

λg2

max

(
γ1
0(

α3 − γ1
0α4

)
ρr

,
γ2
0

α4ρr

))

(17)

Proof See in Appendix 5.
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4 Numerical Results

In this section, numerical results andMonteCarlo simulations are provided to validate
the analytical results presented in this paper. Particularly, the parameters used in the
simulations are set as follow. The Monte Carlo simulation results are averaged over
105 independent trials.

Figure2 examines impact of transmit SNR at source on outage performance. It
can be seen clearly that outage performance of the first user pair is lower than that
of the second user pair. However, performance gap of the second user pair for ipSIC
and pSIC is small. It shows that outage performance will be remain constant at high
ρ as such ρ is greater than 35 (dB).

Figure3 illustrates how target rate R2 make performance of the second user pair
change. We considers two cases of transmit SNR ρ = 10, 40 (dB) at source related
to outage performance evaluation. It can be seen clearly that outage event happens
at R2 = 5. Besides, the simulations results match with analytical result very well.
It indicated exactness of derived expressions. In this case, performance gap of the
second user pair for ipSIC and pSIC is large at lower target rate R2.

We explore impact of interference of FD on outage performance as in Fig. 4. It
confirms how transmit SNR at source ρ make fluctuations in term of outage perfor-
mance at the second user pair change. Four cases of transmit SNR ρ = 10, 20, 30, 40
(dB) are compared in ipSIC situation. It can be seen clearly that outage event happens
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Fig. 2 Outage probability versus SNR with α1 = 0.9,α2 = 0.1,α3 = 0.9,α4 = 0.1, κ = 0.001,
λ f = 0.01, R1 = 1 BPCU and R2 = 2
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Fig. 3 Outage probability with α1 = 0.8,α2 = 0.2,α3 = 0.8,α4 = 0.2, κ = 0.003, λ f = 0.01
and R1 = 0.5 BPCU
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Fig. 4 Outage probabilitywithα1 = 0.8,α2 = 0.2,α3 = 0.8,α4 = 0.2, R1 = 0.5BPCU, R2 = 2
BPCU and λ f = 0.01
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Fig. 5 Outage probabilitywithα1 = 0.8,α2 = 0.2,α3 = 0.8,α4 = 0.2, R1 = 0.5BPCU, R2 = 2
BPCU and κ = 0.003

at κ = −10to0 (dB). In this experiment, performance gap of the second user pair for
ipSIC is large at lower value of κ. Similarly, how strong of interference channel λ f

make impact on outage probability of the second user pair as in Fig. 5.

5 Conclusion

This paper analyzed a two-way NOMA network with hardware impairments. With
regard to impairment of SIC, i.e. imperfect SIC and perfect SIC were used in the
receiver to provide comparison study. To examine system performance, the outage
probability was considered in this paper under varying various parameters. Specially,
we derived the closed-formexpressions for the outage probability. In order to evaluate
the impact of FD impairment on the system at high SNRs, the simulation results were
also further evaluated. It can be confirmed that the worse outage performance can
be raised when the larger impairments FD level was observed. In future work, more
users and more pair of group are need be investigated.
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Appendix

Proof of Proposition 1

OP1 can be obtained

OP1 = 1 − Pr

(
|h1|2 ≥ γ1

0

α1ρs

(
α2ρs |h2|2 + ρr | f |2 + 1

))

︸ ︷︷ ︸
Δ=O3

×
(

1 − F|g1|2

(
γ1
0(

α3 − α4γ
1
0

)
ρr

))

︸ ︷︷ ︸
Δ=O4

(18)

It need be computed these outage expressions as below

O3 =Pr

(
|h1|2 ≥ γ1

0

α1ρs

(
α2ρs |h2|2 + ρr | f |2 + 1

))

=Pr

(
1 − F|h1|2

(
γ1
0

α1ρs

(
α2ρs |h2|2 + ρr | f |2 + 1

))) (19)

After the implementation of the calculation, we have

O3 (x, y) =E|h1|2
{
Pr

(
|h1|2 ≥ γ1

0

υ1ρs

(
α2ρs |h2|2 + ρr | f |2 + 1

)
)}

=
∞∫

0

f| f |2 (x) dx

∞∫

0

exp

(
− γ1

0

α1ρsλh1
(α2ρs y + ρr x + 1)

)
f|h2|2 (y) dy

= 1

λ f λh2

exp

(
− γ1

0

α1ρsλh1

) ∞∫

0

exp

(
−

(
γ1
0ρr

α1ρsλh1

+ 1

λ f

)
x

)
dx

×
∞∫

0

exp

(
−

(
γ1
0α2

α1λh1

+ 1

λh2

)
y

)
dy

= 1

λ f λh2

exp

(
− γ1

0

α1ρsλh1

)(
γ1
0ρr

α1ρsλh1

+ 1

λ f

)−1(
γ1
0α2

α1λh1

+ 1

λh2

)−1

(20)
It is noted that, we have following results
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∞∫

0

exp

(
−

(
γ1
0ρr

α1ρsλh1

+ 1

λ f

)
x

)
dx =

(
γ1
0ρr

α1ρsλh1

+ 1

λ f

)−1

, (21)

∞∫

0

exp

(
−

(
γ1
0α2

α1λh1

+ 1

λh2

)
y

)
dy =

(
γ1
0α2

α1λh1

+ 1

λh2

)−1

, (22)

f|h2|2 (y) = 1

λh2

exp

(
− y

λh2

)
, (23)

f| f |2 (x) = 1

λ f
exp

(
− x

λ f

)
. (24)

To further computation, we have

O3 = 1

λ f λh2

exp

(
− γ1

0

α1ρsλh1

) (
γ1
0ρr

α1ρsλh1

+ 1

λ f

)−1(
γ1
0α2

α1λh1

+ 1

λh2

)−1

(25)

and

O4 = 1 − F|g1|2

(
γ1
0(

α3 − α4γ
1
0

)
ρr

)

= exp

(

− γ1
0(

α3 − α4γ
1
0

)
ρrλg1

)

(26)

Proof of Proposition 2

We have following equation as

O1 = Pr

(
α1ρs |h1|2

α2ρs |h2|2 + ρr | f |2 + 1
≥ γ1

0 ,
α2ρs |h2|2

α1ρs |k1|2 + ρr | f |2 + 1
≥ γ2

0

)

= Pr

(

|h1|2 ≥ γ1
0

α1ρs

(
α2ρs |h2|2 + ρr | f |2 + 1

)
, |h2|2 ≥ γ2

0

α2ρs

(
α1ρs |k1|2 + ρr | f |2 + 1

)
)

(27)
After placing the following variables x = | f |2, y = |h2|2, z = |k1|2 and performing
calculations, we have
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O1 = exp

(

− γ1
0

α1ρsλh1

) ∞∫

0

exp

(

− ρrγ
1
0

α1ρsλh1

x

)

f| f |2 (x)dx

×
∞∫

γ20
α2ρs

(α1ρs z+ρr x+1)

exp

(

− α2γ
1
0

α1λh1

y

)

f|h2|2 (y) dy

∞∫

0

f|k1|2 (z)dz

= 1

λh2

(
α2γ

1
0

α1λh1

+ 1

λh2

)−1

exp

(

− γ1
0

α1ρsλh1

− γ2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

))

×
∞∫

0

exp

(

−
(

ρrγ
1
0

α1ρsλh1

+ ρrγ
2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

))

x

)

f| f |2 (x)dx

×
∞∫

0

exp

(

−α1γ
2
0

α2

(
α2γ

1
0

α1λh1

+ 1

λh2

)

z

)

f|k1|2 (z)dz

= 1

λh2

(
α2γ

1
0

α1λh1

+ 1

λh2

)−1

exp

(

− γ1
0

α1ρsλh1

− γ2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

))

× 1

λ f

(
ρrγ

1
0

α1ρsλh1

+ ρrγ
2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

)

+ 1

λ f

)−1

× 1

λk1

(
α1γ

2
0

α2

(
α2γ

1
0

α1λh1

+ 1

λh2

)

+ 1

λk1

)−1

(28)

The following results can be given as

∞∫

γ20
α2ρs

(α1ρs z+ρr x+1)

exp

(

− α2γ
1
0

α1λh1

y

)

f|h2|2 (y) dy = 1

λh2

(
α2γ

1
0

α1λh1

+ 1

λh2

)−1

× exp

(

− γ2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

))

× exp

(

−α1γ
2
0

α2

(
α2γ

1
0

α1λh1

+ 1

λh2

)

z

)

× exp

(

−ρrγ
2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1

λh2

)

x

)

,

(29)
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∞∫

0
exp

(
−

(
ρrγ

1
0

α1ρsλh1

+ ρrγ
2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1
λh2

))
x

)
f| f |2 (x)dx

= 1
λ f

(
ρrγ

1
0

α1ρsλh1

+ ρrγ
2
0

α2ρs

(
α2γ

1
0

α1λh1

+ 1
λh2

)
+ 1

λ f

)−1

,

(30)

∞∫

0
exp

(
−α1γ

2
0

α2

(
α2γ

1
0

α1
+ 1

λh2

)
z
)
f|k1|2 (z)dz

= 1
λk1

(
α1γ

2
0

α2

(
α2γ

1
0

α1
+ 1

λh2

)
+ 1

λk1

)−1
(31)

To further compute O2, we have

O2 = Pr

(
α3ρr |g2|2

α4ρr |g2|2 + 1
≥ γ1

0 ,
α4ρr |g2|2

α3ρr |k2|2 + 1
≥ γ2

0

)

= Pr

(

|g2|2 ≥ γ1
0(

α3 − γ1
0α4

)
ρr

, |g2|2 ≥ γ2
0

α4ρr

(
α3ρr |k2|2 + 1

)
)

= Pr

(

|g2|2 ≥ max

(
γ1
0(

α3 − γ1
0α4

)
ρr

,
γ2
0

α4ρr

(
α3ρr |k2|2 + 1

)))

= Pr

(

|g2|2 ≥ γ2
0

α4ρr

(
α3ρr |k2|2 + 1

)
, |k2|2 >

1

α3ρr

(
α4γ

1
0(

υ3 − γ1
0α4

)
γ2
0

− 1

))

+ Pr

(

|g2|2 ≥ γ1
0(

α3 − γ1
0α4

)
ρr

, |k2|2 <
1

α3ρr

(
α4γ

1
0(

α3 − γ1
0α4

)
γ2
0

− 1

))

= Pr

(

|g2|2 ≥ γ2
0

υ4ρr

(
υ3ρr |k2|2 + 1

)
, |k2|2 > max

(

0,
1

υ3ρr

(
υ4γ

1
0(

υ3 − γ1
0υ4

)
γ2
0

− 1

)))

︸ ︷︷ ︸
Δ=Δ1

+ Pr

(

|g2|2 ≥ γ1
0(

υ3 − γ1
0υ4

)
ρr

, |k2|2 < max

(

0,
1

υ3ρr

(
υ4γ

1
0(

υ3 − γ1
0υ4

)
γ2
0

− 1

)))

︸ ︷︷ ︸
Δ=Δ2

(32)

If |k2|2 > 1
υ3ρr

(
υ4γ

1
0

(υ3−γ1
0υ4)γ2

0
− 1

)
⇒ max

(
γ1
0

(υ3−γ1
0υ4)ρr

,
γ2
0

υ4ρr

(
υ3ρr |k2|2 + 1

)) =
γ2
0

υ4ρr

(
υ3ρr |k2|2 + 1

)
. Else |k2|2 < 1

υ3ρr

(
υ4γ

1
0

(υ3−γ1
0υ4)γ2

0
− 1

)

⇒ max
(

γ1
0

(υ3−γ1
0υ4)ρr

,
γ2
0

υ4ρr

(
υ3ρr |k2|2 + 1

)) = γ1
0

(υ3−γ1
0υ4)ρr

.

It worth noting that, some important results can be achieved as



Power Domain Based Multiple Access for IoT Deployment … 255

Δ1 = Pr

⎛

⎜
⎜⎜⎜
⎜⎜⎜
⎝

|g2|2 ≥ γ20
α4ρr

(
α3ρr |k2|2 + 1

)
, |k2|2 > max

⎛

⎝0,
1

α3ρr

⎛

⎝ α4γ
1
0(

α3 − γ10α4

)
γ20

− 1

⎞

⎠

⎞

⎠

︸ ︷︷ ︸
Δ=�

⎞

⎟
⎟⎟⎟
⎟⎟⎟
⎠

=
∞∫

�

(

1 − F|g2|2
(

γ20
α4ρr

(α3ρr x + 1)

))

f|k2|2 (x) dx

= 1

λk2
exp

(

− γ20
α4ρrλg2

) ∞∫

�

exp

(

−
(

α3γ
2
0

α4λg2
+ 1

λk2

)

x

)

dx

= 1

λk2

(
α3γ

2
0

α4λg2
+ 1

λk2

)−1

exp

(

− γ20
α4ρrλg2

− �

(
α3γ

2
0

α4λg2
+ 1

λk2

))

(33)
and

Δ2 = Pr

(

|g2|2 ≥ γ1
0(

α3 − γ1
0α4

)
ρr

, |k2|2 < max

(

0,
1

α3ρr

(
α4γ

1
0(

α3 − γ1
0α4

)
γ2
0

− 1

)))

= Pr

(

|g2|2 ≥ γ1
0(

α3 − γ1
0α4

)
ρr

)

Pr

(

|k2|2 < max

(

0,
1

α3ρr

(
α4γ

1
0(

α3 − γ1
0α4

)
γ2
0

− 1

)))

=
(

1 − F|g2 |2
(

γ1
0(

υ3 − γ1
0υ4

)
ρr

))(

F|k2 |2
(

max

(

0,
1

α3ρr

(
α4γ

1
0(

α3 − γ1
0α4

)
γ2
0

− 1

))))

= exp

(

− γ1
0(

υ3 − γ1
0υ4

)
ρrλg2

)(

1 − exp

(

− 1

λk2
max

(

0,
1

α3ρr

(
α4γ

1
0(

α3 − γ1
0α4

)
γ2
0

− 1

))))

(34)

Substituting (33) and (34) into (32), we obtain final formula of

O2 = Δ1 + Δ2

= 1

λk2

(
α3γ

2
0

α4λg2

+ 1

λk2

)−1

exp

(
− γ2

0

α4ρrλg2

− �

(
α3γ

2
0

α4λg2

+ 1

λk2

))

+ exp

(

− γ1
0(

υ3 − γ1
0υ4

)
ρrλg2

)

(

1 − exp

(

− 1

λk2

max

(

0,
1

α3ρr

(
α4γ

1
0(

α3 − γ1
0α4

)
γ2
0

− 1

))))

(35)

It completes Proposition 2.
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Proof of Proposition 3

We have following equation as

ζ1 =Pr

(
α1ρs |h1|2

α2ρs |h2|2 + ρr | f |2 + 1
≥ γ1

0 ,
α2ρs |h2|2
ρr | f |2 + 1

≥ γ2
0

)

=Pr

(
|h1|2 ≥ γ1

0

α1ρs

(
α2ρs |h2|2 + ρr | f |2 + 1

)
, |h2|2 ≥ γ2

0

α2ρs

(
ρr | f |2 + 1

))

(36)
After placing the following variables x = | f |2, y = |h2|2 and performing calcula-
tions, we have

ζ1 = exp
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0

α1ρsλh1

) ∞∫
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exp
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1
0

α1ρsλh1

x

)
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∞∫
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)
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And to further examine ζ2, it can be given by
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(38)

It completes Proposition 3.
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Big Data Thinning: Knowledge Discovery
from Relevant Data

Naji Shehab and Christos Anagnostopoulos

Abstract Using statistical learning theory and machine learning techniques sur-
rounding theprinciples ofRival PenalisedCompetitiveLearning (RPCL), this chapter
proposes a novel approach aiming to aid Big Data Thinning, i.e., analysing only
the potential data sub-spaces and not the entire extensive data space. Data sci-
entists, data analysts, IoT applications and Edge-centric services are in need for
predictive modelling and analytics. This is achieved by learning from past issued
analytics queries and exploiting the analytics query access patterns over the large
distributed data-sets revealing the most interested and important sub-spaces for fur-
ther exploratory analysis. By analysing user queries and respectively mapping them
into relatively small-scale predictive local regression models, we can yield higher
predictive accuracy. This is done by thinning the data space and freeing it of irrelevant
and non-popular data sub-spaces; thus, making use of less training data instances.
Experimental results and statistical analysis support the research idea proposed in
this work.

1 Introduction

Big data is a developing term that can be described as a large structured or unstruc-
tured body of data that has the ability to be mined for information, hidden patterns,
correlations, and other advanced insights. With the use of machine learning tech-
niques, such as predictive modelling and big data analytics, big data can be turned
into big opportunities. However, analysing and creating large global predictive sta-
tistical learning models surrounding large volumes of data can be a difficult and
resource-expensive task. This section shares the motivation and the rationale behind
this chapter, and highlights the overall aims and hypotheses gathered in hopes of
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introducing a new approach aimed at thinning big data through knowledge discovery
from relevant data.

1.1 Motivation

Over the past few years, data has grown in enormous amounts; increasing both
in size and growth rate. By estimating the world’s technological capacity to store,
communicate, and compute information, it was found that the world’s data storage
capacity increased at a compound annual growth rate of 25% per year between 1986
and 2007 [10]. Although not a new concept, the recent explosion in the amount
of data generated to date is chiefly due to the rise of computers and technology
capable of capturing it. We create as much data in two days as we did from the
beginning of time until the year 2000. However, with the increase in data, came
the increase in the demand for data analytics. The concept behind data analytics
has been around for years; organisations and businesses dating back to the 1950s
were using basic data analytics to discover explicit trends, informative conclusions,
and supportive decisions. The more data you know, the more insights and more
accurate prediction models can be generated. Hence, the term “Big data” arises; a
term essentially referring to the collection of all data and the resultant ability to make
use of it in several areas.

With “Big data” however, comes big responsibility to decode and analyse it.
Although straightforward, the huge amounts of data produced over time are abstract
and largely disconnected from their context. But relying solely on big data can
result in inaccurate and misguided results that impact on business decisions and
the production of innovation. Thus, navigating in this vast sea of data in the most
efficient manner becomes extremely important in terms of cost, resources and overall
efficiency of data collection and analysis [23].

Upon analysing the total work capacity of the world’s installed computers servers,
it was estimated that in 2008:

The world’s servers processed 9.57 Zettabytes of information, almost 10 to the 22nd power,
or ten million million gigabytes [6].

Furthermore, learning from the past and taking cues from practical problem solving
ideologies, it can be said that there is a clear need for a palette of methods that make
use of big data in a refined manner through an interpretive lens. As more research
delves into this topic, it has been repetitively found that certain sub-regions in big
data could be irrelevant, valueless and too time-consuming to be practical. Studying
the data ecosystem and thinning it to its most useful components will provide a
more efficient framework for understanding user queries and returning results more
quickly and more efficiently therefore requiring less resources that could otherwise
be allocated to other more important data analysis.

The findings should make an important contribution to the field of Big Data, and
Big Data Analyses [22].
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1.2 Aims and Hypotheses

This proposal’s main aim is to investigate the idea behind building local predictive
models that root from user queries; where each predictive model respectively rep-
resents a query or a set of queries issued by IoT applications and/or data analysts
in a data management ecosystem [17–21]. Each predictive model should be able to
predict the answer of a specific data subspace, which is only pre-analysed due to
its importance thus not explicitly accessing the data, or accessing only the required
amount of relevant data [24–28]. By setting our focus around popular user queries,
we can create higher predictive models that make use of less resources. To achieve
this, the focus lies in two main research hypotheses.

• Hypothesis 1: Upon quantising a large-scale dataset, each respective cluster can
be associated with an individual predictive local model. Given this, the local
models should predict more accurately than its counterpart global model over the
entire data space.

• Hypothesis 2: Upon observing user queries analytics, we can learn and make use
of the principles of the RPCL and Learning Automata methodologies in order
to extract the distributions and associations of the queries over the large-scale
data space. Given this and the outcome of Hypothesis 1; we should be able to
create respective local models over the past issued query sub-spaces providing
high quality analytics.

1.3 Performance Assessment

Given Hypotheses 1 and 2, we are investigating, with the use of real data, the impact
of the number of learned predictive models on the scalability of a data management
system with the intention of requiring relatively smaller and more relevant data
instead of a large volume of big and potentially irrelevant data.

1.4 Outline

The remaining sections in this chapter are structured as follows:

• Section 2—Background and Relevant Research: covers certain methodologies
of machine learning that will be used throughout this chapter; providing the reader
with background information to understand the process taken in the remaining
chapters.

• Section 3—Hypothesis 1: begins by discussing the introductory approach taken
to conduct, implement, and assess the first hypothesis.More specifically, it investi-
gates the statistical properties of the dataset to be used throughout this chapter, and
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explains a set of data analyses to be performed. It then goes into details explaining
each step taken to implement the first hypothesis and presents the findings of the
research conducted.

• Section 4—Hypothesis 2: begins by discussing the introductory approach taken
to conduct, implement, and assess the second hypothesis. More specifically, it
first informs the reader of a very high level design; formalising the architecture to
be implemented. It then goes into details explaining each step taken to implement
the design constructed and presents the findings of the research conducted.

• Section 5—Conclusions and Future Work: concludes the chapter by highlight-
ing the findings of the research conducted, and discusses ideas for future work,
where applicable.

2 Background and Relevant Research

This section is a summarisation of several research papers, books, and related
machine learning algorithms. It provides background information and terminology
used within the chapter. Section 2.1 concentrates on relevant competitive learning
topics used, but focuses mainly on the Rival Penalised Competitive Learning algo-
rithm. Section 2.2 provides an insight into Learning Automata. Finally, Sect. 2.3
introduces a smart cluster initialisation approach to be used throughout the quantising
phases conducted.

2.1 Competitive Learning

Competitive learning (CL) is an adaptive form of unsupervised learning for data
clustering analysis, in which nodes contest for the right to respond to a subset of
the input data [14]. It can be widely applied in several vector quantisation processes
such as classification, image and speech signal processing [11, 12], and data com-
pression. A formally famous clustering algorithm, k-means [15], is a method of
vector quantisation in which the input data set is partitioned into k clusters. Each
cluster is represented by an initially seeded cluster head or mean centre, that adap-
tively changes throughout the learning process. The algorithm computes the squared
distance between each of the input vectors and the seeded centres, chooses the centre
having the minimum distance (the winning centre), and moves the winning centre
towards the respective input vector. Its high effectiveness, however, comes at a major
cost of failure. It is well known that the k-means clustering algorithm has a crucial
problem of selecting an appropriate k, the number of seeded cluster centres needed.
This is a major drawback as the decision of k strongly affects the performance of
the algorithm. Unfortunately, in many practical problems the pre-selection of k is
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a hard problem. Furthermore, the clustering algorithm heavily depends on the ini-
tial values of its seeded clusters. Inappropriate values could cause the “dead units”
problem; that is, if a centre is initialised far away from the input data set in compar-
ison with other centres, it may never win the competition. This results in the centre
being redundant and never representing a cluster; hence, being classified as a dead
unit. Focusing on the crucial problems described above, in hope of eliminating them,
there have been several other advanced algorithms/techniques proposed such as: the
Frequency Sensitive Competitive Learning (FSCL) algorithm [2], and the Rival
Penalised Competitive Learning (RPCL) algorithm [1].

The FSCL, which was originally an extension of the k-means algorithm, showed
notable improvement by introducing a new parameter, called the conscience (the
relative winner frequency). Motivated by the earlier work of Grossberg [16], by
introducing a conscience [9], each cluster centre holds a directly proportional rela-
tionship with its respective winning frequency. With this strategy implemented, the
FSCL algorithm reduces the learning rate of frequent winners (reducing the chance
to win the competition against other cluster centres); and, as a result, helps to avoid
the dead units problem. It is evident that the conscience strategy and FSCL solves the
dead units problem well, however, this is the case only when the number of clusters
k in the input data set is known in advance by some prior knowledge [2]. This is
the same problem that is addressed in the famous k-means clustering method: The
performance of the clustering algorithm may be affected by the chosen value of k; if
selected inappropriately, we may obtain very poor clustering results.

To tackle the selection of k, a new CL algorithm is proposed—RPCL [1]. This
is done by utilising and adding a new mechanism into FSCL. For each input vector,
the RPCL algorithm rewards the winning centre and penalises its rival (i.e., the
second winner) with a de-learning rate that is smaller than that used by the winning
centre. Interestingly so, experimental results show that RPCL surpasses and provides
better convergence than thek-means andFSCL algorithm.This algorithmeliminates
the “dead units” problem and preforms appropriate clustering without any prior
knowledge of k.

2.1.1 The K-Means Algorithm

The classical iterative CL algorithm—k-means—calculates the distances between
the randomly initialised centre vector set w(1), . . .w(k) and a random input vector
x ∈ R(n)—where k represents the number clusters, and n represents the number of
input vectors. After calculating the distances using a distance metric, such as the
Euclidean distance, the centre wc with the minimum distance is declared the winner:

wc = argmin
i

‖x − wi‖, i = 1, . . . , k (1)

The winning centre wc is then updated by moving it closer towards the respective
input vector x; where λ represents a dynamic or constant learning rate:
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wc∗ = wc + λ(x − wc), λ ∈ (0, 1) (2)

As a result, only the winning centre wc is updated; where Eqs. (1) and (2) are
often called the Winner-Take-All rule. This process is repeated until the algorithm
converges (the learning rate λ tends to zero) or until some other stopping condition is
met. While k-means is one of the simplest CL algorithms, there are other variations
of CL. However, they are similar in concept and still have the “dead units” problem.
To eliminate this we introduce a new mechanism, called the conscience.

2.1.2 The Frequency Sensitive Competitive Learning Algorithm
(FSCL)

By focusing on eliminating the “deadunits” problem from the classicalCL algorithm,
a new strategy is introduced by reducing the winning rate of frequent winners. Each
centre is given a conscience that tracks the number of times it haswon the competition
against other centres and is penalised in proportion to its frequency of winning. Thus,
all units participate in the quantisation (partitioning) of the data space. This can be
achieved by modifying Eq. (1):

wc = argmin λi‖x − wi‖, i = 1, . . . , k (3)

where λi represents the conscience factor, which is usually a small real number
where 0 ≤ λi≤ 1, and is defined as:

λi = ni
∑k

i=1 ni
(4)

where ni is the cumulative sum of the number of occurrences the centre wc has won
the competition. After selecting the winning centre, the FSCL algorithm updates
the centre by making use of Eq. (2) in similar fashion to k-means. This process is
also repeated until the algorithm converges. In the FSCL algorithm, the competitive
computing units are penalised in proportion to some function of the frequency of their
winning (conscience). Because of their heavier conscience, high winning exemplars
are discouraged from attacking new inputs, allowing all units to participate in the
quantisation of the data space.As a result, this solves the deadunits problem, however,
this is the case only when the number of clusters k in the input data set is known in
advance.

2.1.3 The Rival Penalised Competitive Learning Algorithm (RPCL)

By altering the Winner-Take-All rule, the RPCL algorithm adapts the approach of
FSCL and performs appropriate clustering without any prior knowledge. This is
done by penalising the winning centre’s direct rival wr (i.e., the second winner). The
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RPCL algorithm finds the winning centre wc, similar to Eq. (3), in addition to a rival
centre wr, and is defined as:

wc = argmin
i

λi‖x − wi‖ : wi ∈ W, (5)

wr = argmin
j

λ j

∥
∥x − wj

∥
∥ : wj ∈ W\{wj}, (6)

where both vectored centres are updated as such:

wc∗ = wc + αw(x − wc) (7)

wr∗ = wr + αr (x − wr) (8)

where αw and αr represent the learning rates in 0, 1 for the winner and rival units
respectively in such a way where r �= w. The setW = {wi} refers to the set of all the
representatives. In general practice it is found that αw> > αr in most scenarios. This
process can be visualised in the Fig. 1.

As shown in Fig. 1a, only one weighted centre is moved towards the cluster, while
its direct rival is pushed back, away from the centre, by a certain kind of force. This

(a) Simple RPCL mechanism. (b) RPCL pushing the “dead” rival away.

(c) RPCL assisting the rival centre.

Fig. 1 Rival penalised competitive learning adapted from [1]. (a) The winning centre wc is pushed
towards the cluster, while its rival centre wr is pushed away. (b) The rival centre w3 of both w1 and
w2 is driven out along a zig-zag path. (c) w3, the rival of both w1 and w2, has an increased learning
rate, pushing the rival centre closer towards its correct respective cluster
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force is a counter balance to that generated by the conscience strategy of FSCL,
which can be seen in Fig. 1b, c. In both cases, w3 is driven away along a zig-zag path
as the random input samples are attracting the winning centres w1 and w2.

It is interesting to note that the RPCL mechanism, as shown above, has the ability
to appropriately select the number of cluster representatives k by gradually pushing
away extra units from the distribution of an input data set. Furthermore, as shown in
Fig. 1c, the RPCL mechanism instinctively allows for a faster learning process: the
de-learning of w3, caused by the learning of the winning centres w1 and w2, pushes
w3 towards its correct respective cluster.

Overview
In Sect. 2.1 three competitive learning algorithms were discussed: K-Means,
Frequency Sensitive Competitive Learning (FSCL), and Rival Penalised
Competitive Learning (RPCL). Each algorithm is an adaptation of the next
where k-means is known to be the simplest of the three. It aims to partition
input data points into k clusters in which each input point belongs to the cluster
with the nearest mean. Although effective, the k-means algorithm has some
complexity in finding the optimal solution. Its clustering performance is heavily
weighted on the pre-selection of k, and it does not tackle the “dead units”
problem; that is, if a centre is initialised far away from the input data set in
comparisonwith other centres, it may never win the competition, and as a result
become a redundant centre.

The FSCL algorithm, that is an extension of k-means, is slightly more
advanced. Adapting most of k-mean’s implementation, it also makes use
of a “conscience” parameter, also known as the relative winning frequency,
whereby the learning rate of frequent winning centres are reduced; and as a
result, the dead units problem is somewhat discoursed. This new strategy, how-
ever, was still heavily affected, and performed poor clustering, if the number
of cluster k was selected inappropriately.

The RPCL algorithm, uses the technique of rewarding winning centres
and penalising their rivals. By doing so it is able to automatically allocate
an appropriate number of k cluster representatives over an input data set by
gradually pushing away any extra units. Furthermore, since it is an adaptation
of the FSCL algorithm, it also eliminates the “dead units” problem.

2.2 Learning Automata with Two Actions

By definition, a learning automaton is a branch of machine learning that dates back
to the 1970s. In general, Learning Automata [13] has the ability of studying past
experiences from an environment and selects an appropriate action based on that



Big Data Thinning: Knowledge Discovery from Relevant Data 267

experienced learned. It possess a nature of adaptive decision-making and learns the
optimal action through repeated interactions with its environment. All actions made
are chosen according to a specific probability distribution pi ∈ P (that provides the
probabilities of occurrence of different possible outcomes) and is updated in the form
of a reward or penalty.

Two different Learning Automata schemes are used in this research. The Linear
Reward-Penalty scheme (LR−P) and the Linear Reward-Inaction Scheme (LR−I );
both of which are defined in two actions. The latter only defers from the former
whereby the probability distribution is only changed when there is a favourable
result from the environment. Adapted from [13], the two actions that formalise the
Linear Reward-Penalty (LR−P) scheme are defined as such:

pi∗ = pi + λ(1 − pi ) : pi ∈ P, (9)

pi∗ = p j (1 − λ) : p j ∈ P\{pi }, (10)

where λ is a constant or dynamic learning factor that directly affects the significance
of reward in the range (0 < λ < 1). Subsequently, the Linear Reward-Inaction
Scheme (LR−I ) is another linear scheme formalised by two action and is defined by
modifying (LR−I ):

pi∗ = pi (1 − λ′) : pi ∈ P (11)

p j∗ = λ′

k − 1
+ p j (1 − λ′) : p j ∈ P\{pi }, (12)

where λ′ is another constant or dynamic learning factor that directly affects the
significance of a penalty in the range (0 < λ′ < 1).

Learning Automata will be used throughout this research as a form of a stochastic
machine learning algorithm that selects the most optimal mapping of user query
access patterns based on past interactions of issued queries with the environment of
a query space. Upon the introduction of a change to the environment, a performance
evaluation is performed that ultimately exhibits behaviour that will prove beneficial
in selecting data subsets that are relevant to user queries. Hence, probabilistically
and stochastically thinning a large amount of data.

2.3 The Improved Initialisation Algorithm: K-Means++

In most clustering algorithms, such as k-means, it is standard practice to choose the
initial position of the selected number of k clusters uniformly at random from the
distributed input data set. Although this methodology offers no reliable accuracy, its
simplicity is very appealing in practice. This initialisation process of clusters can
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be classified as a NP-Hard problem, however [3] proposed a way of avoiding the
sometimes poor clustering of the k-means algorithm by augmenting it with a simple
randomised seeding technique, leading to a combined algorithm called k-means++.
The intuition behind the k-means++ algorithm is simple and its process can also be
defined in the steps below:

1. Choose an initial centre c1 uniformly at random from the distributed data set χ.
2. Where D(x) is the shortest distance from a data point x to the closest centre

already chosen. Choose the next centre ci, with the probability of
D(x ′)2∑
x∈χ D(x)2 such

that ci = x′ ∈ χ.
3. Repeat step 2 until a total of k centres have been chosen.

With k-means++ in use, we will be able to improve the quality of the local
optimum, thus providing a smarter and more reliable form of initialisation.

Overview
This section familiarised the reader with the a number of research topics and
ideas related to the chapter at hand. Throughout this chapter the RPCL algo-
rithm will be used as the primary method for quantisation. RPCL was found
to be an efficient and simple to implement competitive learning algorithm. It
clusters data accordingly without the use of any prior knowledge and tackles
the dead units problem. Learning Automata methodologies will be used to
further investigate and build a stochastic system surrounding the study of query
access patterns. Finally, k-means++ was investigated and will be used as an
efficient way to initially seed all quantisation processes.

3 Hypothesis 1

Upon quantising a large-scale dataset, each respective cluster can be associated with an
individual predictive localmodel. Given this, the localmodels should predictmore accurately
than its counterpart global model over the entire data space.

To assert this conjecture, with the use of real data, this section investigates and
compares the predictive performance of several local models, against the singular
disparate global model.
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3.1 Design

From a high-level point of view, the design flow for building Hypothesis 1 is fairly
straightforward and intuitive. After performing a set of introductory analyses, a large-
scale dataset is aimed to be quantised according to the RPCL algorithm, creating
k number of clusters (where the number of k clusters is determined by the RPCL
algorithm itself). Bydoing so, each clusterwill represent a relatively smaller andmore
relevant set of data subspaces; holding a smaller percentage of the total amount of
data. Subsequently, each data subspace is then split into training and testing subsets,
converting them into predictive local models (where the number of local models is
equal to k, the number of clusters formed). Each data subspace is split into two subsets
of data in order to asses and evaluate each model’s performance and generalisation
capabilities on unseen data. This process is illustrated in Fig. 2 below as a set of
layers.

To finalise Hypothesis 1, the predictive performance of each local model is mea-
sured against the base global model built, which in turn uses the entire data space.
This evaluation is done using a continuous-valued set of estimation metrics such as
R-Squared (R2), and Root Mean Squared Error (RSME).

Fig. 2 The process of
building local models
through the illustration of
multiple layers (Layer 1
shows a random input data
pattern. Layer 2 shows the
result of clustering an input
pattern. Layer 3 shows that
each cluster created is
converted to a single local
model; forming a set of local
models)
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3.2 Implementation

3.2.1 Data Selection and Analysis

Throughout this chapter, a large combined cycle power plant dataset, that was col-
lected over six years, was used. The dataset’s features consist of hourly average
ambient variables: Atmospheric Temperature (AT), Ambient Pressure (AP), Relative
Humidity (RH), and Exhaust Vacuum (V) to predict the net hourly Electrical Energy
output (EP) of a power plant. To analyse the collected data further, Exploratory
Data Analysis (EDA) is performed. EDA is the process of understanding what the
data show and how it can be used to find patterns, relationships, or anomalies to form
subsequent analyses. The results of the EDA performed can be seen in Fig. 3 below.

Fig. 3 A set of pairwise relationships in the dataset. Each variable in the dataset is shared in the
y-axis across a single row and in the x-axis across a single column. Axes are treated differently,
drawing a plot to show the univariate distribution of the data for the variable in that column
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The plots shown display the distribution of all the single variables and their rela-
tionships with other variables, identifying trends and significant features with each
variable individually. The bar charts on each row represent the data distribution of
each respective ambient variable, while the remaining scatter plots represent relation-
ships and patterns against every other ambient variable (where each point represents
an ambient variable pair). It can be seen, for example, that AT and V have a close-to
linear relationship (1st row, 2nd column). Furthermore, both of those variables also
hold a linear relationship towards the net hourly EP output (1st and 2nd row, 5th
column). As a result, by focusing on a simple 3-dimensional space, those three vari-
ables can be used in our extended investigations; where the two input variables AT
and V are used to predict values of EP in a linear fashion.

In addition to the exploratory analysis performed above, a set of scatter plots and
box plots over all variables were constructed to identify outliers (unusual observa-
tions that are far removed from the mass of data) in the dataset. The outliers were
investigated carefully andwere removed,where itwas found appropriate, to eliminate
the prospect of poor clustering.

To progress through onto the next stage, the large dataset was sampled to re-
duce the marginal cost of data processing. For future reference this dataset will
be represented as X. After establishing the selection of the input data, the dataset
X was ready to be quantised. This was done by implementing and making use of
the k-means++’s initialisation, and RPCL algorithm respectively. Thereafter, each
respective cluster was fitted into a linear regression model. The normalised sampled
dataset to be quantised can be seen in Fig. 4; where each point represents an input
pair.

3.2.2 Initial Seeding

Initialisation of cluster centres is critical to the quality of the local optima found.
As a result, to reduce the significance of sensitivity of initial seeding, we made use
of k-means++’s smart initialisation algorithm aiming to yield the most possible
effective improvement throughout the clustering phase. Although this is computa-
tionally costly relative to random initialisation, this process often results in more
rapid convergence of clusters.

Initial seeding was primarily achieved by uniformly choosing an input point at
random, from our dataset χ, to be the first cluster head representative (cluster centre)
c1. Then, for each input data point x, the distance D(x) to the nearest cluster head
was computed. Finally, the selection of the next cluster head was chosen with the
probability of x being proportional to D(x)2 amongst the entire subspace of χ. By
doing so, every newly seeded cluster head representative was chosen in a stochas-
tically biased manner by a set of previously selected cluster heads. This was then
repeated until k clusters centres were initialised over the data subspace, forming a
set of clusters C.

Throughout the initialisation scheme, a decision was to be made on the value of k,
the total number of cluster head representatives. Since no prior information existed
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Fig. 4 A simple plot representation of the input points (AT, V) of the dataset that is to be quantised.
The equivalent of layer 1 in Fig. 2

to predict an appropriate k at that stage, a large set of initial seeded clusters were
constructed over a range of k values. Although this is sequentially expensive, the final
resulting number of clusters would be decided during the actual quantising phase.

3.2.3 Data Quantisation Using RPCL

To quantise the dataset, shown in Fig. 4 above, we make use of the RPCL algorithm.
Due to its nature, each resulting cluster would be in competition with one another,
transitioning through a learning and de-learning phase.

For each introduction of a input data point x, only the first and second winning
centres from the set of centresC were identified. Those winning centres were chosen
according to Eqs. (5) and (6) stated above in Sect. 2.1.3; representing the closest and
second closest cluster heads with respect to a specific input data point x. As a result
of winning the competition, the first winning centre wc transitions through a learning
phase, and is attracted towards x; while the second winning centre wr (i.e. the rival),
transitions through a de-learning phase, and is instead repelled away from x. By
setting the learning rates αw and αr to a a constant value of 0.1 and 0.05 respectively,
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the new positions of both centres wc and wr can be calculated. To do so, the level of
attraction and repulsion of wc and wr, respectively, were to be determined.

The level of attraction of wc was determined by multiplying the learning factor
αw by the original distance calculated between wc and x. While the level of repulsion
of wr is determined by multiplying the de-learning factor αr by the original dis-
tance calculated between wr and x. Subsequently, both winning centres wc and wr

are updated according to Eqs. (7) and (8) respectively. This process was inherently
repeated across all data inputs x. However, to progress through the quantising phase,
an appropriate selection of k had to be investigated.

A. Selection of K
RPCL has a unique characteristic where it holds the ability to select and

estimate an appropriate number of clusters k. Due to its nature, this is achieved by
pushing any extra unnecessary dead units away from the data subspace, resulting
in some clusters attracting less data inputs. Subsequently, upon clustering over
a set of k values, some cluster centres hold and represent a significantly small
or negligible amount of input data points. To resolve this issue, a decision was
made whereby any cluster holding a composition threshold of less than 5% of
the total set of inputs is considered too small to be further examined. Taking this
into consideration, in addition to RPCL’s nature, the clustering algorithm is run
on a set of k values until convergence and the highest valid k is selected (i.e.
highest number of clusters possible, where each cluster represents more than
5% of the total set of inputs). The results of this convergence scheme over the
dataset in question can be seen in Table 1.

It is evident, in both cases where k = 10 and k = 11, clusters exist below the
accepted composition threshold .When k = 11 two clusters should be neglected,
clusters 3 and 8, which hold a data composition of 2.6% and 4.6% respectively.
When k = 10 only one cluster should be neglected, cluster 3, which holds a data
composition of 4.7%. When k = 9, all cluster data compositions are above the
selected threshold resulting in the highest number of valid cluster division. It is
interesting to note that the RPCL algorithm, guides us towards an appropriate
selection of k, where two clusters is neglected when k = 11, one cluster is
neglectedwhen k = 10, and none is neglectedwhen k = 9 (i.e.RPCL is directing
us towards a selection of k, where k = (11 − 2) = (10 − 1) = (9 − 0) = 9). As
a result, we can confidently quantise our dataset using RPCL where k = 9.

B. Results of RPCL Clustering
Having acquired the appropriate value of k over the selected dataset X, the

results of the initial seeding process can be seen in Fig. 5, while the results of the
quantisation process can be seen in Fig. 6. In both figures, the symbol represents
each cluster head representative and is labelled accordingly from 1 through 9.
From this, each cluster head representative can be seen to be initially positioned
proportionally around the data map. Due to RPCL’s nature, by introducing
one data input at a time, each cluster head representative is put in competition
against one another. The results of this competition is represented in Fig. 6
represents, showing a split of the entire data map into smaller subspaces. Where
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Fig. 5 A plot representation of the selected input data points with a set of 9 initial seeded cluster
heads. Each seeded cluster head is represented by the symbol and is labelled accordingly from 1
through 9

each subspace is represented by its distinctive colour and unique cluster head
representative.

3.3 Evaluation

In this section, the predictive performance of each model (local and global models) is
examined in detail using a set of estimation metrics. This is followed by a formalised
discussion. In general, when a model has a small and unbiased difference between
the observed values (the validating or testing sets) and the model’s predicted values,
the model is said to fit the data well.
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Fig. 6 A plot representation of the selected input data points quantised and split into 9 clusters.
Each seeded cluster head is represented by the symbol and is labelled accordingly from 1 through
9; where each cluster head’s data composition over the data map is identified by a unique colour

3.3.1 Building Predictive Global and Local Models

After quantising the large-scale dataset, each respective cluster can now be trans-
formed into individual predictive localmodels. For each data subspace, that is respec-
tively extracted from each cluster, a model is created with hopes of predicting well
to new data. Forming a total of nine local models.

To build a predictive model, the extracted data is first split into training and
testing data subsets, forming a total number of nine distinctive training and testings
sets of data; where each of the nine training sets of data are then fitted into their own
linear regression models. This approach, however, was found to have a caveat of
overfitting or underfitting the predictive ability of each model. As a result, K-Folds
Cross Validation is used instead, by splitting each respective subspace further into k
different subsets (or folds). By doing so, each model will produce k predictive scores
where the final score for each model will be presented by the average value against
each of the folds.

Finally, in addition to creating nine local models, a base counterpart global model,
built over the entire data space, is created in the same manner. The entire data space
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is first split into training and testing sets of data, and by using K-Folds Cross Vali-
dation, the best evaluated global model was found and used. To assert its predictive
performance against the set of local models created, it is then evaluated against the
testing data subsets of each corresponding local model.

3.3.2 Evaluation of Predictive Models

It is known that linear regression calculates an equation that minimises the distance
between all data points and the fitted line created. To measure the success and per-
formance of each model, a continuous-valued set of estimation metrics are used such
as: R-Squared (R2), and Root Mean Squared Error (RSME).

Background Information
R-Squared is a statistical measure of how close the dependent variables (the
real data) are to the fitted linear regression line. It represents an estimated
strength of the relationship between each model and its respective response
variable. Generally, the better the model fits the data, the higher the R-Squared
value. This is formulated by:

R2 = 1 −
∑

(y − y′)2
∑

(y − ȳ)2
(13)

where y is the actual observed value, y′ is the predicted value of y, and ȳ is the
mean of all the y values.

RMSE is a quadratics scoring rule that measures the average magnitude of
errors in a set of predictions.RMSEminimises the conditionalmean, producing
negatively-oriented scores, which means the lower the values the better the
model. It is formulated as the square root of the average of square differences
between every prediction y and its respective set of observed value ȳ:

RMSE =
√
√
√
√1

n

i=1∑

n

(yi − ȳi )2 (14)

Correspondingly, Table 2 shows the extracted performance of each predictive
model in question, using the metrics specified above.

By analysing the extracted metrics measured above it can be seen that every local
model, with the exception of local models 6 and 9, produced relatively lower RMSE
scores when compared against its counterpart global model. With further inspection,
every local model can be interpreted to produce, on average, 10% less of the total
error produced by its counterpart; thus, proving an increase in predictive power.
This, however, is not the case when using the R-Squared statistical measurement.
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It can be seen that the global model produced a very high and impressive score
of 91.33% while every local model produced a significantly smaller result, where
48.44% was the highest score produced. This contradicting significance in results
was not originally expected, however, the reasons to the findings above are further
discussed in Sect. 3.3.3!

3.3.3 Discussion

The R-Squared metric, also known as the coefficient of determination, is only used
when there exists some type of linear correlation between the variables it is being
tested on (i.e. it only applies to linearly correlated variables). Upon further inspection
of the R-Squared metric, it was found to hold a bias judgement in the evaluation
constructed above. Given that there exists a linear correlation in the global model,
the R-Squared metric was suitable, however, this was found not be the case when
measuring the best line fit of each of the local models.

By quantising the entire dataset, we are spraying the data and as a result breaking
the linearity that the dataset originally had. Subsequently, these sprayed data subsets
were used to build our localmodels, and as a result, each respective localmodel cannot
simply be determined by the best linear line fit. Hence making the R-Squared metric
a very bias estimator by taking into consideration that the localmodels formed should
produce a better linear fit (i.e. a better R-Squared score) over the subsets of data
when compared against its counterpart global model (that evidently holds a much
stronger linear relationship).

In addition to this, the global model exploits the fact that it holds a much larger set
of data (approximately 90% more than each local cluster created). Taking this into
consideration, we are confidently able to perform a best line fit over such a dense and
structured dataset. Since the metric in question is heavily weighted by the number
of points, the global model achieved a very high R-Squared score. However, by
quantising the dataset into smaller subset of data, we are reducing the density and
mass of the input data used to build each local model. Thus strongly affecting the
R-Squared measurement of all local models constructed.

To resolve the bias nature of the R-Squared metric, the introduction of a kernel
regression could be exploited. It makes use of a non-parametric technique in statistics
to estimate the conditional expectation of a random variable in a non-linear manner.
This, however, is out of the scope of this chapter, and as a result, will be further
investigated in future work!

3.3.4 Evaluation of Hypothesis

By ignoring the outputs of theR-Squaredmetric due its bias nature in this evaluation,
and solely focusing on the RMSE results produced; it can be said that the set of local
models achieved, on average, a 10% increase in predictive performance when
compared against the base global model. Furthermore, by examining Table 1 we are
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able to extract the data composition of each local model constructed. Since nine local
modelswere created, it can be seen from the first row,where k = 9, that each local was
constructed and composed of less than 15% of the entire large-scale dataset. Thus
supporting Hypothesis 1’s conjecture: “Local models should predict more accurately
than its counterpart global model over the entire data space.”

Overview
This section investigated and asserted the conjecture of Hypothesis 1 by com-
paring the predictive performance of several quantised local models against
a singular global model. It presented a set of introductory steps alongside
decision-making analysis. Furthermore, implementation details regarding the
two heavily used machine learn- ing methodologies (RPCL, and k-means++)
were shared and discussed alongside any respective findings throughout the
assertion. The next section concentrates on asserting the second hypothesis
that exploits user behaviour to build more significant local models.

4 Hypothesis 2

Upon observing user queries analytics, we can learn and make use of the principles of
the RPCL and Learning Automata methodologies in order to extract the distributions and
associations of the queries over the large-scale data space. Given this and Hypothesis 1; we
should be able to create respective local models over the past issued query spaces providing
high quality analytics.

To assert this conjecture, with the use of real data and generated queries, this chapter
exploits query analytics access patterns to reveal thereafter the most interested and
important subspaces. Subsequently, upon investigating each query’s corresponding
association with a specific data region, queries are then mapped into in a single local
model. The predictive performance of these local models over each query is then
compared against the singular disparate global model.

4.1 Design

By analysing or simulating a number of user queries over a query space, each query
can be classified under a specific query subspace. From this, queries of high impor-
tance and significance can be extracted. Subsequently, each query can then bemapped
over a specific region of data (a subspace of data), and as a result, only necessary
and relevant data are extracted. Overtime, with every introduction of a new query,
the system built will go through a “learning phase” that increases the probability
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Fig. 7 A representation of a query space filled with a number of queries; where each query is
represented as a 2-dimensional disc with a radius r

of a specific query (that is classified by a query subspace and its respective query
head representative) to extract a specific region of data (that is classified by a data
subspace or subspaces and their respective data head representatives). By doing so,
only high probable data regions will be extracted/used, thus thinning the data.

4.1.1 Defining a Query

In a set of queriesQ, a singular query q εQ can be represented as a real-valued vector
that holds two components, a centre point x and a radius r. In terms of dimension-
alities, if a query’s corresponding centre point x is of dimension d, then any query q
can be considered to be of dimension (d + 1); where 1 represents the radius r (i.e.
the centre point x is of one dimension less than that of the ambient space). This can
be visualised as a hypersphere with a centre x and a radius r. However, to reduce
the complexity of such a figure, in the case where a query q is 3-dimensional, it can
instead be represented as a 2-dimensional disc with a radius r. This is illustrated in
Fig. 7, that represents a set of queries Q in a query space.

4.1.2 Query-Data Space Projection

Upon defining a query space, Q, each query unit needs to be represented by a rep-
resentative query point. This is done in order to group up more similar queries. To
do so, a query space will be quantised, creating a number of query clusters; where
each query cluster will be represented by the respective cluster head. The same
procedure is performed over the data space, thus, acquiring two different sets of
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Fig. 8 The process of projecting a query space over a data space through the illustration of multiple
layers. Layer 1 shows a random set of input query patterns (left) and input data patterns (right).
Layer 2 shows the result of quantising both input patterns forming a clustered set of queries (left)
and a clustered set of data (right). Layer 3 shows the intended projection, where specific quantised
query subspaces can be mapped to specific quantised data subspaces

quantised/clustered spaces which allow projection to occur. Projection can exploit
that there exists specific queries that can be correspondingly associated with specific
subsets of data. This process is illustrated in Fig. 8.

5 Implementation

5.1 Generating Queries/Building the Query Space

Queries are usually issued by users, however, since they are not readily available for
use in this research, we shall generate a set of queries instead, the so-called query
workload. This is done in order to later map a query sub-space to a set of data
sub-spaces.
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Since the input data space being used is 2-dimensional, every input query must
be of (2 + 1) dimensions. In doing so every query q will, as a result, hold a 2-
dimensional centre x and a radius r. Furthermore, by keeping the radius r constant
throughout all queries, each query q can then be uniquely identified by its random
positional component over the query space. Thus, to generate a set of queries, the
2-dimensional centre point x, that can be represented as a positional (x, y) pair over
the query space, is focused. This is achieved by building a number of 2-dimensional
normal Gaussian distributions with varyingmean value pairs; where eachmean value
pair represents the random positional (x, y) pair of a query q. By selecting nine mean
value pairs, and keeping the variance of each normal distribution constant, a set of
nine query distributions were created.

In order to define a query space, only half of each of the nine generated query
distributions are mapped. The remaining half will act as “new” queries issued by
users. Those will be used to learn and exploit user behaviour in order to establish the
most interested and important subspaces. The resulting query space generated can
be visualised in Fig. 9.

Fig. 9 A simple plot representation of a generated query input pattern over the query space that
is ready to be quantised. Each query input point is represented by its positional (x, y) value on the
query space (cf. Layer 1 query units)
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5.2 Query Quantisation Using RPCL

To group up more similar queries, the query space defined above will be quantised
according to the k-means++ and RPCL algorithm respectively, creating a number of
query clusters and groups of query subspaces. As a result, the quantisation procedure
that was used in Hypothesis 1 is to be adapted and applied in a similar fashion to the
query space.

To further reduce the significance of sensitivity of initial seeding, thek-means++’s
smart initialisation algorithm was used throughout the query clustering phase. How-
ever, unlike the data clustering phase, some prior information of the number of appro-
priate clusters kq was known. To be exact, nine positional coordinates were used in
the Gaussian distribution when generating the set of queries over the query space.
Accordingly, nine corresponding query clusters were to be expected. The results of
the initial seeding process can be seen in Fig. 10; which illustrates the formation
of the nine query head representatives and their position proportionally around the
generated query map.

Fig. 10 A plot representation of the selected query points with a set of nine initial seeded cluster
heads. Each seeded cluster head is represented by the symbol and is labelled accordingly from 1
through 9
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Fig. 11 A plot representation of input query points quantised and split into nine clusters. Each
cluster head is represented by the symbol and is labelled accordingly from 1 through 9; where each
cluster head’s composition over the query map is identified by a unique colour (cf. Layer 2 clustered
queries Fig. 9)

By re-implementing RPCL over the generated query map above, each query
cluster head representative is similarly put in competition against one another. The
results of this competition can be seen in Fig. 11.

5.2.1 Extraction of Relevant Data

In Sect. 3.2.3 and 4.2.2 above, a quantised query and data space of nine data subspaces
were created respectively, thus establishing two different sets of quantised spaces. By
acquiring both quantised spaces, a projection of one space over the other is possible
and can be visualised in Fig. 12. This is done in order to exploit the fact there exists
specific queries that can be correspondingly associated to specific subsets of data.

For example in Fig. 12 below, we could except that data representative/cluster
9 (identified in yellow on the left figure) would be extracted to build any sort of
predictive analysis over any query that is associated with query representative/cluster
number 2 (identified in orange on the right figure). Hence, providing a sense of
mapping between each query and its associated subset of data.
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Fig. 12 The projection of the quantised query space retrieved from 11 over the quantised data space
from 6 (lines represent how and what type of relations could exist between each query subspace
and each data subspace)

However, our aim is to extract only themost significant andmost interested subsets
of data. To achieve this a series of steps have been constructed and defined:

• Step 1: Convert each query representative to a probability vector, using a proba-
bility distribution function, to represent the probable association of a certain data
subspace to the specific query in question.

• Step 2: Make use of Learning Automata methodologies to study and analyse
the behaviour of user issued queries by:

– Classifying each query issued to the closest and second closest query
representatives.

– Identifying the data subspace associated with both query representatives.
– Rewarding the closest query representative, for winning the competition, by

increasing the probability of said query to be associated to said data subspace.
– Penalising the second closest query representative, for losing the competi-

tion, by decreasing the probability of said query to be associated to said data
subspace.

Step 1
In order to associate only high probable data subspaces to a specific query, each
query representative in the quantised query space defined abovewill be converted to a
probability vector p using a probability distribution function. Each probability vector
p created will consist of n number of components/indices; where each component pi
(where i = 1,…, n) will represent a data representative and initially hold a probable
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Fig. 13 A bar chart
representation of the initial
state of the probability
distribution of a query
extracting data from a
specific data subspace (bars
represent the probable value
of a query qi to be associated
to its respective data
subspace/cluster
representative)

value of 1
n . This is defined such that each individual component pi p cumulatively

sums up to 1.
Since there exists nine query and data representatives respectively over our quan-

tised query and data spaces, a total of nine probability vectors are created; where
each probability vector holds nine components, which, in turn, each hold an initial
probable value of 1

9 . As a result, each query starts with an equal probable state of
extracting specific data subsets over the data space. The initial state of each query
probability vector can be visualised in Fig. 13.

Step 2
In Sect. 4.2.1, a set of queriesQwere generated; half ofwhichwill nowbe used as a set
of queries issued by users. In a similar competitive fashion to that of the RPCL algo-
rithm, each query representative will be in competition for each query input vector
introduced. When a query is issued, the closest and second closest query represen-
tatives on the query space are identified. This is done by measuring the Euclidean
distance between each query representative and the input query’s positional compo-
nent. By doing so, we are able to identify the “winning” query representative qw and
its respective “rival” qr . However, instead of pushing a query input vector towards
or away from the identified query representatives, the probability vectors associ-
ated with the specific identified query representatives are respectively rewarded and
penalised. More specifically, a single component in each of the selected probability
vectors is rewarded/penalised.

To identify the specific single component (i.e. the data subspace associated with
both query representatives), the winning query representative qw is first projected
onto the data space. Subsequently by using the same distance metric, the closest data
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representative di is identified; thus representing the respective component and index
of the selected probability vectors as di and i respectively.

Having identified both query representatives qw and qr and their associated data
representative di, we are able to reward and penalise qw’s and qr’s respective prob-
ability vectors P by adapting the stochastic behaviour of the Learning Automata
methodologies defined in Sect. 2.2. In other words, by setting the random envi-
ronment in the learning automaton system to represent the task at hand with every
interaction being the introduction of a new query, we are able to select the most
optimal action as a response.

To increase the favourable response of qw, its respective probability distribution is
rewarded by adapting the Linear Reward-Penalty (LR−P) scheme; increasing qw’s
probable value of component pi in P, and decreasing the probable value of every
other component pj in P : (i �= j). Furthermore, to decrease the unfavourable response
of qr , its respective probability distribution is penalised by adapting the Linear
Reward-Inaction (LR−I ) scheme; decreasing qr’s probable value of component pi
in P, and increasing the probable value of every other component pj in P : (i �= j).
The learning factors λ and λ′ of the reward and penalty schemes were set at 0.5, and
0.1 respectively; giving the favoured response qw a higher margin of reward against
its rival qr .

This process can be illustrated in Fig. 14; where a new query q* is introduced
and as a result two query representatives and their respective probability vectors are
rewarded/penalised.

Correspondingly after this has been repeated over awide set of user issued queries,
each query representative will hold a certain probability density function over the set
of data subspaces. It will reveal themost relevant subsets of data in the data space. The
final results of this process (after rewarding and penalisingmultiple query probability
vectors) can be visualised in Fig. 15. Subsequently, each query will then be converted
into a single predictive local model.

5.3 Evaluation

In this section, the predictive performance of both sets of local query-based models
and their respective counterpart set of global models are examined in detail using
the same set of estimation metrics to that used in Sect. 3.3. This is followed by a
discussion section.

5.3.1 Building Predictive Global and Local Models

In Hypothesis 1, nine local models were created to represent the nine quantised
subspaces over the defined data space;where eachmodel only used the corresponding
data held strictly within its respective cluster. In a similar yet altered fashion, due
to the fact that nine quantised query subspaces exist over the defined query space, a
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Fig. 14 A visualisation of the process and outcome of respectively rewarding the closest query
representative qw and penalising the 2nd closest query representative qr

set of another nine local models will now be created. More specifically, nine query-
based local models will be created. However, instead of building a predictive model
strictly over a single data cluster, each local model is now built over the set of data
clusters that the respective query in question is most associated with. This is achieved
by investigating the probability distributions of each query and extracting the data
clusters each query is associated with.

Upon further investigating each query’s respective probability distributions, (as
seen in Fig. 15), some distributions show more than just a single association of data
regions. For example, in the resulting probability distribution in query representative
9, it can be said that two data regions/clusters, 4 and 5, are both relevantly needed to
build the corresponding query-based local model. More specifically, roughly 56%
and 20% of the query’s relevantly associated data originates from data cluster repre-
sentative 4, and 5 respectively. From this, two possible approaches of model building
were formulated where any data cluster representative yielding anything higher than
10% association will be considered significantly sufficient to be used and merged:

• Option A: Only use a subset of the merged sets, where each subset is extracted
with direct relationship to its probable value of association. In other words, if a
cluster c is associated to a query q with a probable value of p, only extract and
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Fig. 15 The final representation of states of each query’s probability distribution over specific data
clusters
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use its respective probable percentage (i.e. only [p * 100% of the data in cluster
c) as input. This is done in order to further thin the amount of input data used to
train our local models, however, for low probable values, this might introduce the
concept of outliers and as a result affect the predictive performance of our models.

• Option B: Use the entire merged sets of data that are associated with a specific
query, increasing the amount of input data needed to train our local models (when
compared against option A), however, reassuring that all the necessary data is
extracted to build a scoring predictive model.

Since option A might introduce the concept of outliers in our input dataset it was
avoided; thus query-based local models were built according to option B. Subse-
quently, in similar fashion to Sect. 3.3, each subset of extracted data is split into
K-Folds Cross Validation sets and the final scores for each model were presented
by the average value against each of the folds.

Finally, in addition to creating nine query-based local models, the same base
counterpart global model, that was trained and tested over the entire data space in
Sect. 3.3 is used to assert its predictive performance against the set of local models
created.

5.3.2 Evaluation of Predictive Models

Correspondingly, Table 3 shows the extracted performance of each predictive model
in question according to the RMSE metric.

By analysing the extracted metrics measured above it can be seen that every local
model produced, on average, 8% less of the total error produced by its counterpart;
thus, proving a slight increase in predictive power. Although this increase is not of
large significance, the fact that these scores have been achieved with a much smaller
subset of training input instances needs to be taken into consideration.

The extent as to how much less data is used can be examined in Table 4. It can be
evaluated that each local model created made us of, on average, 83% less data when
compared against the global model built over the entire dataset.

Overview
This chapter investigated and asserted the conjecture of Hypothesis 2 by
comparing the predictive performance of several quantised query-based local
models against a set of respectively built global models. It presented a struc-
tured design of approach, and tackled a number of decision-making analyses.
Moreover, it exploited the process of learning and analysing user behaviour,
using Learning Automata methodologies to seek a more in-depth association
between each query subspace and its corresponding data subspace/s. Research
findings were investigated and shared throughout the assertion.
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6 Conclusions and Future Work

This chapter held a significant research aspect towards big data and big data analy-
sis. It was formulated around two hypotheses, and made use of advanced machine
learning techniques and statistical analyses to exploit a new approach to solving the
big data issue. This section presents a final discussion summarising our goals and
achievements, and further discusses ideas of future work where applicable.

6.1 Generalisation of Findings

This chapter presented a new approach to aid Big Data Thinning, by freeing the data
space of any irrelevant and non-popular data subspaces. This has become evident
through investigation of two main hypotheses.

In the first hypothesis (labelled aboveHypothesis 1), a set of statistical evaluations
were performed to exploit the fact that quantising a dataset and creating a set of
small predictive local models performed better than any global model counterpart.
By adapting a number of popular machine learning techniques, such as RPCL and
k-means++, it was found that on average, the constructed local models produced a
10% increase in predictive performance while making use of 90% less data. This
exerted the fact that smaller certain sub-regions in big data can be focused, reducing
the total cost of building predictive models over an entire large-scale dataset, while
still providing a high predictive score.

Influenced by the results seen in the research conducted around Hypothesis 1, the
second hypothesis (above labelled Hypothesis 2) concentrated on adapting Learn-
ing Automata methodologies and schemes, through which we were able to build
a stochastic learning environment of past user issued queries to exploit the most
popular regions of data. To assert this conjecture, a set of statistical evaluations
were performed over a number of (local) query-based predictive models. Each local
predictive model was built over a specific data subspace, which was only pre- anal-
ysed due to its importance thus not accessing the entire data space; only the required
amount of relevant data. In conclusion, it was found that on average each query-based
local model produced an 8% increase in predictive performance while making use of
83% less data. This is not a significant increase in performance but it is a significant
reduction in data use. By focusing on popular user queries, we were able to create
higher predictive models that made use of less data resources; thus thinning the big
data.
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6.2 Future Work

Throughout the research conducted there existed some missed opportunities and
further investigations that could otherwise be conducted in the near future.

6.2.1 Utilisation of a Dynamic RPCL Algorithm

RPCL was heavily used in this chapter, and was found to be a very effective algo-
rithm for data clustering. Throughout the researching phase a more dynamic and effi-
cient performing version of the original RPCL was found. Arthur and Vassilvitskii
[7] proposes a “Dynamically Penalised Rival Competitive Learning Algorithm
(DPRCA)” that moves undesired centresmuch faster than the originalRPCL (show-
ing results of better and faster convergence). This increase in algorithmic performance
would come in very handy when dealing with big data!

6.2.2 Utilisation of a Scalable K-Means++

K-means++’s smart initialisation process was used throughout this chapter to
improve the initial seeding process in all quantisation. Its major downside is its
inherent sequential nature, which limits its applicability on larger sets of data. Bah-
mani et al. [8] proposes a “Scalable K-Means” approach, that drastically reduces the
needed number of passes through the data, hence reducing the extra cost of proper
initialisation.

6.2.3 Real World Application

This work dealt with generated queries which do not necessarily reflect the real
world applications of these algorithms. Future work could investigate real sets of
user-issued queries to understand the implications of the research done, and perhaps
reduce the bias approach from generating a set of unreal queries.

Acknowledgements This research is funded by the EU-H2020 GNFUV Project (#Grant 645220)
and the EU-H2020 MSCA INNOVATE Project (#Grant 745829).



296 N. Shehab and C. Anagnostopoulos

References

1. Ahalt, S.C., Krishnamurthy, A.K., Chen, P., Melton, D.E.: Competitive learning algorithms for
vector quantization. Neural Netw. 3(3), 277–290 (1990). ISSN 0893-6080. https://doi.org/10.
1016/0893-6080(90)90071-R

2. Anagnostopoulos, C.,Kolomvatsos,K.: Predictive intelligence to the edge through approximate
collaborative context reasoning. Appl. Intell. 48(4), 966–991 (2018)

3. Anagnostopoulos, C., Triantafillou, P.: Efficient scalable accurate regression queries in In-
DBMS analytics. In: IEEE International Conference on Data Engineering (ICDE), San Diego,
CA, USA, 19–22 (2017)

4. Anagnostopoulos, C., Triantafillou, P.: Large-scale predictive modeling and analytics through
regression queries in data management systems. International Journal of Data Science and
Analytics (2018)

5. Anagnostopoulos, C., Triantafillou, P.: Query-driven learning for predictive analytics of data
subspace cardinality. ACM Trans Knowl Discov. Data 11(4), 47 (2017)

6. Anagnostopoulos, C., Savva, F., Triantafillou, P.: Scalable aggregation predictive analytics: a
query-driven machine learning approach. Appl. Intell. 48(9), 2546–2567 (2018)

7. Arthur, D., Vassilvitskii, S.: K-means++: the advantages of careful seeding. In: Proceedings of
the Eighteenth Annual ACM-SIAM Symposium on Discrete Algorithms, SODA ’07. Society
for Industrial and Applied Mathematics, pp. 1027–1035. Philadelphia, PA, USA (2007). ISBN
978-0-898716-24-5. http://dl.acm.org/citation.cfm?id=1283383.1283494

8. Bahmani, B., Moseley, B., Vattani, A., Kumar, R., Vassilvitskii, S.: Scalable k-means++. Proc.
VLDB Endow. 5(7), 622–633 (2012). ISSN 2150-8097. https://doi.org/10.14778/2180912.
2180915

9. Bohn, R., Short, J.E.: How much information? 2009 report on American consumers,
vol. 01 (2009). https://www.researchgate.net/publication/242562463_How_Much_ Informa-
tion_2009_Report_on_American_Consumers

10. Bohn, R., Short, J.E.: How much information? 2010 report on enterprise server informa-
tion, p. 7 (2010). https://www.clds.info/uploads/1/2/0/5/120516768/hmi_ 2010_enterprisere-
port_jan_2011.pdf

11. Botoca, C., Budura, G., Miclau, N.: Competitive learning algorithms for data clustering. Facta
Univ. Ser. Electron. Energetics 19, 01 (2005). https://doi.org/10.2298/FUEE0602261B

12. Constandinos, X.M., George, M., Jordi, M.B.: Internet of Things (IoT) in 5G Mobile Tech-
nologies. Springer International Publishing AG (2016). ISSN 2196-7326. https://doi.org/10.
1007/978-3-319-30913-2

13. Constandinos X.M. et al.: Socially-oriented edge computing for energy-awareness in IoT
architectures. IEEE Commun. (2019)

14. Contandriopoulos, D., Brousselle, A.: Evaluation models and evaluation use. Evaluation 18(1),
61–77 (2012). https://doi.org/10.1177/1356389011430371

15. Desieno, D.: Adding a conscience to competitive learning. In: IEEE 1988 International Con-
ference on Neural Networks, vol. 1, pp. 117–124 (1988). https://doi.org/10.1109/icnn.1988.
23839

16. Georgios, S. et al.: Elasticity debt analytics exploitation for green mobile cloud computing: an
equilibrium model. IEEE Trans. Green Commun. Netw. (2019)

17. Grossberg, S.: Adaptive pattern classification and universal recoding: 1. Parallel development
and coding of neural feature detectors. Biol. Cybern. 23, 121–134 (1976)

18. Hilbert, M., López, P.: The world’s technological capacity to store, communicate, and com-
pute information. Science 332(6025), 60–65 (2011). ISSN 0036-8075. https://doi.org/10.1126/
science.1200970

19. Jun, L. et al.: D2D communication mode selection and resource optimization algorithm with
optimal throughput in 5G network. IEEE Access, pp. 25263–25273 (2019)

20. Kolomvatsos, K., Anagnostopoulos, C.: Reinforcement machine learning for predictive
analytics in smart cities. Informatics 4(3), 16 (2017)

https://doi.org/10.1016/0893-6080(90)90071-R
http://dl.acm.org/citation.cfm?id=1283383.1283494
https://doi.org/10.14778/2180912.2180915
https://www.researchgate.net/publication/242562463_How_Much_
https://www.clds.info/uploads/1/2/0/5/120516768/hmi_
https://doi.org/10.2298/FUEE0602261B
https://doi.org/10.1007/978-3-319-30913-2
https://doi.org/10.1177/1356389011430371
https://doi.org/10.1109/icnn.1988.23839
https://doi.org/10.1126/science.1200970


Big Data Thinning: Knowledge Discovery from Relevant Data 297

21. Lloyd, S.P.: Least squares quantization in PCM. Information Theory, IEEE Trans. 28(2), 129–
137 (1982)

22. Makhoul, L., Rpucos, S., Gish, H.: Vector quantization in speech coding. IEEE Trans. Neural
Netw. 73(11), 1551–1558 (1985). https://labrosa.ee.columbia.edu/~dpwe/papers/MakhRG85-
vq.pdf

23. Narendra, K.S., Thathachar, M.A.L.: Learning Automata: An Introduction. Prentice-Hall Inc,
Upper Saddle River, NJ, USA (1989). ISBN 0-13-485558-2

24. Nasrabadi, N.M., King, R.A.: Image coding using vector quantization: a review. IEEE Trans.
Commun. 36, 957–971 (1988). ISSN 0090-6778. https://doi.org/10.1109/26.3776

25. Rumelhart, D., McClelland, J.: University of California. Parallel Distributed Processing:
Foundations. A Bradford book. MIT Press (1986). ISBN 9780262680530

26. Stelios, P., Evangelos, S., George, M., Constandinos, X.M.: A hyper-box approach using rela-
tional databases for large scale machine learning. International conference on telecommuni-
cations and multimedia TEMU 2014. IEEE Communications Society proceedings, pp. 69–73,
28–30 July, Crete, Greece

27. Xu, L., Krzyzak, A., Oja, E.: Rival penalized competitive learning for clustering analysis, RBF
net, and curve detection. IEEE Trans. Neural Netw. 4(4), 636–649 (1993). ISSN 1045-9227.
https://doi.org/10.1109/72.238318

28. Yannis, N. et al.: Vulnerability assessment as a Service for Fog-Centric Healthcare ICT
ecosystems. J. Peer-to-Peer Netw. Appl. Springer (2019)

https://labrosa.ee.columbia.edu/%7edpwe/papers/MakhRG85-vq.pdf
https://doi.org/10.1109/26.3776
https://doi.org/10.1109/72.238318


Optimizing Blockchain Networks with
Artificial Intelligence: Towards Efficient
and Reliable IoT Applications
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George Mastorakis, and Constandinos X. Mavromoustakis

Abstract Blockchain is one of the new tools which is still experiencing a seri-
ous lack of understanding and awareness in general public. Besides, to say that
blockchain is a versatile technology with many applications would be an understate-
ment. The several features of blockchain technology have led to an immense amount
of research interest in the blockchain systems, especially from the perspective of
enabling the Internet-of-things (IoT). It is expected that its adoption will be grad-
ual, starting with researchers and leading up to startups and companies who will
discover its potential for change. Then the general public who will demand changes
would use it as an everyday technology. Finally, organizations that had until then
resisted change would adopt it at a large scale, thus, paving the way for globaliza-
tion of blockchain. In this regard, it is important to understand that the blockchain
is not a single object, a single trend or a particular feature, but a composition and
collection of several autonomous as well as manually operated entities. Because
of these modular features, the blockchain offers an infinite range of application
choices. Another paradigm which is emerging in parallel is the so-called artificial
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intelligence. The evolution of artificial intelligence is an incredible tale which started
with neural networks in the last century and continued its way to the development
of complex deep learning techniques. From the perspective of IoT networks, it has
the potential to provide services like ultra-reliable and low-latency communications
(uRLLC), long-distance and high-mobility communications (LDHMC), and ultra-
massive machine-type communications (umMTC) which can be the key to realiz-
ing tactile Internet for next generation of wireless networks. Moreover, artificial
intelligence techniques do not require a mathematically tractable model to optimize
the performance of the devices. This means that they can be used for a number
of environments that includes both indoor and outdoor communication scenarios.
Although the applications of blockchain in IoT networks have much potential, there
are several open issues and research challenges that need to be addressed first. In
this context, one of the main issues in blockchain networks is branching, i.e., forking
event. The forking not only introduces excessive overhead in the network but can
also lead to potential security attacks. Thus, to overcome this interesting problem, we
use deep neural networks in a distributed IoT setup. More specifically, the commu-
nication delay between the IoT miner and communication point is directly related to
the rate of the link. We aim to maximize the rate of the communication link from IoT
miner to the communication point with the help of neural networks. The numerical
results show a significant improvement in the rate which can lead to a reduction in
transmission delays. We anticipate that this work on artificial intelligence-enabled
blockchain system would pave the way for future studies and research.

1 Blockchain

Blockchain is an online distributed ledger of cryptographically secured blocks [1].
It can be thought of as a special type of data structure in which data, usually termed
as transactions, is linked together using cryptographic techniques. The techniques
usually differ from application to application but a primitive example that is one
of the foundational enablers of blockchain is Hashing. It can be defined as: “any
function that can be used to map data of arbitrary size to fixed-size values.” This
means that for any hashing function, the size of the input is variable but that for the
output, it is always constant.

Blockchain operates in a peer-to-peer (p2p) fashion, i.e., it depends on its users for
its resources and operation. There is no central authority in a blockchain but instead,
a decentralized mechanism is employed over its users; the nodes in the blockchain
network. This is so that these nodes canwork together and keep the blockchain secure
from adversaries who want to double-spend their funds. A double-spending attack
in a blockchain refers to an adversary who tries to manipulate the blockchain in such
a way that funds used for one transaction can be reused for another one. Although
double-spending attacks have been a problem for a long time in both centralized and
decentralized payment protocols, the blockchain makes it infeasible unless and until



Optimizing Blockchain Networks with Artificial Intelligence … 301

an adversary or a group of adversaries gain control of 51% computational power of
the blockchain network [2, 3].

The most widespread use of blockchain is in cryptocurrencies such as Bitcoin [2]
and Ethereum [4]. However, many applications have adopted blockchain paradigm to
provide decentralized and trust-free solutions such as blockchain-based data prove-
nance for the Internet-of-things (IoT) [5] and trust management in VANETs [6], and
mitigating loT device-based DDoS attacks using blockchain [7] etc. Another use of
blockchain, such as Ethereum [4], is with computer programs called ‘Smart Con-
tracts’. One of the advantages of using blockchain-based solutions is that they allow
users to transact freely without relying on third parties which usually act as inter-
mediaries between users and the system. Furthermore, two of the major concerns
in blockchains are scalability and standardization which remain key developmental
concerns [8] to date.
A blockchain typically consists of the following parts.

1.1 Blocks

A block is an instance which collates tuples of transactions together with respect
to time using a timestamp. The first block in any blockchain is called the ‘Genesis’
block. All the succeeding blocks are added to it in a chronological order using a
hashing function, i.e., the genesis block bi is hashed and stored in the second block
bi+1. The hash of block bi+1 is stored into block bi+2 and so on. This way, each block
bj has a hash of the previous block bj−1 that can be verified and traced all the way
back to the genesis block bi. This forms the basis of a blockchain and can simply be
formulated as:

B = (b0, b1, b2, . . .) (1)

bi =
m∑

j=0

(tx, payload)ij (2)

where B represents a blockchain and b the chronologically appended blocks in it.
Payload here represents data of concern with application-specific information. For
reference, the index 0 is taken as the first (genesis) block. It is worth noting here that
a blockchain can be verified recursively from its latest block back to its genesis block
with the help of the hashing function because hash outputs are unique in nature and
any change in the input will produce a different hash output. This way, a blockchain
preserves data integrity since any change in any block instance will create a new
hash and invalidate that block from the blockchain.

From Eq. (2), a block can contain m instances of transactions, data, and other
information depending upon the nature of the application it is designed for. For
adding new blocks in a blockchain, they must be mined first. Mining is the process
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of adding new blocks to a blockchain, thereby increasing its size and length. Miners,
unlike users, are volunteers who provide their computational resources required by a
blockchain to operate.Moreover, miners are rewarded in return for their contribution.
For each block to be mined, the miners need to follow a consensus algorithm, for
example, proof-of-work (PoW) in case of Bitcoin [2]. After successfully mining a
block, it must then be broadcast in the network so that every node can accept and
add it to their blockchain snapshot. A blockchain snapshot here refers to a copy of
blockchain data which in turn usually contains transactions.

1.2 Transaction

A transaction tx is a set of instructions which changes the ownership of digital coins
and/or digital assets from one user to another. A coin is a virtually valued currency
whereas a digital asset can be a certificate, intellectual property, etc. The ownership
of these coins/assets is changed by digitally signing a transaction using public key
infrastructure (PKI).

A signed tx can contain coins/assets and other information with a digital signature
created with a private key. After signing a tx, it is then broadcast in the network as on
open transaction. Open transactions are those which have not yet been mined. The
network can then verify this transaction signature using the corresponding public
key and then mine it. Mathematically, a transaction can be formulated as:

tx = tinNum ‖ tin ‖ toutNum ‖ tout ‖ nonce ‖ data ‖ t (3)

where tin and tout are the input and output vectors of a transaction which represent
both the sender and recipient. These consist of tuples of elements and are used when
the ownership of coins is digitally transferred from one user to another one. TIN
and TOUT are the number of transactions relative to a timestamp t. The nonce field
contains the challenge for miners to mine the transaction and validate it whereas the
data field contains application-specific information.

All transactions relative to a timestamp are collated together which form tuples of
transactions that need to be mined. When a transaction occurs and is broadcast in the
network successfully, the ownership of coins change and the new owner is announced
by the sender. The network participants collate it with other open transactions and
verify its signature before mining.

1.3 Signing a Transaction

Ablockchain platform typically uses PKI for data encryption and user authentication.
PKI consists of a pair of keys: private and public which are used for producing digital
signatures. The private key is meant for the user with which a transaction or any
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information of concern can be signed while the public key is meant for other users
in a network to verify this signature. Before a transaction tx can be stored, it has to
be validated first so as to prove its authenticity. Authenticity in a tx is achieved by
digitally signing it with a private key for encrypting and then validating it with the
corresponding public key. For a user i, it can mathematically be formulated as:

signi = f (privatekeyi , payload) (4)

verifyi = f (publickeyi , payload) (5)

where signi represents the signature of user i and is a function of privatekeyi and
payload which are the private key of and data to be signed by user i, respectively.
Similarly, verifyi is a function of publickeyi and the same payload. The only way a
user can verify the signature signi is with the help of the corresponding public key
of user i.

Moreover, by using digital signatures, the authenticity of transactions is guaran-
teed without relying on third parties. In the case of Bitcoin [2] and Ethereum [4],
Elliptic Curve Cryptography (ECC) is used with the Elliptic Curve Digital Signa-
ture Algorithm (ECDSA). ECDSA is a cryptographic algorithm to ensure that funds
can only be spent by their rightful owners while ECC is an approach to public-key
cryptography based on the algebraic structure of elliptic curves over finite fields.
A common comparison between ECC and Rivest Shamir Adelman (RSA), Diffie-
Hellman (DH), and Digital Signature Algorithm (DSA) is given in Table1 [9].

From Table1, it can be seen that for a system security strength of 80 bits, ECC
needs 160 bits while all of the rest need 1024 bits. Similarly, for a security strength
of 256 bits, ECC needs 521 bits while the rest need 15,360 bits. This proves that
ECC needs shorter key lengths when compared with the others to achieve the same
security strength level. These specifications show that ECC can achieve higher levels
of security using smaller key lengths. Note that smaller key lengths are translated
into the lower computational overhead.

Table 1 Security strength comparison

Security strength in # of bits ECC (bits) RSA/DH/DSA (bits)

80 160 1024

112 224 2018

128 256 3072

256 521 15,360
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1.4 Mining

Until now, the flow of data in a blockchain can be thought of as:

transactioni
append−−−→ transactionsopen

collate−−−→ block
mine−−→ blockchain

In a typical blockchain system, all transactions awaiting approval by the system are
appended together as elements of open transactions. These open transactions are then
collated together in a block by a miner. A block here can have fixed size and/or a
specific time interval, i.e., mine a block if it reaches a certain size or after every time
t. Block formation depends on the system design and the application as well that it
is designed for.

Before mining a block, a miner first checks the validity of all the open transaction
signatures using ECDSA and then follows a consensus algorithm to conform to the
mining principles for adding a block to the blockchain. Therefore, mining can be
defined as: “the process of adding a block to a blockchain while conforming to the
desiderata of a consensus algorithm.” For example, Bitcoin [2] uses proof-of-work
(PoW) whereas Ethereum [4] uses both PoW and proof-of-stake (PoS) consensus
algorithms, respectively. In this chapter, the case for PoW is considered.

PoW is a distributed consensus mechanism whose main function is to present
a puzzle (an exceptionally difficult mathematical problem) to miners each time a
block needs to be mined. The puzzle has a target value v and any block to be mined is
hashed first using a hashing function to meet the required target v. The target value is
a n bits number with a specificm number of zeros as significant digits. The choice of
m and n defines the difficulty of the puzzle. To solve it, at most 2n rounds of attempts
have to be run.

The PoW is an exponential function which means a lower target value will require
more attempts of hashing. The solution finding process is a probabilistic one since
to find the target value, a miner has to hash a block iteratively. This is because each
input produces a unique hash and different hashing attempts are required to solve
the challenge. Blockchain makes double-spending attacks and spamming infeasi-
ble because of this very attribute. Mathematically, a simple PoW function can be
formulated as:

pr(h ≤ v) = v/2n (6)

where the probability of finding a proof h (mining) for a target v is pr(h ≤ v).
When a miner finds the target value, it broadcasts its proof in the network. The other
miners then re-run this proof and validate the block. Once the block is validated and
accepted by the majority of the network, it is then finally added to the blockchain. It
is worth noting here that although the process of finding a proof is time-intensive, the
verification can be done easily in one run using the proof that produces the required
target value.
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2 Applications of Blockchain Technology

The previous section introduced the basic principles and components of a typical
blockchain system along with some examples. In this section, although there are
many applications and use-cases of blockchains, only some of the practical and
commonly used ones that are transforming the society are discussed.

2.1 Local Energy Trading

The demand for power is an ever-increasing phenomenon, especially with the move
towards urbanization, it has continued to escalate. The significant increase in energy
consumption has brought big challenges to energy security and the environment
[10]. To build a sustainable energy system and address the associated demand con-
cerns, distributed generation models with integrated microgrids are gaining world-
wide attention, i.e., smart grids.

In traditional power grid models, a majority of financial and energy trading infras-
tructures are centralized that rely on intermediaries and PKI for establishing trust
in their systems. Although PKI can be used to provide a certain level of security
in centralized architectures, ensuring the authenticity of public keys without rely-
ing on an intermediary is an issue. The intermediaries may handle accounts, digital
assets, and transactions, process and analyze data, and provide security. However,
such infrastructures are prone to the following security concerns:

1. Single point-of-failure: If a central server in a centralized architecture fails, it can
disrupt the entire system and render its security services dysfunctional.

2. Lack of user privacy: Centralized structures rely on middlemen which if com-
promised, may reveal and predict the energy routines of users and their private
information. Any leakage of such sensitive information may have consequential
results [11].

3. Restricted trading: Conventional energy trading frameworks restrict their users
to trade energy with the electric utility company only and not with other users,
thereby restricting them.

Theseproblems canbe addressedusing adecentralizeddesign choice, blockchains.
A trustless or semi-trustless systemcanhelp build an energy trading frameworkwhich
can enable local energy trading among users, preserve their privacy, and provide them
with transaction anonymity. It will also help in confirming the authenticity of user
transactions without the need of an intermediary, opening a gateway to trust-free
cryptographic transactions using cryptocurrencies [12].
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2.2 Internet of Things

The IoT is one of the most important emerging technologies of the present era aimed
at the integration of physical devices in a wide range of applications. The devices
range from vehicles to bicycles, smart homes to smart cities, CCTV to smart cam-
eras, sensors to radio-frequency identification (RFID) tags, etc. These devices can
communicate and share information independent of human intervention. Figure1
presents an overview of a traditional IoT network where different kinds of sen-
sors and devices interact with a central server through a communication channel. A
majority of traditional IoT infrastructures are centralized in nature and rely on third
parties for establishing trust in their systems. The third parties may handle accounts
and transactions, process and analyze data, and provide security. Such centralized
architectures are prone to the following security concerns:

1. Limited computational ability: IoT devices are small in size. Their processing
abilities are resource-constrained which limits them from performing computing-
intensive tasks.

2. IP protection: IoT devices are user accessible devices which are vulnerable to
intellectual property (IP) theft. Therefore, an IoT device needs to be protected
against IP theft, tampering, cloning, and reverse engineering.

3. Patching: Contemporary IoT environments are unable to deliver timely updates
and/or patches to devices which is a key concern in IoT architectures. This makes
the devices prone and exposed to attacks for a longer time. Therefore, a platform
where timely updates can be delivered to IoT devices is much needed.

Fig. 1 A conventional IoT architecture proposed by [5]
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The aforementioned problems can be addressed using blockchains. A blockchain-
based solution can register IoT devices and use its broadcast attribute for decentral-
ization to deliver timely patches to them. It can also provide resource management
and provisioning to maintain equilibrium between the operation of IoT devices. Fur-
thermore, it can preserve the data integrity to provide IP protection and defense
against tampering attacks.

2.3 Next Generation Payment Solutions

The operation of blockchain is decentralized in nature, i.e, it operates in a trust-free
manner and does not rely on central authorities which usually act as third parties in
traditional banking and payment solutions. This inherent attribute of blockchains can
help enable future payment solutionswhere users and banks can transact directlywith
other users and banks, thereby eliminating third parties and the associated time, labor
costs. The potential applications of such include but are not limited to cross-border
and inter-bank payment protocols.

Furthermore, the following are some of the but not limited to, domains that can
also find applications in blockchain-based solutions:

• Digital asset management
• Claims processing in insurance
• Supply chain management
• Healthcare
• Data persistence.

3 Fundamentals of Artificial Intelligence

Hardly any other area of computer science has continually grown as often as the
area called artificial intelligence. It generally refers to the simulation of human brain
processes through training and learning [13]. Although the recent hype has stirred
significant research interest in artificial intelligence, the initial efforts on the devel-
opment of a learning machine go back to the beginning of the 19th century [14].
The story begins with the British mathematician Alan Turing and one of the pio-
neers of theoretical computer science. As early as the 1930s, he wrote basic papers
on the capabilities and limitations of computers. All this at a time when computers
were still filling huge halls and their usage was very limited. Through his work, he
laid the foundations for modern computer science. Basically, he asked the following
questions:

1. Could a machine emulate the capabilities of the human mind?
2. Could a machine think and act like humans?
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Sadly, he was largely left to theorize because he did not have the technology to
take his ideas forward. The big development that allowed us to think of artificial intel-
ligence as something of practical value, is the development of the digital computer.
The modern silicon computer contains billions of components that are incredibly
powerful and can perform several million operations in a second. Back in the 1950s,
computer scientists, working with machines far less powerful than today’s laptop,
wondered whether a set of instructions could be found to program a computer that
would cause it to exhibit intelligence.

With this intent, the scientists in 1964 created a computer program called “Eliza”
at the artificial intelligence laboratory at MIT. Fundamentally, Eliza was a chatbot
for a little conversation. It could use different tricks to ask the names and, later on,
it would call those names. For too many people, at least superficially and for a short
time, it appeared that it was exhibiting intelligence. Of course, if you interacted with
it for more than a few minutes, you would realize that it was not much intelligent.
Still, it seemed to mimic the intelligence [13]. Besides shifting the paradigm of the
nature of computation, there’s something else which has been altered for successful
implementation of artificial intelligence. For this, let us consider the different writing
patterns. Of course, there is tremendous variability in human handwriting and due
to this reason, it is so difficult to program a computer directly to do something like
recognizing human handwriting. In fact, there are several possibilities concerning
handwriting and that’s really what defeated old-fashioned artificial intelligence back
in the 1950s and 1960s. Thus, there was a need to alter the paradigm of modern
software to handle uncertain situations.

To understand this idea of uncertainty and to demonstrate a modern view of
machine learning, we need to take a look at the concept of information [14]. The
concept of information was provided by Claude Shannon back in the 1920s. In
their book, Shannon and Warren Weaver defined information as A measure of ones
freedom of choice when one selects a message [15]. This provided a mathematical
basis for the concept of information and gave birth to the field of information theory.
Information is an essential part of communication and it is broadly defined as the
degree of uncertainty in the data. Today, we’re seeing a shift from the software
which is based on logic, that is everything is 0 or 1, to the software which deals with
uncertainty [13]. The software is capable to quantify the amount of uncertainty and
deal with it using previously available information.

This field of artificial intelligence was tremendously popular back in the 1950s
and 1960s which was founded on the idea that computer scientists would be able
to program computers to be intelligent and much of work was devoted to scientific
research and natural language processing, as shown in Fig. 2. Technically speaking,
the scientists were interested in writing a computer program or a set of instructions
that would exhibit intelligence, only if, a computer follows these instructions at a
very fast speed. At that time, there was a tremendous amount of hype about artificial
intelligence and its potential. However, that excitement did not last for very long.
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Fig. 2 An illustration of various areas of research interest in artificial intelligence

3.1 Artificial Intelligence in Modern Era

Despite the setbacks for research in the 1980s, the foundations for the machine learn-
ing approaches have been laid today. Departing from the conventional event-driven
processes, as shown in Fig. 3, there are different objectives for the machine learning
processes. The machine learning techniques are divided into three main categories:
supervised machine learning, unsupervised machine learning, and reinforcement
machine learning [16]. In the first system, behavior learning is initially offline, that
is, separate from the application scenario. Only then will the learning be applied and
not changed.

3.1.1 Supervised Learning

In supervised machine learning, a computer program gets known sample data and
is trained on the desired interpretation and the associated output. The goal is to
find general rules that connect the known input data to the desired output data and
then use those rules to create new output with new input data [15]. The advantage
of the classification is that it is always judged based on the interplay of several
values. As a result, a person with low savings but high income in the class would
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Fig. 3 Illustration of event-driven processes

be creditworthy. Regression allows predictions about continuous values, such as the
income development of a person, while classification differentiates between classes,
such as creditworthiness [17].

3.1.2 Unsupervised Learning

Unsupervised machine learning works without previously known association and
labeling of input data. The possible results are completely open. Therefore, the com-
puter program can not be trained, but rather has to recognize structures in the data
and transform them into interpretable information.

3.1.3 Reinforcement Learning

In reinforcement machine learning, the third category of machine learning, a com-
puter program learns directly from the experiences. It interacts with its environment
and receives a reward for correct results. The program can be compared to a trained
animal, for example by being rewarded in a game situation when it wins the game
[18]. The goal now is for the program to remember the consequences of its action
and use that knowledge to maximize its reward.
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Fig. 4 Applications of artificial intelligence in various domains related to IoT networks

3.2 Impact of Artificial Intelligence on Industries

Artificial intelligence has provided an immense development boost in business prac-
tice in recent years. While Industry 4.0 focuses on optimizing and automating pro-
duction and logistics processes, artificial intelligence is also increasingly addressing
administrative, planning and planning processes in marketing, sales, and manage-
ment on the way to the holistic algorithmic enterprise [19]. For now, we would only
take a look at some of the motivating factors for using artificial intelligence in the
industry [20]. The usage of artificial intelligence technology in marketing, product
automation, sales, and customer services are some of the key applications of artificial
intelligence, as shown in Fig. 4.

Artificial intelligence-first, as a possible mantra of the massive disruption of busi-
ness models and the development of fundamentally new markets, is becoming more
and more prevalent. There are already many use cases across industries that demon-
strate the innovation and design potential of 21st-century core technology like low
latency vehicle to vehicle communications [21, 22]. Decision-makers from all indus-
trial nations and sectors agree on increasing involvement of artificial intelligence
technology in the production of goods. But there is no holistic evaluation and pro-
cess model [23].

There is also an immense potential for change and design for our society. In
Europe too, the first data science programs are already in place to ensure the training
of junior staff. Nevertheless, theWar for Talents is currently raging, as the staff pool
is very limited, but the demand remains high in the long term. In addition, digital
data and algorithms also enable completely new business processes and models [17].
The methods used a range of techniques from simple hands-on analysis with small
data to advanced analytics with Big Data.
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There are currently a lot of informatics-related remarks by experts on artificial
intelligence. To the same extent, there are a variety of popular science publications
and discussions of the general public that can incorporate artificial intelligence in
domains like physical layer security [24, 25], wireless power transmission [26, 27],
and sensor networks [28]. What is missing is the bridging of artificial intelligence
technology and methodology to clear business scenarios and added value. IBM is
currently moving massively with Watson in the companies but always remains at the
teaser level of a clear business application.

4 Data and Infrastructure Desideratum of Artificial
Intelligence

Data has and continues to contribute in many ways to the development and success
of artificial intelligence in the business world [29, 30]. However, prior successful
implementation of data platforms and artificial intelligence, some key aspects need
to be explored further. In this regard, a variety of methods are used for the evaluation
and analysis of data, especially in the area of industrial IoT applications [31]. The
following section explains the synergy effects of data and artificial intelligence. These
synergies can be divided into three areas, which are briefly explained below.

4.1 IT Infrastructures

With the advent of big data, many companies have been forced to adapt their IT
infrastructures to changing circumstances. It was done by either investing directly
in the hardware or through cloud services to handle the increasing amount of data.
Only the large investments in IT infrastructures can enable companies to implement
and apply newmethods and complex systems [32]. The success of the IBMmarketed
artificial intelligence Watson would not be possible without the Hadoop cluster of
90 computers with 19 TB of memory. Such successes help to consistently work on
the hardware-based improvement of the artificial intelligence [19].

4.2 Algorithms and Methods

In order to generate information and knowledge from data, different techniques are
being used that were originally used in the artificial intelligence domain. Especially, a
large amount of semi- and unstructured data could not be automatedwithout machine
learning, natural language processing, and computer vision. As long as data remains
unused, it brings no added value. The need for processing and analyzing data-driven
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actions has been identified by companies, which has led to investments in the devel-
opment of algorithms and methods beyond IT infrastructure for distributed mobility
and exploitation of existing resource (e.g., interference) [33]. Of late, data scien-
tists are being increasingly sought who, in addition to data search and processing,
are involved in the further development of existing machine learning algorithms.
Particularly, high investments in these areas come from companies who are sitting
on the fuel of the future: the data. For example, the tech giants Facebook, Google,
Microsoft, and IBM together invested more than ten billion US dollars in artificial
intelligence research and development in 2015.

4.3 Training Data

It is no wonder that the major US corporations are investing heavily in the develop-
ment of artificial intelligence. The biggest synergetic effect of big data and artificial
intelligence lies in the fact that large amounts of data are available to model and
train artificial intelligence [23]. The most acclaimed achievements of artificial intel-
ligence in recent years have been achieved through deep learning techniques. For
a long time, results in this area were achieved only with great effort and expert
knowledge. Therefore, this approach led to a niche existence.

However, when very large data sets are used to train artificial neural networks,
the results improve substantially. As a rule of thumb, a supervised deep learning
algorithm with around 5000 labeled examples per category and a training dataset of
at least 10 million labeled examples performs at least like a human in recognizing
and classifying images. The advent of huge amounts of training led to significant
improvements in machine learning, sparking enthusiasm for artificial intelligence.

5 Blockchain Network Architecture

We consider an artificial intelligence-enabled blockchain network consisting of M
and N IoT miners and communication points, respectively, as illustrated in Fig. 5.
The communication points can be seen as a static infrastructure such as base stations.
These points are associated with IoT miners that can be computationally capable
mobile devices that can be industrial robots gathering transaction data from other
devices [34]. When mining computation is executed by IoT miners, an IoT miner
can refer an independent computing node, and, also, an IoT miner can refer to the
head node of a local computing cluster.

In Fig. 5, IoT miners in remote locations are able to directly communicate with
each other. Therefore, each IoT miner is associated with a different communication
point that is connected to a backhaul network. In the considered network, the ledger
is located at the communication point while the IoT miners are used for computing.
When transaction records are stored as blocks at the communication points, those
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Fig. 5 Blockchain architecture and network setup for Industrial IoT scenario

blocks must be validated by proof-of-work schemes so as to guarantee that the trans-
action in the block is original [35, 36]. Then, the communication points can delegate
the proof-of-work computation needed for this validation to the wireless IoT miners.
Once each IoT miner completes its proof-of-work computation, an acknowledgment
message is sent from the IoT miner to the associated communication point, called
the source point. The source point propagates the reception of the acknowledgment
message to other IoT devices through the backhaul links among the communication
points. We assume high-bandwidth, fiber backhaul links between IoT devices and,
hence, the message propagation latency in the backhaul network will be negligible.

In a blockchain system, the reception order of the acknowledgment messages
from multiple IoT miners to the backhaul network should be identical to the order
of completion of the proof-of-work computation. If the acknowledgment message
sent earliest arrives at the communication points interconnected by the backhaul
network later than other acknowledgment messages, it will lead to a forking event.
In a blockchain system, the miner that completes the proof-of-work with the shortest
delay will receive a unit of reward. However, when a forking event occurs, the miners
can no longer discern whichminer completed the current proof-of-work computation
with the shortest delay. Therefore, if a forking event occurs, the miners must recover
from it by repeating the computation of the proof-of-concept of the forked block to
decide which miner will be rewarded. This recovery from a forking event will clearly
increase the total latency required to complete the proof-of-work computation of a
block.
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6 System Model

We consider that all the IoTminers start their proof-of-work at the same time, having
the same computing powers. These IoT miners keep executing the proof-of-work
computation until one of the IoT miners completes the task by finding the hash value
target. When an IoT miner executes the proof-of-work of the current block, the time
for execution of the task will be an exponential distribution given as

fC(c) = λe−λc, (7)

where the computing speed with power Pc and scaling factor λ0 is referred as

λ = λ0Pc. (8)

Once the IoT miner completes the proof-of-work, the acknowledgment of the
message needs to be delivered to the communication point [37]. This is important
so that other miners could stop their proof-of-work and save computation resources.
We derive the transmission latency of the IoT miner when an IoT miner sends an
acknowledgment message to associated communication point under the impact of
interference from another IoTminer. The received signal at the communication point,
which is sent by an IoT miner, can be written as

yF =√
αNPsNhUN +√

αFPsFhUF + nUF , (9)

where sN is the interfering signal and nUF represent the additive white Gaussian noise
(AWGN) with zero mean and N0 variance. The received signal to interference and
noise ratio (SINR) can be given as

γF = |hUF |2αFP

|hUN |2αNP + N0
. (10)

Thus, the data rate from the IoTminer to the communication point can bewritten as

C = B log2(1 + γF), (11)

where B denotes the bandwidth of the system. The wireless transmission latency of
IoT miner can now be written as

Tt = K

C
, (12)

where K represents the size of the acknowledge message and C is the data rate. It is
evident that the total transmission latency can be reduced by increasing the data rate.
In the next section, we provide a deep neural network-based technique for increasing
the data rate, thereby, reducing the latency and forking event.
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7 Optimization Using Deep Neural Networks

This section would present a deep learning-based resource optimization scheme for
improving the achievable data rate of blockchain systems. More specifically, we use
an artificial neural network to learn the dependencies between output (optimal power
allocation factors) and inputs (channel gains). To attain this objective, we carefully
train, and then, test our multi-layer neural network. As indicated above, this network
consists of multiple neurons along with several hidden nodes, as illustrated in Fig. 6.
Due to the low computational complexity of the trained neural networks, it is well
suited for blockchain architecture to avoid forking events. This means that once the
model has been trained on a set of channel inputs, the realtime evaluation phase
involves vector multiplications and linear transformation without performance loss.

7.1 Problem Formulation

Let us now formulate the problem for maximizing the data rates. It can be seen
that the optimal values of the power allocation factor would result in providing the

Fig. 6 Artificial neural network having input and output neurons with several hidden layers
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maximum data rates. Thus, the optimization problem of the achievable rate becomes
equivalent to

max
αF

log2(1 + γF). (13)

7.2 Deep Learning Network Setup

The artificial neural network in our study has a single output and input layers while
having multiple hidden layers. The major cause of using multiple hidden layers is to
avoid the under-fitting of the data and maintain a relatively low level of complexity.
Besides this, it is necessary to have multiple hidden layers in the neural network
to understand the interplay of the inputs and outputs. As stated earlier, our inputs
(channel realizations) and outputs (power allocation factors) need to cater to a variety
of environments between communication points and IoT miners. The values of input
parameters are fed into the network during the training phase of the neural network.

8 Numerical Results

This section provides details of the simulation setup and the relevant discussion on
the obtained results.We performed the link-level simulation in Python. In this regard,
it is worth highlighting that we use rectified linear unit (ReLU) activation function
at each hidden layer. The ReLU activation function can be written as

x = max(w, 0), (14)

where x denotes the output of the function while w denotes the input. As the cost
function, we used mean square error and apply the mini-batch algorithm for gradient
calculation.

In Fig. 7, we demonstrate the utility of our proposed deep learning technique
to maximize the rate of communication between the communication point and IoT
miner. As a benchmark technique, we have compared our method with the random
power allocation technique. For random power allocation, the power allocation fac-
tors are chosen randomly based on a uniform distribution. It can be seen from Fig. 7a
that the proposed artificial neural network approach performs better as compared to
the random selection of the power allocation factors. However, at larger values of
transmit power, the performance gains are reduced. This is because of the increased
interferences at higher values of the power which reduces the data rates for both
schemes. Similar trends can be observed in Fig. 7b where performance decreases
at larger values of transmit power. However, the proposed artificial neural network-
based approach still outperforms the random power allocation. Furthermore, the
increased number of hidden layers provides somewhat improved performance.
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In order to highlight the impact of the computational complexity of the proposed
scheme, we provide a comparison of complexity by increasing the number of hidden
layers. In particular, Fig. 8 shows the computational complexity of the scheme when
the number of hidden layers is 02. Thismeans that layer 1 has 200 neuronswhile layer
2 consists of 100 neurons. It can be seen that the computational complexity remains
virtually unchanged due to the increased transmit power levels. Similar observations
can be made for the second curve in Fig. 8 whereby the complexity has been given
for 04 layers of the artificial neural network. It can be seen that the computational
complexity of the 04 hidden layers is slightly more than the 02 hidden layers. This
confirms the fact that there is a delicate balance between the obtained performance
gains and the complexity level of the network.
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9 Conclusion

The blockchain is a new database technology that leverages and takes full advantage
of the Internet, free protocol, computing power, and cryptography. This distributed
transactional database is comparable to a large accounting-based system in which
each new transaction is written following the others, without the possibility of mod-
ifying or deleting the previous ones. Due to growing number of applications of
blockchain in IoT networks, it is becoming increasingly important to analyze the
impact of this technology in large-scale networks. With the objective of improving
the performance of these networks, this chapter has provided an in-depth analysis
of how artificial intelligence techniques (e.g., deep neural networks) can be used for
optimizing the performance of blockchain systems. Furthermore, the results have
shown that the deep neural networks can indeed improve the performance of IoT
miners in blockchain networks.
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Industrial and Artificial Internet
of Things with Augmented Reality

Pedro Gomes, Naercio Magaia, and Nuno Neves

Abstract Internet ofThings (IoT) is a concept that proposes the inclusion of physical
devices as a new form of communication, connecting them with various information
systems. Nowadays, IoT cannot be reduced to smart homes as due to the recent tech-
nological advances, this concept has evolved from small to large-scale environments.
There was also a need to adopt IoT in several business sectors, such as manufactur-
ing, logistics or transportation in order to converge information technologies and
technological operations. Due to this convergence, it was possible to arrive at a new
IoT paradigm, called the Industrial Internet of Things (IIOT). However, in IIoT, it
is also necessary to analyze and interact with a real system through a virtual pro-
duction, which refers to the use of Augmented Reality (AR) as a method to achieve
this interaction. AR is the overlay of digital content in the real world, and even play
an important role in the life cycle of a product, from its design to its support, thus
allowing greater flexibility. The adoption of interconnected systems and the use of
IoT have motivated the use of Artificial Intelligence (AI) because much of the data
coming from several sources is unstructured. Several AI algorithms have been used
for decades aiming at “making sense” of unstructured data, and transforming it into
relevant information. Therefore, converging IoT, AR, and AI makes systems become
increasingly autonomous and problem solving in many scenarios.

1 Introduction

The industry is part of an economy that produces materials through mechanized and
automated processes. In the past, there were several industrial revolutions that led
us to the world we know now. The first one began with the introduction of mech-
anisms that produced energy from water and steam. The second one introduced
electric power allowing the creation of first-line assemblies. And, the third one came
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with the introduction of automation and the appearance of the first programmable
logic controllers. Based on this, we can say that there has always been an interest in
increasing productivity and efficiency in industrial processes and, as a result of the
recent advances in information and communication technologies, the fourth Indus-
trial Revolution, also known as Industry 4.0 or Industrial Internet, commenced. This
new revolution was initiated by the German government aiming at increasing its
competitive and sustainable advantage. The concept of Industrial Internet of Things
(IIoT) was an adaptation of the industrial revolution with the concept of the Internet
of Things (IoT), hence being used interchangeably [1].

The latter concepts, i.e., IoT, proposes the inclusion of physical devices as a new
form of communication and connecting them with various information systems. The
most frequent use cases in IoT generally refer to devices with certain integrated func-
tionality, whether simple or not, such as controlling an environment through actuators
or obtaining sensor values from a machine [2]. Nowadays, we cannot reduce IoT to
smart houses, and because of the recent advances in hardware and cloud comput-
ing, this concept has evolved from small to large-scale environments. There was
also a need to adopt IoT in several business sectors such as manufacturing, logistics
or transportation in order to converge information technologies and technological
operations [1]. IIoT initially referred primarily to a structure in which a large num-
ber of devices or machines that were connected to each other were synchronized
through software or existing Machine-to-Machine (M2M) technologies in industrial
environments. However, at the moment, this concept is no longer only applicable to
machines, but also to intelligent computers and people that enable intelligent indus-
trial operations through advanced data analysis. In IIoT, IoT bases are used where
data obtained from machines also play a fundamental role, as it was necessary to
increase the level of automation, thus introducing intelligence into devices. Tech-
nologies such as ubiquitous computing, large storage systems andM2M connections
have led to the creation of Cyber-Physical System (CPS) [3] in IIoT capable of
deciding and triggering actions to be able to control these systems autonomously. To
achieve this autonomy, it is necessary to interact with the physical and virtual worlds
simultaneously. This interaction enabled a better communication between humans
andmachines, forming connected machine networks that follow the social paradigm,
therefore creating new paradigms in product creation and, finally, services based on
intelligent systems [1]. In addition, these technologies enabled the adoption of new
concepts such as Artificial Intelligence (AI) and Augmented Reality (AR) in the
industry.

1.1 Artificial Intelligence

IIoT has become increasingly dependent on big data and consequently AI, creating
a new paradigm called Artificial Internet of Things (AIoT). When we speak of AI
we are talking about computer-based techniques that use a lot of unstructured data to
process, interpret and visualize aiming to obtain credible information. Both big data
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and AI enable predictive historical analysis and to obtain information about what is
happening inside a machine. Furthermore, because of this analysis, there is the possi-
bility of having machines and services that are more efficient, predicting failures and
reducing unnecessary inefficiency or maintenance costs. Hence, an IIoT system that
incorporates this type of intelligence can collect data from sensors and, if necessary
react faster than a human. There are three AI techniques that have been proposed
for IoT [4], namely supervised learning, semi-supervised learning, and unsupervised
learning. The integration of AI-based algorithms into the different IoT architectures
to process data in a way to take autonomous decisions caused the appearance of
interconnected intelligent IoT systems. These systems allow combining innovative
technologies such as AR.

In the context of IIoT, the cloud offers an accessible and elastic infrastructure in
order to allocate resources necessary for the system to scale. This is an important
point that differs from traditional databases because we do not have to worry about
the resources available for storage. For example, if we need a system with the ability
to increase or decrease the storage needs, the cloud is a good example, which made
it quite an interesting technology to adopt in IIoT services. In addition, the cloud
provides development environments to its users, enabling accelerated development of
applications. For instance, Microsoft Azure provides support for .NET applications
and big data tools. Nevertheless, there are not only advantages on using a cloud-based
system.Latency,which is the timedifferencebetween the start of an event and the time
when this event is received, is very much a problemwhen using the cloud. In systems
where the goal is to store data for use in big data, that is not a problem; however,
in industrial systems where real-time information is required, latency can greatly
affect the system’s performance. Cloud systems are usually located on the Internet,
where traffic can be affected by network quality, and where IIoT data are subject to
latency. So, what will be the best methodology to satisfy storage requirements and
to solve the latency problem? The answer is to use fog or edge computing. Fog and
edge computing are cloud infrastructures located closer to the edge of the network
[1]. In fog computing, the “intelligence” is transferred to the local network, and a
pre-processing of the data is performed by an IoT node or gateway.

1.2 Augmented Reality

Since the late 1960s, the use of computer-aided design (CAD) has provided major
advantages to industrial sectors such as automotive and aeronautics. The integration
of CPS in the industry made possible to create andmodel any system or equipment in
3D, giving rise to a new concept called Cyber-Physical Equivalence (CPE) [1]. The
latter refers to the fact in which the virtual and physical can interact simultaneously
in real time. This new concept is also related to the concept of Digital Twins, where
there is a virtual simulation of the system with the ability to update and change
according to the changes at the physical level. A digital twin is not just an exact
virtual copy of a product, but a combination of the two worlds allowing to analyze
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data, to monitor systems, to test new configurations, and to control the life cycle of
a product. Thus, how could it be possible to add value to this combination? It is now
possible to take advantage of this virtualization and use technologies that make use
of AR to visualize these digital systems.

According to [5], AR is defined by three fundamental requirements: (i) combine
real and virtual content, (ii) interactive in real time and (iii) accurate alignment of real
and virtual objects. These three characteristics also define the technical requirements
that an AR system must have. An AR system can combine real objects with virtual
ones allowing interactions with the user, and a tracking system is able to find the
position of users and virtual object. The convergence of the concept of digital twins
with technologies that make use of virtual or augmented reality can increase the
value of this combination by enabling the latter systems to visualize data in real time
where, for example, one can operate a piece of equipment without being close to it,
or even have the ability to predict a problem.

Considering the enormous potential of AR and IoT, several challenges have arisen
to integrate both technologies. AR has as one of its objectives to provide an intuitive
interface for IoT, using a virtual overlay of information. Therefore, one of the main
challenges for those developing IoT or AR applications is to understand how this
connection can be made more intuitive, enabling consumers to interact in a natural
way with the virtual object, thus causing state changes in the same object. Service
providers using AR also have the challenge of using real-time IoT data to debug and
repair faults, hence providing a higher quality of service (QoS) and shorter response
times.

More and more companies are taking advantage of the “power” of AI, IoT and
AR in intelligent factories to reinvent themselves and gain competitive advantage.
For example, mining companies are adopting strategies based on IoT, AR, and AI
to increase their effectiveness in mining operations. They can obtain the extracted
quantity in real time, perceive the fatigue of their employees or make a daily analysis
of the equipment available in addition to these functionalities [6]. Companies in
the energy sector use real-time data acquisition and analysis to optimize energy
consumption and create sustainable smart cities. Moreover, because of the need to
interconnect all components of a factory or a city, companies are forced to improve
and innovate through this convergence. Converging IoT, AR and AI make systems
increasingly autonomous and problem-solving in many scenarios.

2 Industrial Internet of Things

The impact of IoT in our lives is increasing as most devices already connected in a
network to communicate with each other. IoT-based technologies adopted in many
sectors such as medical care, security, surveillance, and product management allow
many new services to meet the needs of their users. An IoT system must take into
account characteristics such as heterogeneity, scalability, interoperability, ubiquitous
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data exchange, security and privacy, among others due to the plethora of different
devices and protocols [7].

As previously stated, IIoT brings together advances of two revolutions that have
emerged over decades, that is, the industrial and internet revolutions. These revolu-
tions together with the technological evolution have given rise to three key elements
that define IIoT: (i) intelligent machines, (ii) advanced analytics and (iii) people at
work. Intelligentmachines allowmachines to have software and sensors connected to
the Internet. Advanced analyticsmake use of physical data andAI algorithms capable
of analyzing data. The last element is to connect people in the office or in an industry
so that they can interact with each other at any time or even provide support remotely
[8]. The combination of these elements offers new business opportunities, enabling
a new perspective and analysis of data that traditional methods did not have. IIoT
makes use of IoT applied in the industry since it is based on the characteristics such
as heterogeneity, scalability and interoperability [7], that a system must consider. In
addition, it uses a large amount of aggregated data, where it is crucial to get better
visibility and perception of systems that are often linked to the cloud. Because of the
adoption of IoT in the industry, we have been able to transform business operations
or processes through analytical mechanisms used in big data andAI. These processes
are optimized through gains in operational efficiency, productivity and automation
of the equipment, thus generating more profit. Although what was initially said may
seem like anM2M system applied to industry, the difference with IIoT is in the oper-
ation scale as it is necessary to consider large data streams stored in the cloud in real
time and massive data analysis. This analysis thus allows obtaining information and
statistics from data aggregated through AI algorithms. In many industry sectors, the
introduction of AI into an IoT system has enabled the systems to perform predictive
maintenance, i.e., through certain data patterns, events or problems that could stop a
piece of equipment have been predicted.

IIoT can be seen in layers. Sensors and devices of pieces of equipment can be
found in the lower layer, and gateways or communication hubs, which are responsible
for communications between the sensors and the cloud (that will be the third layer),
can be found in the layer above. In the fourth layer, there is big data and AI software,
which can be utilized to analyze and optimize the desired information. At the first
tier, we can integrate customer relationship management (CRM) software, which
cannot only help to plan and control processes that are happening at the factory more
efficiently, but also inform a customer if changes on the product are required. In
Fig. 1, we can see the elements that are currently present on IIoT. These elements
are the result of a constant evolution that happened in both the information systems
and hardware since this was the only way to create the concept of IIoT. Systems
such as CPS, Industrial Automation and the cloud are already known and part of the
IIoT concept, however, due to their development and integration with other systems
over the years it has been possible to introduce technologies such as AR and AI in
order to evolve the IIoT concept. Various business sectors’ digital transformation
also provided the need to converge technologies already present in IoT with others
such as AI and AR. Therefore, the emergence of the IIoT concept is a consequence
of the need to innovate and obtain new business models for the benefit of companies.
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Fig. 1 Elements of the Industrial Internet of Things

2.1 Cyber-Physical Systems

Aswe can see in Fig. 1, one of themain components that constitute IIoT is a CPS. Ini-
tially, embedded systemswere used in small scales and independent of each other, but
with advances in technology and communication, it was possible to adopt networked
devices. This adoption gave rise to a new concept, called CPS, which functions as the
link between a system/equipment and the real world. The termCPS appeared in 2006
and there is no clear definition, however, it is important to note the difference between
an embedded system and a CPS. In an embedded system, only information systems
are incorporated into physical devices meanwhile CPS are automated systems that
allow connecting processes that occur on the physical world with computing and
communication infrastructures, whose purpose is to control these same processes
and adapt the system to new conditions [9]. CPSs are the integration of computing,
networking, and physical processes capable of monitoring and controlling them.
Unlike embedded systems, CPSs are designed to be connected in a network with all
devices integrated with physical actuators that by acting change the environment.
CPS permits the digital world to interact through computers and software with real-
world processes. This interaction makes it possible to manage and control processes
running in real time. To simplify, one can think of a CPS as containing embedded
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systems, but giving importance to the domain of communications with the physical
world.

With these systems applied to IIoT, industries do not only see what happens but
also interpret data through their analysis. Consequently, a CPS has the ability to
do predictive analysis, as it was possible to create different scenarios where the
probability of an occurrence in a piece of equipment could be estimated. It is also
important to consider that these systems can take adjustment measures at any time
without human intervention. The introduction of these systems can also be very
advantageous, for example, in hazardous environments such as mining that requires
constant analysis of workers’ biometric data, and intervene promptly if necessary.
The ability to expand the interaction of the physical world by means of computer-
generated interactive systems such as virtual and augmented reality is a key factor in
establishing a two-way link between the physical and digital. To connect a CPS with
other computational elements as intelligent mechanisms or 3D models of a system,
makes it possible to increase efficiency, usability, autonomy and adaptability.

2.2 Industrial Augmented Reality

Since the 1960s, computer vision has been very important in the industry sector, espe-
cially when it was adapted to the control and projection of equipment and products.
It is not imperative that an IoT system has integrated visual computing, however,
IoT systems using CAD have integrated systems that allow the development of new
solutions. It is hence possible to make the system more complete and integrated and
to create new business models.

As stated before, a CPS “bridges” the physical and digital worlds by building
greater flexibility in the virtual simulation of products or processes before and dur-
ing an operation. This flexibility together with CAD allows simulating all processes
that cover the Product Life cycle Management (PLM), from the design phase of the
product where the customer has difficulties in realizing the necessary requirements
until the maintenance part. The simulation of a process permits the reduction of
production errors or even increase the efficiency of the product development since
there is a constant simulation during PLM phases. This modeling/simulation was
only possible with the appearance of the CPE [1]. Differently from CPS, CPE is an
approach where the virtual world and production environments are synchronized,
and not just create a production process in a digital image. The creation of CPE is
directly linked to the concept of digital twin. A digital twin is a virtual model of
a process, product, or service that overlaps the virtual world with the physical to
allow data analysis and system monitoring to avoid problems, optimize maintenance
costs or even the planning of future processes. A digital twin can update the sys-
tem as changes occur on the physical level. According to [10], “Digital twins are
becoming a business imperative, covering the entire life cycle of an asset or process
and forming the foundation for connected products and services”. In an early phase
of PLM, this model aims to help companies improve the customer experience by
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better understanding the needs or requirements of a product, reducing future errors.
In the final phase, workers can be assisted with monitoring and analysis capabilities.
GE Renewable Energy has developed a digital wind farm with the aim of improv-
ing performance, reducing risk and costs [11]. This was made possible through the
simulation of a digital environment so that each wind turbine could be configured
before construction, thus gaining 20% efficiency by analyzing data from the real
environment.

Due to the constant evolution and increase of computational power in technologies
such as smartphones and smart glasses, there has been an interest in using both tech-
nologies in the industry. Because of this interest, there was a convergence between
the digital twin and AR applications, making it possible to create new use cases
in the industry. AR enables the visualization of a virtual object in the real world
through a device. In 2019, IDC estimates the world’s augmented and virtual reality
expenditures of almost $20.4 billion [12]. Just think how virtual simulation models
can accelerate the entire production chain, or even maintenance processes, from the
visualization of the 3D model in AR applications. Furthermore, a virtual layer inte-
grated into the IoT system to obtain and visualize information in all types of industry
and environments through AR devices could be added.

The simulation and control product life cycle is also one of the main uses of AR
in the industry and is defined in five parts: product design, manufacturing, com-
missioning, and inspection and maintenance [13]. The first phase, the drawing, is
focused on realizing the idea and the requirements that a product should have. Ini-
tially, when requirements are specified a user may not have the perception of what
they really want, and this phase is important because through AR he can visualize the
product or project and change according to the imposed requirements. Consequently,
it can significantly reduce error costs that may arise in the future. In the assembly
stages, AR and IoT together can assist the assembly processes instead of using typi-
cal traditional systems (i.e., manuals). For example, the AR system can show hidden
structures (i.e., wires) inside the walls. After the creation of a product or process, it
is necessary to verify if there were modifications during the assembly process and
AR there could help to verify these requirements. In the maintenance step, a product
or system having the ability to use IoT and AR data can make the response shorter
in the event of a problem or even provide remote maintenance. In addition to these
examples, AR also has another important role in interactive machine maintenance
training. AR can provide hands-on training where users are given visual instructions
of actual objects. Previously, technicians needed to participate in training courses in
order to be able to solve equipment problems. However, with AR it is possible to
accelerate the training phase, since manuals are not used anymore, and they were
replaced by 3D drawings where you can view the instructions or see where each
part is located. Machines and production lines generate a large amount of data that
must be read in seconds in order to obtain relevant information in real time. This
requires not only new technologies that enable the exchange of large information
flow but also new ways of visualizing information. In this context, virtual analysis
has come together to “separate” technologies such as big data, IoT, the cloud, and AI
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algorithms in order to contradict problems previously difficult to solve and analyze
or reveal hidden patterns that were not obvious at first sight.

For example, Boeing developed one of the first industrial applications of AR [14],
which aided airplane assembly processes to increase worker efficiency and reduce
costs. Another example of applications where it is possible to converge AR with IoT
is in emergency services. Firefighters are already using devices and equipment built
into helmets that receive data such as temperature smoke detectors, and presence
status. This information allows a firefighter to see if there are people in a building
during a fire.

AR does not only depend on IoT but also on AI to be effective, because only
through this convergence it is possible to predict, for example, which interface is
shown to the user depending on the surrounding environment. This is possible thanks
to the implementation of AI for object recognition and tracking as well as gestures
recognition. Recognition and tracking allow people to interact with objects in the
virtual space or even move an object in the real space. They do not only recognize an
object, but also the gestures or interactions of other objects. For instance, transport
companies can use AI to predict weather events in order to divert routes and display
information to the driver through AR [15]. The combination of AR with AI also
provides users in retail or marketing areas, where users can get information on what
they are buying, with a digital representation of the products before they buy or
even to obtain recommendations based on their preferences. The purpose of this
experience is to enable the customer to reduce uncertainties when they want to buy
a product and to allow the company to collect data about the customers themselves.

In summary, all these examples of applications that support industrial processes
have given rise to a new concept called Industrial Augmented Reality (IAR). This
definition began in the early 1990s with the Boeing project but the convergence of
the latest advances in electronics, sensors and paradigms, such as IoT and AI, have
led to the development of more advanced applications for industrial systems. IAR
has proven to be a widely used tool across several business areas, enabling smart
factories where workers monitor and interact with real-time systems. Although there
are already some examples of applications that use AR as technology to support
industrial processes, IAR is still very early in its development. Computer graphics,
AI and object recognition are examples of technologies that allow the use of AR in
the industry.

In [41], a project was designed with the goal of training people in the process
of assembling and maintaining equipment through a multimodal AR system. In this
project, it was possible to conclude that an AR platform could reduce learning and
training time compared to traditional methods. Moreover, people made fewer mis-
takes and achieved better performance times.Accordingly, specific training strategies
based on AR benefited not only people that were learning new skills but also reduced
costs associated with those processes.
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2.3 IoT Communication Systems

Wireless networks play a key role in IIoT as they interconnect devices present in
the industry. They are also responsible for making the traditional industry more
“connected”, along with technologies such as CPS, the cloud, AI and AR.

At the beginning of the third millennium, wireless networks generated a grow-
ing interest from an industrial perspective. However, they were considered slow and
insecure and many security departments avoided their use. This initial wireless tech-
nology only allowed limited bandwidth and coverage, and although security was
not yet a priority, it was an important issue to consider in the future. The wireless
medium is “open” and because of that, anyone can listen to any frequency as long as
it is transmitted through the air, being this the main reason for them being discour-
aged in the industry. Another important aspect of this technology was the need for
an Access Point (AP) to have a network identifier (SSID) so that wireless devices
could identify and connect to the network [16]. The first APs were open, i.e., without
authentication credentials, and the data was either unencrypted or protected by a
very weak security protocol called the Wired Equivalent Protocol (WEP). With the
improvements in security, specifically Wi-Fi Protected Access II (WPA2) encryp-
tion and authentication [17], and speed over time, these types of networks became
essential in many industry sectors.

In M2M communications, sensors capture events that are transmitted over the
network to a system that converts these events into information. Due to enhancements
onWi-Fi technology,M2M communications are no longer just one-to-one being also
possible to transmit data to multiple devices. However, what happens when there are
no Wi-Fi networks available, that is the case, for instance, of remote areas? To
answer the latter, please consider sensors whose key requirements are low power
consumption and long-range data transmissions. Most IoT applications use short-
range frequencies, about 10–100 meters, and in many use cases, this range is not
enough, as sensors might be located in distant areas. Traditional communication
technologies such asWi-Fi, Bluetooth or ZigBee, can only easily handle applications
with a reduced transmission range. Conceptually, radio wave indicates that the reach
is inversely proportional to the frequency, that is, the lower the frequency, the higher
the reach. Hence, if a lower frequency is used, the range increases and the signal
penetrate obstacles easily. The latter motivated the creation of low-power wide area
network (LPWAN) such as IEEE 802.11ah, SigFox, and LoRa, which scatter large
scopes and consume very little energy, thusmeeting the requirements imposed by IoT
systems. The main benefits of LPWAN are of being able to transmit a signal through
dense locations and having reduced power consumption, which permitted sensors to
have a longer “life” (i.e., 5–10 years). These networks use low frequencies allowing
optimizing energy. LPWAN besides having a good range, is also better than Wi-Fi
as the signal is not interrupted if there are obstacles in front [18]. There are other
wireless technologies that met IoT requirements such as IEEE 802.15.4, low-power
Bluetooth, ZigBee-IP NAN, and cellular M2M.
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On the other side of the spectrum, there is also a variety of mobile networks that
have gained attention in IoT applications, as they are far-reaching and do not use
much energy. That is the case of 2G, 3G, and 4G mobile networks. Although the lat-
ter were not optimized for this purpose as they were not prepared for Machine Type
Communication (MTC) [19], there was an interest in adapting them to IoT systems,
thus, creating theNarrowBand-IoT (NB-IoT). This standardwas created by the Third
Generation Partnership Project (3GPP) [20] to address the need for very low data
rate devices that needed to be connected to mobile networks. Despite being similar
to Sigfox and LoRa, NB-IoT uses a faster modulation rate consequently requiring
a higher power consumption [21]. With the emergence of 5G this problem can be
overcome, given that it provides faster data rates with low latency and improved cov-
erage for MTC communications, hence enabling the adoption in IoT applications.
5G networks are still in their infancy being the successors of 4G LTE network [19],
nonetheless, they will not be affected by Wi-Fi signals, buildings, etc. Additionally,
5G networks will significantly contribute to IoT by linking billions of smart devices
where they can interact with an intelligent environment, without human interven-
tion through faster communication links, increased frequency range, and guaranteed
energy efficiency. This network will have speeds faster than the current ones (4G
LTE), that is, speeds up to 10 Gbps and will allow to connect numerous devices at
the same time.

It is not easy to attain a network frequency that can have characteristics such as
speed, long distance, transmission power, reliability, and latency, becausewhile some
give priority to range and latency other cherish speed. In IIoT, there are still many
challenges related to the type of communication necessary in a system, because one
may have to consider technical aspects that can be deterministic for a system to be
able to respond to all eventualities.

3 Artificial Internet of Things

Nowadays, AI is not only reduced to the ability to imitate human thought or to act as
such but rather as a complete set of operations resulting from the computational capa-
bilities available today. AI can take advantage of information technologies, including
data collection and processing (i.e., machine learning, natural language, etc.). The
concept of IoT is essentially to get data from connected devices and take advantage
of them to transform data into information that can be used by people or devices.
However, the great challenge is when we analyze data to obtain information after
data analysis. The adoption of interconnected systems and the use of IoT have moti-
vated the use of AI because much of the sensor data coming from several sources
is unstructured. What would you do without the ability to automate information?
Would it be possible to analyze large amounts of data without using AI, given that
old information management approaches cannot manage unstructured data?
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Several AI forms have been used for decades, with the aim of “making sense”
of unstructured data, transforming it into relevant information. Therefore, the com-
bination of IoT and AI is no longer surprising. Nonetheless, the big challenge is to
analyze data and acquire information.

Big data refers to a large set of structured or unstructured data from various data
sources that cannot be stored in structured databases [16]. This information coming
from big data increases the efficiency of machine learning and AI algorithms, as the
greater the amount of data, the greater the reliability of the information generated. In
addition, it is thanks to big data and its data analysis enabled the efficiency increase
of AI and its commercial value. IoT systems have sensors that interact with the
environment through data analysis, hence deciding to send an event to an actuator that
will act faster than a human. In many industry sectors, the time a machine is inactive
causes a reduction in productivity as well as costing a lot of money. The fact that IoT
and AI exist mainly in industrial environments makes it possible to create computer
systemswith the ability to perform predictive analysis and reducemaintenance costs.
Predictive maintenance makes use of AI analytics with IoT data aiming to predict
in advance equipment failure and scheduling a maintenance procedure. A suitable
approach to converge AI with IoT is the development of robots or systems whose
purpose is to supervise independently tasks or events without human intervention, or
even to create concepts where intelligence can be part of a network of sensors. There
is a need to give machines the ability to understand the information they collect in
order to create patterns that allow them to act in case of problems. Future AI trends
include solutions where there is integration with IoT technologies, security, and
cloud computing. AI techniques and IoT systems along with cloud computing can
be used to provide analytics and decision making in a more efficient and autonomous
manner. The integration of AI-based algorithms to process data and make decisions
in different architectures of an IoT system allows combining new technologies like
bots and AR to create new solutions [22]. An IoT system that does not integrate these
technologies in which it can learn, interact and increase its capabilities to respond to
an event, is a system where there is only data transmission without any meaning.

3.1 Bringing Intelligence to the Data

As we attempt to make machines take autonomous and more efficient decisions
than a human, AI inevitably becomes a necessity. In the fourth industrial revolution,
industry systems are transformed into digital systems. IoT and big data assume an
important role to enable companies to deal with the large volume and variety of data
coming from the equipment. Here, IoT describes a network of interconnected devices
constantly sending data, making it primarily responsible for the big data concept.
In the year 2020, it is estimated that around 50 billion devices will be connected
to the Internet [23]. The digital transformation in the industry from sensors to IoT
systems fostered the creation of new business models. Emerging technologies, e.g.
the cloud, enabled major analysis hence providing ubiquitous access to information.
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In addition, it allows companies to adopt IoT systems, big data, and AI to increase
their competitiveness through predictive analytics. One of the main challenges that
today is imposed from the analysis of big data and AI algorithms is the visualization
of results, since the latter is considered during decision-making.

Big data can be characterized by three concepts: volume, variance, and velocity
[24]. The volume refers to large amounts of data that are generated from multiple
sources. The variety refers to the use of various types of data from different sources
to analyze a situation or event. The velocity corresponds to the time that a system
takes to interpret the data and give a response. In IoT, a system can have multiple
devices generating a flow of constant data that not only result in a large volume
but also incorporates several events. As more IoT systems decision-making depends
on data, its velocity is also a factor that influences decision-making. Some data,
e.g., the one obtained from M2M sensors, require real- or near-real-time analysis,
therefore placing additional pressure on storage systems and big data algorithms.
An example of the importance of the latter is the stock and financial market data,
where answers in milliseconds are required. This is a decisive factor in the Industrial
Internet because devices tend to send values to a processing domain and wait for
the response. This response can sometimes be influenced by several factors on the
network such congestion which may influence response times.

AI has become imperative in IoT systems because they both depend on one another
and cannot exist without big data and intelligent data analysis creating a new concept
called Artificial Internet of Things. AI technologies rely not only on large amounts
of data but on the quality of these data since a better quality is related with a better
prevention or detection of patterns. The growth of AI is proportional to the growth
of big data as the availability of data volume is what permits the implementation
of AI in IoT systems. The greatest benefit in adopting the concept of AIoT is the
possibility of creating a cognitive computing system capable of detecting patterns in
the data and consequently predicting flaws or anomalies that a human would have
difficulty detecting.

There are several types of AI algorithms that are used to label information from
unstructured data. Supervised Learning is an AI algorithm that assumes that the data
used to train an algorithm is labeledwith its information and is typically used in small-
scale systems. The data provided do not need to be labeled but require more accurate
learning techniques [4]. Clustering or semantic analysis are examples of algorithms
where data is not labeled and can be applied depending on the problem. These
techniques allow unstructured data to create standards or to group automatically
data following a degree of similarity, where this criterion of similarity is part of the
definition of a problem. By creating this pattern of data from sensors, an anomaly
occurrence can be prevented since data being received does not fit the pattern, or vice
versa, or even the data may be within a pattern that will eventually create a problem.

Although IoT depends on big data and AI to add commercial value to both tech-
nologies, visual analysis through AR could help in the convergence of these tech-
nologies. The industry can be a very a demanding and challenging scenario for
visual analysis because modern machines and production lines can generate many
data simultaneously and the only way to make sense of this data is through their
convergence.
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3.2 Edge and Fog Computing

Given a large amount of data generated by IoT devices, the cloud architecture often
cannot handle all sorts of information. While the cloud provides us with services
such as computing, storage, and communication, these features when centralized
can cause problems such as latency or poor performance. Both problems can be
determinant when asserting a system’s efficiency. Aiming to address both problems,
two concepts are presented, namely edge and fog computing.

Edge computing is not a new concept but has generated a growing interest as
it helps industrial organizations to turn large amounts of data, e.g., from sensors,
into intelligence, but closer to the data source. Edge computing is a decentralized
computing infrastructure in which computing resources can be used “at the edge” of
the network [25]. The edge is a logical layer rather than a physical one, therefore, this
concept can be implemented depending on business logic. The key benefits of edge
computing are to improve performance, decrease data privacy and security concerns
and reduce operational costs. Edge is not only a way to collect data before you send
it to the cloud, but also a way to analyze, process and act on these data. Thus, it is
important to optimize industry data. Only the aggregate data should be sent to the
cloud, hence reducing bandwidth and improving the response time.

For instance, in a wind farm, if wind speed changes direction, the edge software
can analyze this data in real time and adapt the turbines to optimize production. This
data could also be sent to the cloud. However, the latter data could be less produc-
tive and costly. Another important point is privacy and security. Edge computing
allows businesses to reduce Internet connections, thereby reducing security risks by
using local computing. The last point emphasizes the reduction of operational costs.
Bandwidth and latency are expensive features, and this is where edge computing
comes into play by reducing these costs as well as by minimizing communication
needs. If a company is located at a remote location and it needs to ensure that it has
control over the production rate, the alternative is to build an edge computing infras-
tructure, where it is possible to process data in real time, maintaining the flexibility
that this approach offers [25]. So, it is possible to increase operational efficiency and
reducemaintenance costs. Edge computing creates an infrastructure to handle a large
amount of data by allowing reducing events response times, and by avoiding being
constantly dependent on the cloud. In short, it is possible to avoid large bandwidth
requirements, which also allows to analyze data locally, and at the same time, to
ensure data security.

Fog computing is a concept in which intelligence can also be introduced close to
the edge, being sometimes confused with edge computing. However, both concepts
are different. Fog computing is a standard that defines how edge computing should
work or be implemented thus facilitating computing, storage and network operations
between cloud computing devices and data centers [26]. From a different perspective
and depending on the requirements, fog can even be a cloudlet, an edge device or a
micro-datacenter.
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In 2016, Bombadier, an aerospace company, chose to use sensors in its aircrafts
[26]. This innovation enables real-time performance data and efficient problem solv-
ing without needing to land the aircraft. By putting edge processing closer to sensors,
one can reduce the need to send constantly data to the cloud or server. It is, there-
fore, possible to identify urgent problems that may arise, minimizing response time.
Although being possible to process data on the edge when there is a need to do
a predictive analysis based on data previously collected to determine whether an
equipment can or not fail. Though, sometimes this analysis should be done in the
cloud. The reason behind is the analysis and algorithms that require a tremendous
amount of data.

Both concepts have their disadvantages because by putting toomuch processing at
the edge, it is easy to overload devices or storage. Moreover, the limited redundancy
is another problem. Both edge and fog computing are providing IoT architectures
with more options, removing the boundaries of centralized servers, in addition to
making IoT more distributed and flexible.

Figure 2 shows a possible architecture of edge and fog computing to facilitate
the perception of the difference between them. The cloud features are at the top
layer. In the middle layer, we have the architecture complexity, as it includes nodes
in the network attached to other nodes in the fog network. These nodes consist of
various devices on the network such as gateways and switches. Finally, the lower

Fig. 2 Edge and Fog computing
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layer represents sensor devices of an infrastructure. The lower layer sends data to
the middle layer where it is processed by the network nodes. This processing is
performed near the devices, hence reducing a transmission step that the network is
subject to. After this processing is performed data is sent to the cloud [27].

In [28], an architecture called EXEGESIS is presented, which focuses on the
concept of edge and fog computing. EXEGESIS is composed of three layers (mist,
vFog, Cloud), where in the lower one are located the devices (i.e., sensors, actuators,
mobile devices, etc.) that create connections between them forming a “neighbor-
hood”. This layer follows a hybrid peer-to-peer (P2P) approach consisting of regular
nodes (RMNs) and supernodes (SMNs). SMNs create a logical fog topology along
with the features provided by RMN and interact with the virtual fog (vFog) located in
the above layer, and allowdynamic interconnections between various neighborhoods.
Finally, in the upper layer, there is the traditional cloud that establishes connections
with vFog, in order to provide computing resources and facilitate interconnections
between various vFog elements. With this architecture, one can take advantage of
existing cloud architectures just by changing the edge of the network to make the
best it.

4 Applications

Although many IoT solutions are consumer-oriented, this trend is changing since
the growth of IoTs is dramatically changing various industry sectors. This trend
gives companies access to AI systems, communication mechanisms and new ways
to interact with the digital world so that there is an improvement in the efficiency of
their services and productivity.

4.1 Manufacturing Sector

The manufacturing industry is one of the sectors that benefited most with the intro-
duction of IoT. Manufacturers in all areas, including automotive and electronics,
invest in embedded devices to control and automate their equipment. Imagine, for
example, that a customer could point a camera to a mobile device and see the digital
model of an equipment and its associated values or problems.

Caterpillar (CAT) [29], a manufacturer of construction machinery equipment,
has transformed its business by introducing IoT, AI and AR technologies and solu-
tions. The company began equipping their machinery equipment with sensors as well
as integrating software tools and analysis based on the cloud. This software helped
its customers to reduce operational costs, decreasing maintenance time, and per-
forming predictive analytics by making their machines autonomous. Bucklar, which
is a CAT customer, saved about $600,000 in production costs through predictive
maintenance. Another customer in the construction sector increased the use of their
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machinery equipment by 15% through analysis of data coming from the equipment
[30]. Caterpillar Liveshare is an example where one can use AR as a collaboration
tool allowing remote technicians and experts to connect through video and audio
to solve a real-time problem. This AR video platform uses voice, 3D animations,
annotations where users can draw, highlight and place cues on real-world objects
and share screens [29]. Video streaming via Wi-Fi or mobile phone is also possible.
If Wi-Fi or mobile coverage is low, technicians can send instant images instead of
video streams, therefore reducing bandwidth. CAT has developed this platform to
reduce the time to solve problems, increase service revenues, and increase customer
satisfaction.

In 2014, Bosch Automotive Service Solutions introduced a platform called Com-
monPlatformAugmentedReality (CAP) that provided amulti-platform systemcapa-
ble of creating AR applications. The Bosch CAP allowed the integration of visual
and digital contents in the creation process, through live images and a database in
which content corresponding to the AR application was extracted [31]. This visual
overlay is done through 3Dmodels, photos, texts (information and explanations) and
the tracking of objects. For maintenance, servicing or repairing, the CAP is used to
view hidden cables or components and repair instructions that permitted to view the
required work steps and the relevant tools. It was also possible to check the status of
parts with real-time information. The CAP allowed to magnify and rotate objects and
provided additional information such as training videos. Its main goal was to reduce
time by taking faster decisions and to increase the assembly process, save costs and
reduce error rates.

ThyssenKrupp is one of the leading elevator construction and maintenance com-
panies in the world and makes use of AI, AR, and IoT in their equipment. The
constant pressure of Asian markets has led the company to create new services such
as predictive maintenance, automation of warehouses and assistance to the main-
tenance processes in order to be able to differentiate itself from its competitors.
ThyssenKrupp’s primary goal is to reduce significantly maintenance costs, to ensure
that their elevatorsworked properly, and independently control their inventory.Work-
ing alongside Microsoft, the company was able to connect sensors in their elevators
to the Azure cloud [32]. Through this system, they were able to capture data such as
engine temperature, shaft alignment, speed and door operations. When a technician
heads to a place, through the HoloLens mixed-reality headset, he is able to visualize
all the equipment and the values of its components. Tools like AI enabled the per-
ception of certain patterns in values that could cause problems in their equipment,
hence accomplishing a predictive analysis.

Moreover, as part of the company’s digital transformation, the need to control
everything that goes in and out their warehouses arose. This transformation has
eliminated physical inventories saving hours of work, and a virtualization of the
warehouse where each piece could be easily located. This virtualization brought a
new concept, called digital warehouse, which enabled a 30% improvement in terms
of materials processing efficiency [33].
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4.2 Aerospace Sector

The acceptance of IoT technologies in the aerospace industry has been slow because
of the existence of complex systems whose costs are hard to estimate. However, the
interest of airlines in these technologies increased due to their apparent benefits. An
aircraft that has a system that could predict problems before they actually happen
would savemaintenance costs. The goal of aerospace IoT is to establish an integrated
sensor infrastructure with computational intelligence, reliable information and com-
ponent manufacturing in a more conscious manner. For this, the large volume of data
produced by sensors is used to provide alerts or give information in real time through
a descriptive (what happened) and predictive analysis. It is also necessary to take
into account network latency and data security. Therefore, in IoT, edge analysis is
being used, thus avoiding the need to send data continuously to the cloud.

Airbus is the largest aeronautical company in Europe and is responsible for assem-
bling aircrafts and helicopters in various parts of the world. In order to create a new
aircraft production process by means of digital tools, the Mixed Reality Application
(MiRA) was created in 2009. MiRA is fully integrated with its information systems
and combines real images with digital models on a tablet equipped with a camera.
This application increases productivity on production lines using AR to visualize
parts and detect errors. Equipment such as tablets and sensors, and AI software spe-
cially designed for this application were used to reduce the time required to check,
recover and mount most probably damaged parts. With this application, it was possi-
ble to reduce from 300 h of fuselage (that is, the main carcass of the aircraft) support
to 60 h. With the use of IoT, it is possible to increase efficiency, safety and control
of flights, because of a better data interpretation.

4.3 Logistics Sector

Logistics is one of the areas that continually needs improvements to support the
growing demand for products. Logistics companies depend on networks to manage
large amounts of data volumes, allocate assets and keep track of deadlines. AI can
organize and optimize these networks for levels of efficiency that a human cannot
do so effectively. AI is able to adjust behaviors in the various sectors to reduce costs,
time and increase productivity with cognitive automation [34]. Cognitive automation
refers to the combination of AI and robotic processes for intelligent process automa-
tion, where AI can extract, perceive and learn unstructured data, and the robotic
process executes rules-based workflows.

Logistics companies often rely on third parties such as sub-contractors, airlines,
etc., leading accounting departments to process millions of invoices. AI technologies
can make this work easier by extracting account information, dates, and unstruc-
tured data and inserting it directly into accounting software. Another important point
related to logistics issues where AI can be useful is in customs. Customs clearance
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processes usually require many documents, tax returns, invoices, brokerage costs,
etc. that need to be validated by employees. In other words, they are complex pro-
cesses that require a lot of effort over many hours of work, because it is difficult to
maintain the level of concentration at the end of the day, and, consequently, there
are errors that can be costly. The solution to this is to use AI to facilitate these pro-
cesses. Through training algorithms, one can use legislative materials, standards, and
manuals to automate customs declarations [34].

As an example of the logistics sector, please consider DHL. DHL is an interna-
tional logistics company that is trying to implement AR and AI in its industry, in
areas such as storage operations, transportation optimization, delivery and assem-
bly/disassembly services. According to [35], any paper approach is slow and prone
to errors, and because of this, an AR-based software was created to allow real-time
object recognition, barcode reading, internal navigation and information integration
for a warehouse management system. With this system, each worker can visualize
the best route to the location where the object is, and use bar code for automatic
readings and recognition of places. It is also possible to visualize a storage process
in order to understand how the warehouse is organized. The AR can optimize the
transportation of cargo through its verification, therefore allowing knowing if there
is available capacity in a truck to transport. An important point in the delivery service
is to minimize transportation time, as it is many times affected by transit. Recently
with the new cities infrastructures, it is possible to have digital maps with traffic
patterns that allow improving the overall routing. As a result, the DHL group has
implemented a feature to optimize transport using both AR and AI, allowing the
driver to view an outdoor navigation system with real-time traffic information and if
necessary to optimize this route. In the delivery service when using AR, it is possible
to perceive which driver is appropriate to a given cargo and to calculate and visualize
the free space in each transport. DHL is responsible for storing Audi components
as well as for assembling their components. To optimize this assembly process and
reduce error rates, an AR system powered by AI can provide an intuitive way to
visualize the process to provide instructions for each step of work.

4.4 Water Sector

Thames Water is one of the largest British water-recycler companies that, through
the implementation of sensors, remote communications, and big data algorithms can
anticipate equipment failures and respond more efficiently to any critical situation
that may arise due to adverse weather conditions. Additionally, it has installed smart
meters for customers have access to water consumption through the telephone and
gain control over their spending. With the water monitoring, it is possible for con-
sumers to inform the water company quickly if there is a problem and most probably
reduce consumption.

The company believes that it has found a way to adopt intelligent systems through
IoT to make simpler and more efficient measurements. The goal of adopting IoT
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technology would be to make water consumption more sustainable and to have a
closer relationship with the customer, and to provide more accurate data, hence,
being able to improve the company’s water supply system knowledge, for example,
to where the water goes, or if leaks exist. The company estimates that by 2025 the
number of readings per day through these meters rises to 35 billion.

The idea of combining computers, sensors, and networks to control systems has
been around formany years. Usually, technologies such as IoT andAR are associated
with applications for personal use such as home automation, and not so much with
the industry. However, these technologies together with AI can create new business
models or improve existing ones.

As was seen in the examples above, there are several industry sectors in which
the adoption of systems where IoT, AR, and AI converged was notorious. In these
same examples, it can be seen that there are several industry sectors where this con-
vergence is more pronounced. From manufacturing to logistics, new solutions based
on current market technologies were implemented fostering even more the digital
transformation. The convergence of IoT with AI and AR allows solving problems
that used to be hard, optimizing costs that were formerly invisible, and more impor-
tantly, to predict future problems. IoT leverages on AI to become efficient because
the IoT concept alone, i.e., without a system that interprets data, seems weak. AR
benefits from IoT and AI to display intuitively necessary information, also enabling
a better interaction between physical and digital systems.

The latter examples have shown that there is a great deal of concern with the adop-
tion of new technologies such as AR, IoT and AI by the industry. However, despite
the increasing tendency in adopting them in various industry sectors, Fig. 3 indicates
that this tendency will become even more prominent over the years [36]. Artificial

Fig. 3 An estimate of the global market size in 2025
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intelligence has been one of the fast-growing technologies in recent years [37]. The
development of cloud and big data infrastructures, and AI-based solution have led
to a strong growth of the AI market, which has grown due to the significant impact
that AR has had on industrial applications. Industry such as logistics, manufacturing,
and aerospace are taking advantage of what this technology can provide to increase
operational efficiency. It is estimated based on this growth that the market size will
be close to 200 million in 2025 [38].

5 Future Directions

The digital transformation forced industry and companies to create their business
models based on a competitive strategy and with this transformation, there was a
need to create new or converge existing technologies.

Initially, both IoT, AI, and AR emerged as separate concepts to address various
problems.However, therewas a need to converge them to create newbusinessmodels.
In addition, this convergence leads to a greater connection between customers and
companies, product innovation, new business models, process automation, labor
replacement, and more efficient decision-making. Although there may be a need to
value IoT data, in the future it is expected that AI algorithms can be further embedded
in IoT system architectures and subsequently create more AIoT applications.

Future trends are based on creating autonomous decisions through AI along with
IoT systems combining with new technologies such as bots and AR/VR. Thus, IoT
applications can continuously learn, interact, ensure security and then carry that
knowledge to edge processing [39]. Apart from the industrial sector, where there is
already a convergence of IoT and AI, it is also in projects of intelligent cities that
arise paradigms in which the goal is to optimize energy consumptions.

IoT systems are widely used in projects where there is a need to implement
AI in edge and fog computing systems to address the enormous amount of data
generated by devices. An example of this is in [40] in which an energy management
architecture with edge computing based on a deep reinforcement learning (DRL)
network is presented, in which both the cloud and edge servers implement machine
learning algorithms. Network delay (jitter, latency) in data delivery, e.g., during data
transmission, is a problem in disruptive systems and affect these systems’ QoS [41,
42]. To address the latter, cloud services have been moved to the network edge.
However, this may not fully solve the problems of IoT systems in environments
such as factories, buildings, and smart cities where resources such as bandwidth
are sufficient to be able to respond to large amounts of data. Many of the network
technologies available today are not appropriate for the future, so the solution is to
rely on the introduction of future mobile networks (e.g., 5G) [43]. In the coming
years, IoT systems will be even more complex being that the reason why 5G will
affect these systems by allowing data transfer rates faster than 4G. It will also support
a large number of devices at the same time over a period of time.
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Edge computing, big data, AI and AR along with IoT will certainly be among the
major developments in the coming years. The ability to take advantage of large
amounts of data, combine AI methods and to be able to view this information
intuitively with AR, making convergence important for a new digital transformation.

6 Conclusion

The business world as we knew it a few years ago is not the same as today. There are
industry sectors such as logistics, manufacturing, etc. that already started adopting
IoT, AI, and AR. The combination of the latter technologies in the various sectors is
no longer so surprising because of the digital transformation, and their introduction
is nearly a requirement as it allows creating value, that is, new products and services.
Some of the main concerns of companies will always include improving productiv-
ity, reducing costs and time, as only then they can become competitive in face of
market demands. As these technologies are adopted, more data will be generated and
consequently, it will be possible to improve many business processes. By analyzing
these technologies separately, one may see how they depend on each other. Although
IoT together with the power of the cloud has already made a global impact on the
industry by allowing thousands of devices to be connected, the IoT concept alone
seems weak. At a basic level, it is just a system with sensors that sends data to a
storage system. Thus, there is a need to converge IoT with AI because data that is
sent from several sources can increase the efficiency of machine learning algorithms.
AR is a complement to extend information and interact with a digital system more
efficiently. From the choice of articles in a warehouse to aiding a maintenance pro-
cess, AR can take advantage of the information from IoT systems with AI. As mobile
devices become smaller and more capable, it became possible to adopt AR in the
industry as a means of visualizing a system. Some argue that this convergence may
have negative consequences such as job cuts; however, that does not seem the case.
Converging these three would only allow to optimize various factors in the industry,
reduce manual work that no one wants to do, and above all increase human potential
with their help.

According to the International Data Corporation (IDC), we are on the third evo-
lution platform, which relies on pillars such as mobile, big data, analytics, cloud
and social technologies [44]. However, some companies claim that they are already
reaching the fourth platform with the convergence of these technologies. The fourth
platform is the consequence of companies always trying to innovate in order to make
their business models more productive and more differentiated from their competi-
tion. This is why the elements illustrated in Fig. 1 are already the consequence of
this desire to innovate. Even though AI and AR belong to the “supposed” fourth
platform, they are already being introduced in some sectors of the industry.
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IoT Detection Techniques for Modeling
Post-Fire Landscape Alteration Using
Multitemporal Spectral Indices

Despina E. Athanasaki, George Mastorakis,
Constandinos X. Mavromoustakis, Evangelos K. Markakis, Evangelos Pallis,
and Spyros Panagiotakis

Abstract It is challenging to detect burn severity due to the long-time period needed
to capture the ecosystem characteristics. Whether there is a warning from the IoT
devices, multitemporal remote sensing data is being received via satellites to con-
tribute tomultitemporal observations before, during and after a bushfire, and enhance
the difference on detection accuracy. In this study,we strive to design an infrastructure
to fire detection, to perform a qualitative assessment of the condition as quickly as
possible in order to avoid a major disaster. Studying the multitemporal spectral indi-
cators such as Normalized difference vegetation index (NDVI), Enhanced vegetation
index (EVI), Normalized burn ratio (NBR), Soil-adjusted vegetation index (SAVI),
Normalized Difference Moisture (Water) Index (NDMI or NDWI) and Normalized
wildfire ash index (NWAI), we can draw reliable conclusions about the seriousness of
an area. The scope of this project is to examine the correlation between multitempo-
ral spectral indices and field-observed conditions and provide a practical method for
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immediate fire detection to assess its burn severity in advance. Furthermore, a quan-
tified mapping model is presented to illustrate the spatial distribution of fire severity
across the burnt area. The study focuses on the recent bushfire that took place in
Mati Athens in Greece on 24 July 2018 which had as a result not only material and
environmental disaster but also was responsible for the loss of human lives.

1 Introduction

1.1 Remote Sensing: Delivering on the IoT

Several situations require constant observation due to the high likelihood of sudden
changes, which could be costly if not detected on time. In these cases, remote sensors
and IoT are complementarymethods for early detection. For instance, satellite remote
sensors can detect changes in temperature and humidity,while ultra-spectrum sensors
can correlate those variationswith the probability of bushfire in the area. By analyzing
the data, the system can warn of impending predicaments [1].

Nowadays, there are not only cheaper and more efficient sensors but also high-
speed data acquisition platforms. Connected devices collaborating to data flow plat-
forms are the evolution in remote sensor technology and their use in IoT [2]. The IoT
was built around the idea of data coupling and is supported by broadband networks
and MEMs. The IoT sensors are usually electromagnetic sensors that record phys-
ical measurements. Depending on the type of the device, IoT sensors can transmit
numerous information such as wind speed, water pressure, dissolved oxygen, heart
rate, and so on [3].

1.2 Study Area

As is well known, fires are dangerous both for human life and for their properties.
Their financial cost is one of the highest recorded over time. The severity of fires,
especially in areas with dry climates, has led to enormous ecological disasters. The
bushfires play an important role in the shaping of the structure of a place and the
ecological balance of the area, as large amounts of pollutants affect the composition
of the soil, water, and air [4].

The purpose of this study is to help the comprehension of:

(a) How the wildfire affects an AoI by changing their composition according to the
spectral response.

(b) How the spectral response is related to the burnt area. Specifically, we are
creating patterns for identifying the relation betweenWildfire-derivedAsh Index
(NWAI) and differentiate Normalized Burn Ratio (dNBR)

(c) Visualizing that information by creating burn severity map according to dNBR.
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The Initial Hypothesis Ho: Wildfire-derived ash Index (NWAI) is related to
differentiate burn ratio (dNBR).

2 Materials and Methods

2.1 Area of Interest

Mati is a village on the east coast of the Attica region, 29 km (18 mi) east of Athens,
Greece. The coordinates of Mati are 38°02′37′′N 23°59′42′′E with the highest eleva-
tion at 10 m (30 ft.) and lowest elevation at 0 m and total area of about 100 km2. The
dominant vegetation consists of pines and cypresses, and a small number of olive
trees and fruit trees.

Mati was severely hit by a wildfire on the 23rd of July 2018 which left more
than 100 people dead and over 200 injured. Thousands of vehicles and houses were
destroyed, leavingMati and nearby villages almost entirely burned [5]. According to
the estimations of the European satellite service Copernicus, approximately 60,000
acres have ignited [6].

During the day, exceptional conditionswere observed,with gusts ofwind reaching
record speeds of up to 120 km per hour. The actual temperature during the day was
up to 35 °C, while the humidity level was lower than 47% [7–9].

In an indication of the size of the tragedy, more than half of the burnt area, 6,934
acres was a residential area. The fire also destroyed 2,018 acres of forest and almost
1,000 acres of low vegetation [10].

Fig. 1 Image ofMati, Athens in July 2018 before the bushfire and in August 2018 after the bushfire.
Source Satellite images ©2018 DigitalGlobe, a Maxar company
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Fig. 2 Satellite images prefire and post fire as they published by the Greek Govern-
ment. Retrieved from: http://www.skai.gr/news/greece/article/379676/to-mati-prin-kai-meta-tin-
fotia-mesa-apo-doruforikes-eikones/

Fig. 3 Attica, Athens Mati. Retrieved from: http://www.skai.gr/news/greece/article/379676/to-
mati-prin-kai-meta-tin-fotia-mesa-apo-doruforikes-eikones/

2.2 Remote Sensors on Landsat 8 OLI/TIRS

The LANDSAT 8 satellite holds two main sensors, the Operational Land Imager
(OLI) and the Thermal Infrared Sensor (TIRS).

OLI sensor gathers images fromnine spectral bands through differentwavelengths
of visible light. It also collects near-infrared and short-wavelengths of light to observe
a 185 km wide swath of Earth in 15–30 m resolution covering broad areas of the
Earth’s surface. It has adequate resolution to identify characteristics such as urban
areas, fields and woodlands.

The Thermal Infrared Sensor (TIRS) measures earth surface temperature in two
thermal zones using quantum physics technology to detect radiation.

TIRS uses QuantumWell Infrared Photo-detectors (QWIPs) to detect large wave-
lengths of light which their power depends on the surface temperature. Those thermal
infrared wavelengths are beyond the range of visible light. QWIPs are a new low-cost
technology developed by NASA’s Goddard Space Flight Center in Greenbelt, Md
[11].

http://www.skai.gr/news/greece/article/379676/to-mati-prin-kai-meta-tin-fotia-mesa-apo-doruforikes-eikones/
http://www.skai.gr/news/greece/article/379676/to-mati-prin-kai-meta-tin-fotia-mesa-apo-doruforikes-eikones/
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Fig. 4 3D representation of the fire in eastern Attica by Copernicus. Publish on
31 July 2018 http://www.skai.gr/news/greece/article/379853/trisdiastati-apeikonisi-tis-fotias-stin-
anatoliki-attiki-apo-to-copernicus/

2.3 Dataset

Bushfire severity was calculated across the study area from July to August 2018 by
Landsat 8 imagery using Spectral indices.

Spectrum Images of Landsat 8 OLI/TIRS C1 Level-1 from Landsat Collection
1 Level-1 were acquired over the study area immediately before the bushfire on 18
July 2018 and right after the bushfire on 18August 2018, using EarthExplorer (http://
earthexplorer.usgs.gov), with land cloud cover and scene cloud cover less than 10%,
accessed on 29 August 2018. The selection standard is that the compared datasets
should be close to each other to eliminate the effect of season difference on vegetation
and soil changes.

2.4 Classification

Three different sampling sites were classified as Burnt, Unburnt, and Near sea Burnt
area according to the official publication from the Ministry of the Environment,
the Ministry of Infrastructure and Transportation of Greece and form the Greek
firefighting forces [12, 13]. More than 180 random points were selected preceding
each site of the region.

The database was created using the coordinates and including 5 different indices
values of every point.

http://www.skai.gr/news/greece/article/379853/trisdiastati-apeikonisi-tis-fotias-stin-anatoliki-attiki-apo-to-copernicus/
http://earthexplorer.usgs.gov


352 D. E. Athanasaki et al.

Fig. 5 Satellite image of
Mati, July 2018 by ENVI

Fig. 6 Satellite image of
Mati, August 2018 by ENVI

2.5 Variation Detection Processing

2.5.1 Spectral Indices

Spectral indices are combinations of spectral representations of two or more wave-
lengths that indicate the features of an area of interest (AoI). Spectral indices are
the technique that characterizes the dynamics of the AoI using the capture of abrupt
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Fig. 7 Before and after fire effect in Mati Greece on 24 July 2018. Retrieved by, Press Conference
of the Ministry of the Environment of Greece. http://www.skai.gr/news/greece/article/379676/to-
mati-prin-kai-meta-tin-fotia-mesa-apo-doruforikes-eikones/

changes. Those can enhance the desired outcomes and reduce unwanted interferences
such as atmospheric noise [14].

No spectral index is effective in all environments for the detection of the burn
severity. Hence, a comparison is essential to adequately understand their limitations
and effectiveness in identifying the fire effects. Spectrum index differences were
calculated by subtracting the July 2018 (pre-fire) index values from the corresponding
values inAugust 2018 (post-fire) index.We are comparing 5 spectral indices for Burn
Severity detection [15].

The following Table 1 illustrates the Landsat 8 band designations [16].

Table 1 Landsat 8 band designations for the Operational Land Imager (OLI) and Thermal Infrared
Sensor (TIRS)

Bands Wavelength (μm) Resolution (m)

Landsat 8 Operational
Land Imager (OLI) and
Thermal Infrared Sensor
(TIRS)
Launched February 11,
2013

Band 1—Coastal aerosol 0.43–0.45 30

Band 2—Blue 0.45–0.51 30

Band 3—Green 0.53–0.59 30

Band 4—Red 0.64–0.67 30

Band 5—Near infrared
(NIR)

0.85–0.88 30

Band 6—SWIR 1 1.57–1.65 30

Band 7—SWIR 2 2.11–2.29 30

Band 8—Panchromatic 0.50–0.68 15

Band 9—Cirrus 1.36–1.38 30

Band 10—Thermal
Infrared (TIRS) 1

10.60–11.19 100

Band 11—Thermal
Infrared (TIRS) 2

11.50–12.51 100

http://www.skai.gr/news/greece/article/379676/to-mati-prin-kai-meta-tin-fotia-mesa-apo-doruforikes-eikones/
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1. Normalized difference vegetation index (NDVI) versus Enhanced vegetation
index (EVI)

NDVI is a traditional vegetation index and is calculated using the reflection
coefficient of the red and infrared bands. NDVI is significantly reduced after a
fire, so it has often been used for burning area mapping and burning severity
classification [9]

NDV I = (Band5−Band4)
(Band5+Band4)

dNDVI = NDVI prefire − NDVI postfire

EVI is estimated using the reflection of blue, red and infrared. EVI is a sensi-
tive indicator for the shell structure parameters (e.g. leaf index) because it helps to
minimize the effect of canopy background from the soil and degraded vegetation
and reduces the atmospheric variation (Gao et al. 2000; Miura et al. 2001). Par-
ticularly, EVI is more effective for distinctive fragments of coniferous trees, such
as pines and cypress at the sub-pixel level, than NDVI to Black Hills coniferous
forest [17].

EV I = (Band5−Band4)
(Band5+(6∗Band4−7.5∗Band2+1)) ∗ 2.5

dEVI = EVI prefire − EVI postfire

2. Normalized burn ratio (NBR)
This index highlights burnt sections in zones which are larger than 500 acres.

The formula is related to NDVI besides that it relates near-infrared (NIR) and

Fig. 8 Enhanced EVI of
subset of Mati, Athens, July
2018, before bushfire
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Fig. 9 Enhanced EVI of
subset of Mati, Athens,
August 2018, after bushfire

infrared (SWIR) wavelengths [18].

N BR = (Band5−Band7)
(Band5+Band7)

dNBR = NBR prefire − NBR postfire

Fig. 10 Enhanced NBR of
subset of Mati, Athens, July
2018, before bushfire
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Fig. 11 Enhanced NBR of
subset of Mati, Athens,
August 2018, after bushfire

3. Soil-adjusted vegetation index (SAVI)
Empirically originated NDVI outcomes have proven to be unstable, varying

according to soil color, soil moisture and saturation effects from high-density
vegetation.

Huete [4] tried to improve NDVI by developing a vegetation index that rep-
resented the difference of red and almost infrared extinction via the vegetation
canopy, creating the Soil-Adjusted Vegetation Index. SAVI is a transformation
technique that reduces the effects of soil brightness on spectral vegetation indices
including a red and near-infrared (NIR) wavelength.

SAV I = (Band5 − Band4)

(Band5 + Band4 + L2)
∗ L1

where L1 = 1.5 is a canopy background adjustment factor. An L2 = 0.5 in
reflective space has been found to reduce variations in the luminance of the soil
and eliminates the need for additional calibration for different soils [19]. The
difference SAVI is

dSAVI = SAVI prefire − SAVI postfire

4. Normalized Difference Moisture (Water) Index (NDMI or NDWI)
The Normalized Difference Moisture (Water) Index (NDMI or NDWI) is a

satellite-derived index from the Near-Infrared (NIR) and Short Wave Infrared
(SWIR) channels. The SWIR reflectance reflects changes in both the vegeta-
tion water content and the spongy mesophyll structure in vegetation canopies
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Fig. 12 Enhanced SAVI of
subset of Mati, Athens, July
2018, before bushfire

Fig. 13 Enhanced SAVI of
subset of Mati, Athens,
August 2018, after bushfire

while the NIR reflectance is affected by leaf internal structure and leaf dry mat-
ter content but not by water content. The combination of the NIR and SWIR
removes variations which are induced by leaf internal structure and leaf dry mat-
ter content, improving the accuracy in retrieving the vegetation water content.
The amount of water available in the internal leaf structure largely controls the
spectral reflectance in the SWIR interval of the electromagnetic spectrum. There-
fore, SWIR reflectance is negatively related to leaf water content [20]. NDWI
is computed using the near-infrared (NIR) and the short wave infrared (SWIR)
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Fig. 14 Enhanced NDMI of
subset of Mati, Athens, July
2018, before bushfire

reflectance:

NDMI = (Band5 − Band6)

(Band5 + Band6)

Fig. 15 Enhanced NDMI of
subset of Mati, Athens,
August 2018, after bushfire
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and

dNDMI = NDMI prefire − NDMI postfire

5. Normalized wildfire ash index (NWAI)
NWAI is derived by the NDMI (Normalized Difference Infrared Moisture

Index) standardized on the range values between 0 and 1, only from data within
the boundary of the area burnt:

NW AI = (NDMIi − NDMImin)

(NDMImax − NDMImin)

where

NDIIi is the value of each cell in the image,
NDMImin is the minimum value and
NDMImax is the maximum value within the area burnt

The NWAI is computed only within the burnt area satellite images before and
after the bushfire.

The differenced NWAI is calculated by the formula.

dW AI = 0.05 + (NW AI pre f ire − NW AI post f ire)

(NW AI pre f ire + NW AI post f ire)

3 Results Verification

Fire or Burn severity was defined based on the degree of vegetation consumption and
ground fuel. In this study, Burn severity is themagnitude of ecological change caused
by bushfire [21]. These are short-term natural and chemical variations during the
disturbance.Generally, Burn severity relates to the amount of time required to recover
until reach the pre-fire conditions. The longer the recovery period is, the higher the
burn severity is. Traditionally, burn area mapping is conducted immediately after
fires [22].

Furthermore, the ash was sampled from sites that were classified as low, high and
extreme fire severities. The ash covered the whole range of the burnt area.

There weren’t any signs of post-fire redistribution of ash by water erosion at the
study sites. Some redistribution of ash bywind and leaching is likely to have occurred
during and after the fire.
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3.1 Results

A t-test was applied to observations with 95% of confidence, to eliminate the outliers.
The below graphs were generated using the mean values of the observations from
both Burnt and Unburnt areas. All graphs and the qualified map were produced using
R-Language.

The Normalized Burn ratio (dNBR) indicates the severity in both Burnt and
Unburnt areas.

The samples from the identified burnt area give a mean value higher than 0.4,
while the unburnt area has a mean value smaller than −0.004. Both results were
expected since the burnt area is in moderate to high severity.

Enhanced Vegetation Index indicates that both areas were richer in vegetation
before the fire. The noticeable difference between pre-fire and post-fire mean values
lead to the conclusion of a significant vegetation alteration as displayed in Fig. 14.

Furthermore, the Soil-Adjusted Vegetation alteration graph illustrates the alter-
ation before and after the fire. Those results are also expected since some variations
on the soil—vegetation values were anticipated.

The Normalized Difference Moisture Index gives information about the humidity
and the moisture of an area. Before the fire, the burnt area has a higher amount
of moisture than the unburnt area. This reasonably occurred because of the dense
vegetation in the area. The amount of moisture after the fire decreased dramatically
in the burnt area while stayed stable in the unburnt area.

We identified the severity of our observations according to the table provided by
Chafer 2008.

Fig. 16 Differentiate Normalized Burnt ratio (dNBR) of Unburnt and Burnt area
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Fig. 17 Enhanced vegetation index of Unburnt and Burnt area

Fig. 18 Soil-adjusted vegetation Index of Unburnt and Burnt area

Following in the graph, 10% of the Burnt area lays in Low severity, about 35% in
Moderate severity, more than 45% in High severity and nearly 5% in Extreme-high
severity.

At the same time, the Ash-Index graph displays the mean value of the ash amount
in both sites after the fire. The amount of the ash in burnt is more than twice higher
than the in unburnt area.

The following image illustrates the relation-correlation graph for the dNBR
against dWAI indices. By calculating the slope for thewhole observation, it is obvious
that in moderate severity, the relation is positive with a slope near to 0.45.

To support the results, the mathematical validity of this analysis was examined
for normality while the dNBR values were tested, using a one-factor ANOVA with
a = 5% critical value out of 180 randomly selected points of the burnt area.
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Fig. 19 Normalized difference moisture index of unburnt and burnt area

Table 2 Values of dNBR with Burn severity

Values of dNBR Burn severity

<−0.1 Unburnt: unaffected area

−0.1 to +0.1 Low fire severity: low woody debris scorched, but canopy unaffected

0.1 to 0.27 Moderate fire severity: medium woody debris scorched, but canopy
unaffected

0.27 to 0.44 High fire severity: canopy scorched

0.44 to 0.66 Very high severity: all available fuels consumed

>0.66 Extreme fire severity: all available fuels consumed including stems <1 cm
thick

Conclusively, a Severity detectionmap follows, to quantify the spatial distribution
of severity.

The red dots indicate the high severity areas while the yellow ones indicate the
moderate severity and the blue is the unburnt area after the fire. Our observation
tends to be similar to the defined burnt area according to the Greek Ministry of
Environment and the National University of Athens [23].

3.2 Significance of Results

Using satellite images and remote sensing analysis methods, we can detect the differ-
ence in aspects of vegetation, moisture, soil quality and ash amount for pre-bushfire
and post-bushfire landscape regions.
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Fig. 20 Classification of dNBR in burnt and unburnt area

Fig. 21 Wildfire-derived ash
Index of prefire and postfire
area

The approaches of Enhanced Vegetation index and Soil adjusted index could be
helpful for the recovery work of agriculture and forestry.

Analysis of the Normalized Difference Moisture index and Ash index can be
used not only in studying but also in many applications of environmental science,
with possible solutions to the impact of the bushfire on human’s health in the nearby
region. From the calculation of the difference Normalized Burn Ratio dNBR, burnt
severity can be detected. Burnt severity detection and analysis is a significant result
with the use of remote sensing method.
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Fig. 22 dNBR—dNWAI correlation

Fig. 23 Burnt Severity Map

The severity density map is of the significant meaning of all the environment
recover work including vegetation coverage, soil quality recovery, mineral and
biomass recovery, coastal environmental engineering management and air quality
recover.
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Fig. 24 Boundaries of the fire-affected area. Retrieved by https://edcm.edu.gr/images/docs/2018/
Newsletter_Attica_Fires_2018_v11.pdf

4 Conclusion

Landscape alterations in Mati Athens around a bushfire are detected in July 2018
by comparing and analyzing satellite images, gathered by Landsat 8 remote sensors
using spectral response.

The observable variations were detected in vegetation, moisture, soil quality and
ash amount, in both burnt andunburnt areas.Our observations and calculations leadus
to the conclusion that the dereference Ash-index (dWAI) is significantly correlated to
the difference normalized burn Ratio (dNBR). The larger the severity is, the stronger
the correlation there is. Eventually, the quantified map which illustrates the spatial
distribution of the severity matches to the officially identified one from the Ministry
of Environment of Greece.

Immediately after a disaster, mobile and portable communications are likely the
only available connectivity option. Satellite networks are an integral part of the grow-
ing IoT ecosystem. By 2020 it is estimated that more than 20 million “things” will be
connected worldwide. There is not yet a unique communication technology to handle

https://edcm.edu.gr/images/docs/2018/Newsletter_Attica_Fires_2018_v11.pdf
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this expected IoT/M2M connection by itself. For that reason, satellites are necessary
for the needs of the IoT systems due to their resilience, Global footprint, and their
Broadband, Nanoband and Broadcast capability. Additionally, satellite technology
can offer a variety of frequencies, orbits, and speeds.
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8. �ελτίo T�́πoυ απó τo ϒπoυργειo Mεταϕoρων και ϒπoδoμών τηε Eλλάδας, Retrieved
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Internet of Things and Artificial
Intelligence—A Wining Partnership?

J. Semião, M. B. Santos, I. C. Teixeira, and J. P. Teixeira

Abstract Hardware/Software (hw/sw) systems changed the human way of living.
Internet of Things (IoT) and Artificial Intelligence (AI), now two dominant research
themes, are intended and expected to change it more. Hopefully, for the good. In this
book chapter, relevant challenges associated with the development of a “society” of
intelligent smart objects are highlighted. Humans and smart objects are expected to
interact. Humans with natural intelligence (people) and smart objects (things) with
artificial intelligence. The Internet, the platform of globalization, has connected peo-
ple around the world, and will be progressively the platform for connecting “things”.
Will humans be able to build up an IoT that benefit them, while keeping a sustainable
environment on this planet? Howwill designers guarantee that the IoT world will not
run out of control? What are the standards? How to implement them? These issues
are addressed in this chapter from the engineering and educational points of view. In
fact, when dealing with “decision making systems”, not only design and test should
guarantee the correct and safe operation, but also the soundness of the decisions such
smart objects take, during their lifetime. The concept of Design for Accountability
(DfA) is, thus, proposed and some initial guidelines are outlined.
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1 Introduction

The Internet has become the platform of human globalization. Internet allowed,
unlike anything else before, amassive interconnection of people around theworld.We
can now say that there is an Internet of People (IoP), namely through social networks,
wondering around and looking for education, business, pleasure and other more or
less recommendable purposes. At present, humans are developing hardware/software
(hw/sw) systems providing them a form of intelligence—the Artificial Intelligence
(AI). Such hw/sw systems are now referred as smart objects, or “things”. The Internet
becomes progressively the platform for connecting “things”. We can now say that
there is an Internet of Things (IoT ). In fact, a broader term for IoT has also been
referred, the Internet of Everything (IoE), denoting physical devices and everyday
objects connected to the Internet and outfitted with expanded digital features (like
AI), extending the IoT emphasis on machine-to-machine (M2M) communications
to describe more complex systems that also encompass people and processes.

Strangely, the Internet has relevantly modified people’s values and way of think-
ing. For instance, privacy, once one of the most protected values, has been dropped
out by social networks. In fact, in social networks, people expose themselves to the
world in a way that would be unthinkable some decades ago. Hence, as some oth-
ers aspects of modern life, that motivate people to share, not rationally explained,
feelings and actions (e.g., the emotions associated to sports practices), the Internet
is shaping the world. It gathers people in “one place”, it modulates people’s way of
thinking.

History shows that modeling people’s way of thinking according to some unique
predefined pattern, can bring a dangerous and scaring outcome. TheBabel tower is an
interesting example of this, registered thousands of years ago in one of the most well
preserved books in History. The evaluation of the situation was stated in the words:
“now, nothing that they design to do will be impossible to them”. Internet, like AI,
does not differentiate good from bad. Its use for good or for bad greatly depends
on the user. In fact, when a project falls in the hands of unscrupulous people, the
outcome can be very negative. In reality, the Internet, being a valuable asset, can be
used for excellent or for terrible ends. To avoid that this use depends entirely on the
human user, some regulation is under way, by implementing Ethic values in the form
of standards.

Now, that humans are developing smart objects, and connecting them through the
Internet, the relevant question is: How to prevent the use of this global platform in
IoT systems for bad purposes?

From the engineering point of view, the first goal is to guarantee the correct
functionality of the hw/sw systems. However, in IoT systems driven by AI, it is
important to make sure that these intelligent objects’ decisions are also bounded by
Ethic values. How can adequate Ethic values be implemented, regulated by Law, and
monitored in the IoT world? One way to achieve this goal is by the establishment of
standards. Design engineers already implement standards in their traditional system
design. The establishment of standards for the IoT world is a must, particularly, with
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the advent of the G5 technology [1]. Accordingly, and wisely, IEEE is working on
a “Global Initiative on Ethics of Autonomous and Intelligent Systems” [2]. Similar
effort is underway at the Montreal University [3], and in the European Union [4]. All
these efforts make clear that these issues need to be taken into account in engineering
education.

The availability of highly complex hw/sw systems with increased functional-
ity, and simultaneously with the decrease of physical systems dimensions, allowed
advanced semiconductor technologies to be widely used in commodities, and in the
improvement of the potential of communication systems. It turned possible to build
up one of the most powerful communication system men built, the Internet, and thus
remotely control systems mission functionality with minor costs for the consumer.

At the beginning, electronics-based hardware subsystems were used only as the
physical platforms to run the software, which drove programmed algorithms and
heuristics to perform pre-specified functions. Artificial Intelligence (AI) introduced
two additional features, that turned hw/sw systems into smart objects [5]. First, the
ability to learn, by modifying Data Bases (DB) through Machine Learning (ML)
algorithms [6, 7]. Second, the ability to make autonomous decisions, making these
objects smart actors, progressively choosing and modifying their own role. With the
Internet, the global platform allowing massive communication among smart objects,
the IoT discipline emerged. It is being viewed as a new gold rush, not only for wealth
generation, but also as a powerful mean to influence the decision centers of this
world.

IoT introduced a new paradigm in computing. Reportedly, by 2020, the number
of IoT devices could reach 24 billion [8]. IoT is stimulating the fourth industrial rev-
olution, bringing significant benefits by connecting people, processes, knowledge
and data [9–11]. The possibility of interconnecting a huge amount of smart objects,
with increasing local AI, is opening new avenues of research. Innovative IoT appli-
cations are being developed across various markets, from smart cities [12] down to
health systems [13], automotive applications [14], aerospace, e-government [15] and
so on [16]. Simultaneously, but not surprisingly, cybersecurity has become a critical
challenge in IoT systems [17, 18].

Therefore, IoT and AI are now two dominant research themes in our scientific
world. Their possible synergies are stimulating the imagination of many, and driving
new research and development applications.

Nevertheless, are there risks on the convergence of IoT and AI? Does the IoT-AI
convergence always lead to a winning partnership? We should keep in mind that AI
and Autonomous Intelligent Systems (A/IS) are assumed “to behave in a way that
is beneficial to people beyond reaching functional goals and addressing technical
problems”, as stated in [19].

The purpose of this chapter is to highlight relevant challenges associated with the
development of a “society” of intelligent smart objects, trained to perform Machine
Learning (ML) [6, 7] and decision-making. Moreover, challenges associated with
two intelligent communities—people and things—and their interactions are also
highlighted, leading to the conclusion that an intelligent strategy for AI-driven IoT
systems must be developed. For this purpose, two key areas are considered here:
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engineering education, and smart object design, test and safe operation. The concept
of Design for Accountability (DfA) is also introduced.

The chapter is organized as follows.Technologybackground is reviewed inSect. 2.
The basic characteristics of the existing intelligent society built of people, and how
they influence the implementation of objects intelligence, is considered in Sect. 3.
Key challenges in the convergence of IoT and AI, together with the interaction of
two intelligent communities—people and things—are identified in Sect. 4. In order
to devise a strategy for AI-driven IoT systems, Sect. 5 considers two key areas of
urgent research: Sect. 5.1—Engineering education, in order that system designers
may include smart solutions for eventual shortcomings, and Sect. 5.2—Design for
Accountability (DfA), in such a way that smart objects and IoT systemsmaymonitor
safe operation, and evaluate the soundness of the decisions they make, along product
lifetime. Finally, Sect. 6 summarizes the main conclusions of the work.

2 Technology Background—Five Decades that Changed
the Electrical Engineering Paradigm

Let us take a brief look into electronics-based technology evolution during the 20th
century. Also, some technology limitations are highlighted, in order to justify mea-
sures that must be taken into account in order to guarantee correct and safe systems
operation, particularly, when objects (controlled by electronic systems) are expected
to take decisions.

The first breakthrough has been reached when the ability of electronics-based
systems to perform a required functionality was discovered. This feature has been
driving innovation since the use of vacuum-based technologies down to solid-state
technologies. Vacuum tubes, like diodes and triodes, were used since the yearly days
of the 20th century. The solid-state Bipolar Junction Transistor (BJT) was discov-
ered in 1948, after World War II. Metal-Oxide-Semiconductor (MOS) technology,
although discovered decades before, only emerged as a dominant technology after
the BJT technology.

Since we live in an analogue world, with physical entities assuming continuous,
real values, we startedwith analogue electronics-based devices, circuits and systems,
devised and implemented in domain applications. For instance, in order to generate
audio signals strong enough to be heard by a large audience, amplification systems
have been built, composed by sensors (microphones), a signal amplifier, and actuators
(loudspeakers).

However, analogue signals can easily be influenced by noise signals, either cap-
tured by sensors, or generated by signal distortion, introduced by the physical system
performing the desired functionality. Consequently, a simple measure of analogue
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signal quality is the Signal-to-Noise (S/N) ratio. Often, S/N ratios in analogue physi-
cal systems are poor. However, what if we could transform continuous signal ampli-
tude values into a set of discrete values? Using base 2, any integer value can be
described by a sequence of two symbols: zero (0) and ones (1).

Hence, we have moved from analogue to digital data processing. The flexibility
of the transistor, that can operate either in an analogue region, or as a switch, made
everything easy. Using DC power supplies, ON transistors act like an almost short
circuits (zero resistance), while OFF transistors operate like open circuits (infinite
resistance). Circuit variables may easily assume ‘1’ or ‘0’ logic values, according to
two discrete electric voltage levels, VDD (the power supply voltage value) or 0 V (the
Ground value). Digital electronics emerged, and digital data storage and processing
can now be performed easily with virtually no noise. Digital electronics lead to the
development of computers, in which a Central Process Unity (CPU) acts like the
maestro in an orchestra, allowing software programs to be used to produce machine
language, and to drive the underlying system hardware.

Now, having the ability to build digital systems, the next challenge was: how do
we build complex systems, in a cost-effective way, so that hw/sw systems could reach
the market at affordable costs?

Research on manufacturing technologies led to the development of simple Inte-
grated Circuits (ICs). Progress in manufacturing IC technologies, namely in lithog-
raphy, made possible to lay out and interconnect a large number of physical circuit
elements. Very Large Scale Integration (VLSI) technologies emerged, as the move
from micron-size to nano-size lithography made possible to build hardware sili-
con chips with millions of transistors. Gordon Moore, Intel co-founder, foresee in
1965 that computing would dramatically increase in power, and decrease in relative
cost, at an exponential pace. The famous Moore’s Law [20] hold for five decades,
leading to extremely complex integrated systems, using semiconductor nanotech-
nologies. State-of-the-art IC technology goes down to 5 nm, i.e., the dimension of
ten Si atoms! A positive feedback boost IC design, since increasingly sophisticated
Electronic Design Automation (EDA) tools run in platforms that benefit from the
progressive high performance achieved by recently designed chipsets, only possible
to design with the support of EDA. Interconnection technologies, to interconnect
complex devices, or modules, has also evolved from few modules, few interconnec-
tions to many, complex modules. Computer systems use bus-based architectures, in
which control, and dialogue protocols define master-slave architectures. More com-
plex interconnection architectures try to mimic the complexity of the interconnection
among human brain’s neurons, leading to the concept of neural networks.

A key concern in communication, as in digital operation, is power consumption.
High speed processing (in the GHz range) means a significant power consumption.
That is why, many portable smart objects require batteries with large autonomy. And
power management becomes a key attribute of a good design.

Semiconductor Yield by existing manufacturing technologies is never 100%.
Hence, there is a need to test individual components, which exhibit a spread in
process parameters. Defining acceptable variable ranges, outliers must be discarded,
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while “good” chips are sold. Such go-no-go test needs to be performed in a cost-
effective way. Hence, not only short sequences of test vectors need to be applied to
each manufactured component, but also the identification of defective parts need to
be very accurate, as field returns are costly and erode customer’s confidence. A func-
tional test becomes inefficient. For instance, to test a 64-bit multiplier module, all
combinations of two 64-bit inputs would have to be applied. Therefore, a structural
test is the more adequate solution [21]. As an exhaustive test is prohibitive in time
and cost, circuit and systems topology needs to be activated and checked for correct
operation with high-quality, short test sessions.

Hence, two disciplines emerged, in connection to IC design:Design for Testability
(DfT ) and Built-In Self-Test (BIST ).

DfT techniques aim at making the test of a given design more cost-effective. For
instance, if the activation or the monitoring of the system response is difficult to
perform, by a given system architecture, a different architecture may be chosen or
additional controllability and/or observability nodesmay be required.Moreover, sys-
tem partition (in test mode), e.g., breaking complex modules in simpler submodules,
may be introduced.

As the hardware silicon real estate has become cheap, test functionality may be
designed on-chip, so themission functionality may be tested by the component itself.
SuchBIST techniques are useful, not only for production test, but also during product
lifetime, when the system is in the field, in its real-world application. This additional
feature is very attractive, as physical systems suffer from aging effects, especially if
the things (the smart objects) are supposed to operate for long periods of time, e.g.,
in automotive applications. Aging effects may induce a soft degradation (i.e., lower
performance), or a hard failure (due to a physical defect that compromises correct
operation) after a long period of time. Self-test and aging monitoring are especially
important in safety-critical applications. Using the same example, automotive elec-
tronics failure may cause harm, namely, people’s death. As many systems have idle
periods of time, such time periods can be used to perform self-test, and inform the
system manager if everything is OK, or if system maintenance is required, or even if
the systemmust be shut down, as safe operation is at risk. Safety-critical applications
[22] may justify adding redundancy and voting or the deployment of built-in sensors
in IoT applications [23, 24].

It is true that design and test methodologies developed for traditional hw/sw
systems, where the software is developed in a deductiveway, are necessarily different
from design and test methodologies of AI-driven objects and IoT systems, where the
software is inferred from data and some rules. Yet, there are key aspects that must
be preserved, in both application domains, and probably emphasized in IoT, namely,
the controllability and observability of the systems inputs and outputs and internal
critical nodes.
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3 Human Background

Why do we dedicate a Section to the Human background? Basically, to identify the
basic characteristics of people’s (the natural, intelligent society) behavior, in order
to compare it with the AI-driven IoT society, under construction.

Humans are a magnificent form of intelligent life. In fact, neurosciences are
beginning to unveil the wonder of the complex functionality of the human brain,
associated with other parts of the human body. Individuals have something like 100
billion neuron cells, each one with the possibility to establish thousands of connec-
tions (synapses) with other neuron cells, creating a neural network, allowing data
storage (memory), data processing, reasoning processes, deep learning, and decision-
making. Decisions are made, usually, using a rational process, basic in logic. How-
ever, and not less important, decisions, in the Human domain, are also influenced
by another mysterious human characteristic: feelings. Either what we like it or not,
feelings may significant influence on decisions, regardless of what we know it should
be done.

“All men are born equal” [25], as quoted by Thomas Jefferson in the US Dec-
laration of Independence, after Montesquieu. However, are they really born equal?
All men and women are really born equal, in the sense that they belong to the same
species. However, they start to differ in their genetics, namely in their DNA. Each
individual is unique in the Universe. Differences tend to increase, as human life,
experience and learning tend to progress, during their lifetime. Such differences are
heavily influenced by their historical context, culture and society. Life span is a few
decades. One generation tends to pass to the following generation their values and
culture. Data, information and knowledge each individual grasps, together with a
reasoning process, and feelings, are key attributes in their decision process. Commu-
nication is a key attribute. We are influenced by others, as this conditions our data
gathering.

Humans are not born as adults. A baby has a magnificent way of learning. For
instance, in 1–2 years, one or more human languages are captured, regarding sounds,
words, their meaning, sentences, grammar in such a way that the baby’s brain learns
to talk, building his own sentences, and starting to communicate with other humans.
Usually, parents love and protect their children, monitoring the learning process.
Decision-making is progressively allowed, as they observe that teen agers are now
able to start making their own, autonomous decisions. Hence, the freedom to make
decisions is progressively allowed, so they learn how to behave in society, to make
a positive input to it, and hopefully, to be happy.

Humans also have another interesting feature: conscience. In fact, we all have
inherent to us, a sense of what is right and wrong, and a sort of moral/ethical judge
inside us, that either praise uswhenwe do good deeds, or condemnuswhenwe do bad
things. Conscience is also influenced by the social environment. A lovely baby can
become a vicious thief, causing pain to those who love him (or her). Nevertheless, the
decision-making process of each individual is also biased by his internal conscience,
unless conscience is overwritten by mental training (brain washing).
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Artificial Intelligence (AI) tries to mimic the human mindset, through the use of
Machine Learning (ML) techniques applied to some data set. This is the reason why
the following reflections are included in this chapter.

As a starting point, it is interesting to remember that the use of data sets to base
decision-making is not a breakthrough of AI and ML. In fact, human knowledge is
built through inference. Observation and data gathering is used with reasoning to
devise a theory, a possible explanation of a given reality. Abstract thinking allows
humans to identify a plausible cause for a given effect. This reflects the ability to
identify patterns, things which are common to given data subsets, and the ability
to analyze, rearrange, store and use available data. Then, each theory needs to be
validated, or discarded. Experiments need to be carried out, so that the obtained
results can be compared with the ones predicted by the theory. This is the base of the
scientific method, so successfully applied to move forward, and to reach new levels
of knowledge and understanding. If a theory is validated, then various applications
are considered to take advantage of the new knowledge, and decisions are made. The
first part of this process is referred as creativity. The second part is called innovation.
Usually, innovation generates wealth and welfare in human society.

Humans have a critic spirit: whenwe analyze a given reality, we are usually able to
reach a conclusion, whether a given outcome is good or bad, whether it accomplishes
a desired goal, or not, whether the process needs to be improved or not.

Humans are organized as societies (families, tribes, nations). They build Cultures.
Institutions. Law and Ethics. Ethics usually are identified as fundamental principles
that rule life in society. One of such fundamental principles is the right to make
individual or collective decisions. We call it freedom. Of course, individual freedom
may collide with other individual’s freedom. Human freedom is limited by Law.
Humans may make decisions; however, not all decisions are legitimate. From time
to time, or suddenly (e.g., traffic police stop operation) human’s actions are under
scrutiny, to see if people obey the Law. Laws usually are associated with penalties,
or punishment, or restrictions, if the Law is violated. Humans also have inherent to
them the concept of discipline, for continuous improvement.

Humans, individual or collectively, evaluate the paths they are pursuing, and either
continue in that direction, or abandon the path and choose another path. By trial and
error, incremental or significant improvements are made. Such improvements are
reflected in the Laws humans formulate, to guide their paths in life. Interestingly,
while the Physical world is deterministic and reliable (governed by immutable Phys-
ical and Chemical Laws), humans are non-deterministic, due to decision freedom.
The outcome of their decisions is sometimes unpredictable (differences emerge, like
between, e.g., election polls and results).

Nevertheless,Humans are accountable, no matter in what sphere they act: within
the family, on the job, in their community, to the State, and so on. Sooner or later,
they have to be made responsible for their acts, or for the lack of adequate action.
Only small children are not accountable (their parents are for them), due to the fact
that their autonomous decision-making, for obvious reasons, is very limited.

Looking at humanHistory, communication evolved slowly, in small communities.
Communication was basically direct among people, face to face. Knowledge was
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Fig. 1 Human communication along time, ending in the Internet of People (IoP)

scarce, and its dissemination was limited, from one generation to the following one
(Fig. 1). Communication in written form was almost negligible.

The quantum, gigantic step was the discovery of the press, by Johannes Guten-
berg. After 1432 AD, it was now possible to print as many copies of whatever
knowledge people want. This made whatever knowledge accessible to large audi-
ences, thus spreading human and scientific knowledge, and dramatically increasing
human communication, in written form.

The knowledge cumulatively gathered in just the last few centuries lead to the
spread of science and technology, and to the industrial revolution, as well as to
many social transformations. Education became relevant in many parts of the world
(although for limited subsets of the population). Basic human goals, such as how to
get out of poverty, the pursuit of happiness, and the pursuit of wealth, became more
visible and humans rush into science-based solutions to build a new society.

In the last decades, the Internet allowed communication among a wide set of
humans, and the wide spread of education. Communication among people is carried
out, more and more, through the Internet, rather than by direct, face to face commu-
nication. Internet of People (IoP) became a reality. Today, humans are dependent and
addicted to science and technology, and flooded by huge amounts of information,
not always reliable. Human society evolution moves very fast, sometimes making
humans fragile.

As human society is going through an enormous transformation, onemaywonder:
is there a strategy to move from one model, to another model of society? Unfor-
tunately, the answer seems to be no. When shining opportunities emerge, humans
usually have no strategy—people just rush for gold. This was the case of 16th century
Discoveries performedby theEuropean nations, or the 19th century gold rush towards
America’s far west, or the industrial revolution, and now the AI. Competitiveness is
the driving force.

4 Challenges of IoT-AI Partnership

Unlike humans, all smart objects belonging to a given product are born equal, as far as
their hardware part is concerned. Nevertheless, even without AI, constant software
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Fig. 2 Key characteristics of
a single smart object

updates make clear that the functionality running on these hardware platforms is
constantly changing.

As shown in Fig. 2, each complex smart object has relevant attributes. It receives
and processes huge amounts of physical and/or social data, from neighboring objects,
or from the Internet, eventually stored in a Cloud environment. It is as densely inter-
connected, as in a neural network. ML processes constantly examines and classifies
data, identifying patterns which may modify internal Data Bases (DB). As a result,
the software running in its hardware platform may be constantly evolving due to
internal autonomous decisions made by the smart object, using AI techniques. The
outcome, in form of an evolving software and functionality, and new data and con-
trol variables, may trigger actions, which hopefully are beneficial; however, they
can cause harm, if not closely monitored. This is why each smart object must be
accountable.

High-performance computing of Big data may require severe high power con-
sumption.Often, large sets of smart objects areworking in parallel, in order to achieve
fast and accurate results, that may drive ML and decision making. For instance, a
recent paper [26] considers model training processes for Natural-Language Process-
ing (NLP), the subfield of AI that focuses on teaching machines to handle human
language. They show that advanced techniques are computationally expensive—and
highly energy intensive. The authors highlight that the carbon footprint required to
fuel modern tensor processing hardware is severe, and thus a design constraint.When
we think of 24 billion IoT devices, by 2020, the energy required can be awesome
[8, 27].

Let us identify some key challenges in the newAI-driven society. As referred, ML
and AI modify the software part of smart objects, based on autonomous decisions.
Hence, a first challenge is (Fig. 3): how to test an evolving software, being modified
along product lifetime?

Human science is based on the capability to infer an analytical formal description
of a given characteristic that is present in a huge amount of raw data. Hence, from
a set of concrete data, it is possible to abstract some kind of relationship that is
susceptible of being described by an equation or equation set.

Let us consider a simple example. From the simple verification that one orange
with another orange are two oranges, and one apple with another apple are two
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Fig. 3 Key challenges in
IoT—AI partnership

apples, and so forth, we can conclude that one plus one (of the same object type) is
always two. Then, we can create symbols describing this reality, namely 1 + 1 = 2.
In a more abstract level, we can say a + b = c. This is the basics of arithmetic.

In another domain, by observing the movement of planets around the Sun, Kepler,
Galileo and Newton have derived formal Laws, that carry their names. This is also
the way the Universe is being studied, from telescopic observation.

Therefore, the practice of inferring formal relationships, through data observation,
has been the way scientists have gone through, and science has advanced. Providing
IoT with AI, the goal is also to give these smart objects the ability to learn, to infer,
and to make autonomous decisions, based on the knowledge they generate. This not
only empowers individual things, but also can built an AI-driven society, as these
objects communicate with each other using the Internet.

So far, the Human society has long been the sole intelligent society on this planet.
We have the ability to observe, to analyze data, to learn, and to make decisions.
Now, the development of AI-driven smart objects leads to the build-up of a second
intelligent society. Two intelligent societies will simultaneously exist and interact.

Hence, a second challenge ishow to regulate IoP—IoT interaction. The Internet,
already crowded with people, will be progressively filled with “things”. Is the first
society (people) prepared to build and control a healthy second society (things),
that will benefit humans, while keeping a sustainable environment in this planet?
What will be the Ethic limits of IoT and AI, as these two realities converge [2, 3]?
How can adequate Ethic values be implemented, regulated by law, and monitored?
Like in the area of biotechnology, a significant amount of AI-driven research is
performedunderground, due to industrial confidentiality.When research results reach
the market, it may be too late to control unethical consequences.

Another aspect of IoP-IoT interaction is the fact that smart objects use an extraor-
dinary ability to sense, to analyze Big data [28] in a time frame several orders of
magnitude smaller than the human brain can perform. Thus, huge data analysis and
high-speed data processing are key advantages of the new smart objects, as com-
pared to the ability of humans. Decisions may be taken much faster than humans do;
however, are these decisions better than the ones humans take? Therefore, a third
challenge is: how to evaluate decisions’ quality?
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A first constraint to the quality of the object decision is the “quality” of the
trained data provided to these objects as starting point. Data collected by physical
means, namely by sensors, can be erroneous if sensors have internal failures or
environmentally-induced failures. Social data may also be misleading. Moreover,
malicious data is being disseminated through the Internet, and can, maliciously, be
introduced in the objects. Hence, a forth challenge for achieving sound decisions
is data capturing. Is the collected data trustworthy? Is the data sample statistically
significant? How and who should evaluate this? May the imported data from an
imperfect human society perpetuate its shortcomings, like discrimination? Is there a
risk that decisions taken by IoT may be harmful, due to wrong or malicious data, or
false information? How safe and reliable these IoT systems will be? Cybersecurity
is already a key concern today [16, 18]. Moreover, similarly to what happens when
chips and electronics reliability are analyzed, the identification of false positives
and false negatives is relevant. For instance, too much false positives may often halt
system performance, reducing system usefulness and customer’s satisfaction. Too
much false negatives may drive system operation into unsafe behavior. Hence, how
to measure the rate of false positives and negatives?

As mentioned before, Artificial Intelligence (AI) tries to mimic the human mind-
set. By usingMachine Learning (ML)models, raw data is organized in order to derive
order (or to identify patterns) of some interesting kind from even randomly acquired
data. This allows smart objects to organize data in more sophisticated data bases,
using rules that are inferred by the ML process. If the final conclusions are assessed
by humans, the first society retains the control of AI-driven IoT systems. As smart
objects move to become, more and more, autonomous objects, making (and assess-
ing) their own decisions, how can we be sure that the decisions they make are appro-
priate? Any decision triggers an action, and actions have consequences. Therefore,
a fifth challenge emerges: how to evaluate and control object empowerment?

A key concern is the fact that the AI embedded in these smart objects is created
by people, i.e., by the Natural Intelligence (NI). As a byproduct of the existing NI,
is not reasonable to assume that AI may be inferior to NI in the ability to reach the
best possible solutions to problems facing life in this planet?

In fact, being a byproduct of NI, shouldn’t AI-driven IoTs be inferior to NI-driven
IoPs? If humans do not always make sound decisions, is it reasonable to be expect
that human-inspired decisions, made by AI-driven IoTs, designed by humans, will
make sound or even better decisions?

Moreover, behind every smart object and its artificial intelligence, there is a single
or collective “hidden mind”—the mind of its designer(s), which may (or may not)
target valuable, or good achievements. The outcome of their operation, in the field,
will be beneficial to whom? Or, harmful to whom? Often, using NI, the outcomes
in human societies are beneficial to a very limited minority, while they exploit the
scarce resources of large communities…

This brings to a sixth challenge: the definition of Laws and Ethics in the IoT
domain, and object accountability. Humans face Laws, and Ethics. Adult humans
are considered responsible, in face of the Law. Humans are accountable. Human
behavior is monitored. Should smart objects be facing also Law and Ethics? Who
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should be defining such Ethics and Laws? As mentioned, efforts are under way to
define Ethic values for IoT, like the ones carried out by IEEE, the University of
Montreal or the European Union [2–4]. Panels of experts try to reach consensus on
these issues. However, experts from a given community may be biased. In a recent
paper [29], aHarvard Lawprofessorwarned that people should not “let industrywrite
the rules for AI”. Even unwillingly, they may be protecting corporate interests, not
people’s interests. AI is not supposed to be solely driven by the goal of maximizing
company profit [3]. People (and a sustainable environment in the planet) are more
important than companies.

Moreover, how will the design of such objects take into account these Laws, so
that they are aware of the Laws, and eventually prevent Law violation? How do
we make objects that know what to do (mission functionality), and what to avoid
doing? Who will monitor, in real time, AI-driven IoT systems operation, and the
consequences of the decisions and actions they take?Will autonomous smart objects
be accountable, as humans are?

Similar to the human society, in which children are not accountable, but, as they
grow up, they are progressively allowed, by adults, to take autonomous decisions, the
society of things should be progressively accountable, as the scope of autonomous
decisions is progressively enlarged by humans, while retaining control of the pro-
cess. Hence, Humans should define the boundaries of smart object autonomy (either
individually, or as part of an object community). This is crucial, in order for humans
to keep control of this second intelligent society, making it a useful tool to serve the
first intelligent society, Humanity.

So far, the first intelligent society has been “the master”, and smart objects have
been “the slave”. Even the human society has regulators, people or Institutions that
audit their actions. Shouldn’t the AI-driven IoT society have also regulators? Or,
should the AI-driven IoT society help humans to decide how AI itself is being pro-
gressively introduced?The second society is being developed to enrich people’s lives,
e.g., alleviating humans from tedious tasks or to perform huge data processing. Nev-
ertheless, in the presence of two competing societies, which one will finally retain
the leadership? Is there a risk of a dictatorship of the IoT society over the human
society? Or, worst, is there a risk that some humans take control of the IoT society,
in order to assume a dictator role over human society?

One way to constrain smart objects decisions, is to limit the access to external
data.Moreover, standardsmust be established for guaranteeing the quality and scope
of the trained data seed, or initial model with which objects start to “reason” as well
as for the scope of theML algorithms. In other words, individuals in human societies
act under the Law. The Law establishes the limits of the human freedom. One way
to establish this kind of limits in IoT is by limiting the access of each object to the
data generated by any other object, or captured through the Internet. The Law also
limits the actions each human can take. Similarly, standards should limit the scope
of the ML engine.

A seventh challenge is Time-to-Market (TtM). Time-to-Market, together with
short period product lifetime, push hardware and software development to the edge.
New products need to be introduced in the market as soon as possible, prior to
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products introduced by competitors. Often, products are released without a thorough
examination. This can be disastrous for safety-critical applications (automotive, aero
spatial, medical applications, to name a few). For instance, it can cause an airplane
crash (e.g., due to a flaw in the flight-control system) … Unfortunately, Murphy’s
Law is not a joke. Should we empower objects allowing that autonomous critical
decisions will be made by them? Or, should AI and ML data help to regulate and
decide the Time to-Market of products and Things?

5 Towards an Intelligent Strategy for AI-Driven IoT. Areas
of Urgent Research

As referred, all identified challenges (and eventually others we fail to identify), lead
to the conclusion that an intelligent strategy for AI-driven IoT systems must be
developed. Instead of just letting running wild AI-driven IoT systems development,
a set of guidelines and actions should be established. As a result, an improvement of
the usefulness of IoT to mankind may be achieved.

5.1 Engineering Education

We are aware that two competing worlds already coexist—the real world, where
humanity prevails, and the virtual world, which is assumingly being developed to
help people to be happy, and to prosper. The virtual world is populated by hw/sw
systems, which tend to be interconnected in arrays of smart objects, using the Internet
as a giant platform. The virtual world, which already dominates all aspects of human
society (Fig. 4), is rapidly capturing the keen interest of humans. Many people prefer
to spend long hours surfing the Internet, touring social networks, posting irrelevant
(and often, false) information, playing videogames, rather than to live their lives.
Unfortunately, sometimes people look for a refuge in the virtual world, to escape (or
forget) an unfortunate real world.

Beyond the social impact, note that human activity (e.g., economics, business,
investment, government, education, science and so on) is rapidly being transferred
and carried out in the virtual world. This may be considered very attractive, as it may
be faster, and less expensive. However, such activity may become more difficult to
manage and control.

Taking into consideration such impact of virtual world on the real world, it is
mandatory that hw/sw systems engineers be prepared to deal with this fact. Hence,
beyond the mission subjects of an engineering program, there is a large set of multi-
disciplinary knowledge that must be acquired, if someonewill reach a really “higher”
education, that is adequate to the deal with present reality.
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Fig. 4 The growing
influence of the virtual world

In the past, people realized that engineering education should be complemented
with management and business administration skills, so good ideas could be imple-
mented in new products, and these could find a success path to the market and to
the creation of wealth. Many engineers took MBA post-graduate courses, in order to
be successful management professionals. Many become entrepreneurs, starting new
companies.

More recently, as the planet resources are being wasted, and climate change is
becoming a nightmare, there has been a growing awareness that a sustainable growth
is mandatory. From the engineering education point of view, the concept of green
design has emerged [30].

Now, the development of AI brought a new reality into stage. Hardware/Software
system design has a new dimension, because smart objects are no longer time-
invariant, in their architecture. As the ML procedures rearrange data bases, heuris-
tics, algorithms and software code during product lifetime, the operating systems
drift away from their original behavior.

Additionally, since new telecommunication technologies, such as 5G technologies
[1, 10], are streaming into the market, and AI is continuously being implemented
in complex hw/sw systems, making them ever smarter objects in IoT systems, there
is a growing need to educate engineers to be aware of the impact that the “things”
society will have on the human society.

The starting point is that education professionals, such as university professors,
need to be aware and persuaded that a human society without common principles,
Ethics and Law will not lead to a valuable outcome.

Hence, these professionals need to analyze the problem, foresee the consequences
and be convinced that inserting these themes in a graduate program is a real asset.
Moreover, as society is in rapid transformation, ContinuingEducation (CE) is becom-
ing more and more urgent. Hence, from an engineering education perspective, for-
mal academic programs and CE courses should be developed and presented to a
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large audience, in order to guarantee that the message is rapidly spread, not only
among engineer’s professionals, but also among opinion-makers, decision-makers,
managers, economists and social science experts.

From an engineering point of view, education professionals must also acknowl-
edge that building AI-driven IoT systems that help and assist humans clearly
influences these systems’ design process.

In fact, the design variables and constraints are now expanded, and need to be
clearly formulated. Problem analysis need to be deepened. Previously, the design
process consisted in the design of the mission functionality. Then, we moved to
DfT—Design for Testability. As a consequence, not only the design of the mission
functionality is modified, to accommodate a more testable architecture, but also a
test process is added - eventual embedding self-testing functionality (e.g., to allow
architecture partitioning in test mode of operation) and defining the test stimuli and
expected correct responses, so that the hardware of each design copy can be tested.

Software testing procedures must also be developed. At this stage, the design
process of smart objects should be considering the ability of monitoring not only
correct operation of their functional parts, but also the soundness of the decisions
such smart objects take, during their lifetime, as well as the consequences of the
actionswhich are triggered by the decisions taken. For achieving that purpose, Laws
and Ethics are to be established for smart objects through the definition of new
standards. The design process should allow the object, or an external auditor, to
verify if these standards are embedded in the architecture of the smart object set.
A large avenue of research is opened due to this new perspective. Results of such
research should be fueled to academic curricula.

The professor’s role on these issues remains essential, to make students aware of
the challenges of the brave new world we live in, and how to improve the design
process, taking into account these additional constraints. The awareness of such
challenges, and how to overcome them, needs to be conveyed in graduate and post-
graduate courses, and disseminated to industry and to society.

5.2 Design for Accountability (DfA)

Taking into consideration the impact that IoT systems will have in the human society,
it is mandatory that smart objects are accountable for the decisions theymake, and for
the actions they trigger, since they may lead to people’s wellbeing or, alternatively,
to catastrophic results. This is why the concept of Design for Accountability (DfA)
is introduced.

Accountability deals with being responsible, and being able to show what has
been achieved, and how, which allows an external auditor to evaluate and judge the
results of a given performance. In this context, by DfA we refer that IoT object and
system design must take into consideration the possibility to assess the soundness
ML processes, and of any object decision. This requires that the system (or an outside
agent) must be able to evaluate the consequences of each object decision. This is not a
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trivial task, particularly, if the final results are not completely known by the designer,
which may be the case in various circumstances.

Depending on the empowerment given to a smart objects set, and on the domain
of application of the IoT system, objects may be granted with the attribute to make
autonomous decisions or not. If objects can make autonomous decisions, DfA deals
with the design process to take into account decision soundness evaluation after sys-
tem operation took place. If objects are not allowed to make autonomous decisions,
decisions are first scrutinized by an external auditor, and then implemented or not,
depending on the auditor’s judgement. Of course, if the application of an IoT sys-
tem is e.g., autonomous vehicles in urban traffic, objects must be allowed to make
autonomous decisions, in real time. In other applications, in which there is time and
resources to do so, it may be rewarding to first evaluate decision’s soundness, and
then applied them, or not.

Afirst example of object’s accountability is antivirus software, inwhich a software
module monitors the legitimacy of another software code to access and modify
information in a given system. A second example is when an AI based system is
used, to explore space. What is the range of values in the incoming data that is to
be taken into consideration? What is the range of values that should be discarded,
as outliers? The design engineer can provide an initial guess of that range of values.
Yet, if the AI system detects a huge amount of data outside that range, should it be
kept or discarded?

As stated, the above mentioned challenges in IoT-AI partnership (Fig. 3) should
be seriously taken into account in engineering education, since they correspond to
the problems new engineers will face. The comments provided in this sub-section
are intended to provide some insight on the possible solutions to the identified chal-
lenges. Nevertheless, a significant R&D effort needs to be performed, to reach sound
solutions.

Design challenges are addressed here from the engineering point of view. System
designers need to turn out words or sentences into additional engineering require-
ments and specifications in the design of complex systems constituted by (eventually,
among others) smart hw/sw objects, communicating through the Internet.

Prior to assess the soundness of object decisions, it is necessary to guarantee their
correct operation, through the implementation of the hardware test procedure.

In order to make sure the hardware part is operating correctly, during product life-
time, it is mandatory that no external agent may be allowed to modify the hardware
part. This is easy in non-programmable hardware. However, for programmable hard-
ware, like the one using Field-Programmable Gate Arrays (FPGAs), it is mandatory
that no external agent is allowed to reprogram the hardware functionality, unless
some failure in the configuration memory (caused, e.g., by a Single Event Upset
(SEU)) occurs. In such case, reconfiguration is carried out only to reestablish correct
functionality.

In terms of the software test process, it is another story. As pointed out in [31,
32], the development paradigm of hw/sw systems using ML and AI techniques is
completely different from the “traditional” hw/sw systems development. In fact,
in the first, the functionality is known, the algorithms are implemented in order to
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achieve a given functionality, andwe knowwhat to test, since, functionality is written
in a deductive way, by writing down the rules as program code.

On the contrary, using ML techniques, rules are inferred from data and require-
ments are derived inductively. As the learning processmodifies the rules, the outcome
is not entirely known. This makes software test particularly difficult, given the fact
that we do not have complete specifications (some of them may be inferred from
data), the knowledge of the source code corresponding to inferred specification and
yet less some of their critical behaviors. The problem is that, we may not know what
to expect, and less what or how to test the unknown.

Although the ML process may present some opacity, there are some aspects that
we know, namely, the objectives (or goals) we want the system to reach. Therefore,
the decisions taken by smart objects should lead to the achievement of our goals.
Decision’s quality may be defined as its ability to achieve pre-specified goals. Con-
sequently, the design process of such smart systems should consider the ability to
monitor, not only the correct operation of their functional parts, but also the sound-
ness of the decisions such smart objects take, during system operation. In this context,
is there room for software self-test and for assessing decisions soundness?

To do so, designers need to establish a set of metrics. For instance, we may set
(1) the range of values that we consider acceptable in terms of our goals, and (2)
the maximum number of “iterations” the ML algorithm should run to reach the
goal. Merit functions must be established, identifying relevant variables and their
weighting factors. To be sure, these variables may now include those corresponding
to ethical constraints. The variable set, and the weighting factors may be updated
during product lifetime, as the object’s learning process progresses.

In traditional hw/sw systems test, it is necessary to identify the input data, the
system’s functionality and the correct system’s response. For the reasons presented
in Sect. 4, in smart objects systems design, a key issue is to limit and identify the data
each object is allowed to access, and tomake sure that nomalicious data is introduced
in the system. The Internet provides an overwhelming set of data and information;
however, the system under design is only allowed to access a very limited subset
of that data, from other smart objects and/or from humans, navigating also in the
Internet. The design should also take into consideration some sort of data evaluation,
prior to processing. For instance, is unauthorized data collection taking place? If so,
disregard the incoming data.

In terms of testing the software part of the smart object under design, the designer
must now take into account that the testing process will include (1) production test,
and (2) lifetime testing. Hence, the ability to test, during product lifetime, must
include the ability of the object to test itself (self-test), or to be tested by another
agent (external test), either another higher-hierarchy smart object, or a human. It
may be necessary to test in real-time (online testing), or periodically (taking into
advantage time periods in which the object is idle). In order to test correct operation,
correct system responses should be observable. In order to test the soundness of
object autonomous decisions, additional software must be embedded in-system.
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In order to allow external test, as mentioned before, the external agent must know
what to test. Hence, a key concept of DfA is that smart objects must report the soft-
ware modifications introduced by the learning process, and by the decision process
that may modify e.g., the internal data bases. This may not be easy to implement,
in the design process. However, it makes possible for an external auditor to improve
system test, especially software test. Unlike humans, that make changes along their
lives and often try to hide their internal feelings and thoughts, smart objects can be
designed in such a way that inner modifications are reported to the external world.

System designers must also take into account design reuse, and legacy. Will the
next generation product be smarter than the previous one? This quests for taking
advantage of the learning process of the previous generation; again, the report of
software modifications will save time and money.

In a similar way, reusing design methodologies in a new context can be very
rewarding. Software design methodologies, namely an extensive problem analysis,
design specifications, architectural design and test, have been reused in hardware
(and hw/sw) methodologies with success.

Moreover, hardware methodologies for safety-critical applications, using time or
hardware redundancy, could be used in software design of complex, smart objects.
Time redundancy involves executing a given functionality more than once, to make
sure the operation is correct. Hardware redundancy techniques, like Triple Modular
Redundancy (TMR) [21] triplicate the hardware module, apply the same input data
to the three replicas and compare the outputs of the three modules. If outputs differ, a
majority voting process takes place, and the correct output is applied to the following
module. Can software redundancy techniques be applied in smart object design? For
instance, if the designer does not know beforehand what are the best solutions for
a given problem, a set of objects, running in parallel, may be programmed as seeds
with different metrics, eventually different variables and/or weighting factors. By
using the same input data, it is possible to compare the outputs of different learning
and decisions processes, ascertaining what will be the “best” solution to implement
in the field, after an experimental period of time.

As referred in Sect. 3, Humans have an inherent feature: conscience. The sense of
right or wrong guides this mysterious inner moral judge to either praise us when we
make good decisions, or find us guilty when we act in an erroneous way. Depending
on the circumstances, the trial is made before or after the decision and action take
place. When people face an unknown situation, and have to make fast decisions,
usually the trial is made afterwards. On the contrary, if we have time to evaluate and
decide, the trial is made in advance, and the moral sense, or the Ethics, are taken into
account in the decision process.

Similarly, in smart object design, if acceptable Ethics are assumed as system
requirements, and transformed into standards and rules, these ethic rules should be
considered in the learning and decision-making processes, leading to more profitable
IoT systems. How to do it, is a very interesting theme of research.

Nevertheless, system design needs to be performed in a way that Ethic rules
must be inerasable, i.e., smart objects must not be allowed to decide without taking
Ethics into consideration. As in the human society, where Ethics are changing with
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time, ethic rules inserted in smart objects should be updatable. Embedded object
“conscience” should be mandatory for product homologation, probably as a distinct
object, operating as master, and should be viewed as the “regulator” in the human
society.

Ethics standards will allow each smart object to analyze itself, ascertaining if
a given decision or triggered action is (or is not) in compliance to the engraved
principles embedded in itself, and in its follow objects. As in the human society, the
trial may be performed either before, or after decisions and actions take place. Of
course, the outcomes of such internal judgement may vary, whether the object itself,
a master object or a human auditor will take action if the decisions broke any Law.

These questions led us to this innovative concept—Design for Accountability
(DfA). As AI-driven IoT systems are allowed to make more and more autonomous
decisions, they should be progressively accountable for their acts.

In order to evaluate the soundness of the decisions taken by the IoT system, often it
takes a long time, allowing the cause-effect paradigm to take place. Hence, an Audit
process may periodically take place, and be performed either internally, or more rea-
sonably, externally by an independent agent. For instance, in medical diagnosis and
subsequent treatment, medical trials and clinical evaluations require many patients,
many years, and a significant amount of data. However, is the audit process that
leads to progress in medical treatment and in the homologation of pharmaceutical
products.

On the contrary, decision and action evaluation in safety-critical IoT systemsmust
be performed as soon as possible, as some actions may be identified as harmful,
potentially catastrophic. A collection of forbidden actions for each smart object
should be identified, avoiding the object to autonomously make such decisions.

6 Conclusions

Humanity reached a new crossroad, with the advent of the Internet, and of AI-driven
IoT systems. A new intelligent society, generated and empowered by humans, is
under active development. It is our conviction that the creators must master their
creation.

Relevant challenges in this path have been identified and discussed. How to test
the smart object’s modified software part, IoP-IoT interactions, the need to evaluate
objects decisions quality, data capturing, control of objects empowerment, Ethics
and Laws for IoT, smart objects accountability and Time-to-Market are the main
challenges for which solutions need to be found.

A strategy for intelligent and controlled IoT society is, thus, mandatory, in order
to achieve a harmonious, happy outcome. Such strategy should include engineering
education, and Design for Accountability (DfA). In reality, engineering education
should precede a multi-disciplinary education, from academia down to the business
environment, as additional actors in other domains need to be aware of the con-
sequences of misusing the emerging AI-driven IoT society. This educational effort
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should start by engineering education, due to the fact that engineers are the IoT
system designers, who must develop ways to introduce root solutions for the above
mentioned challenges.

As we saw, smart objects monitoring requires the ability of outside agents to be
able to verify objects correct operation aswell as the soundness of their decisions and
triggered actions. Embedded functionality in these objects must drive each object to
report ongoing transformations. Special care needs to be taken into account, when
safety-critical applications are considered.

A fundamental issue is the insertion of Ethics as standards in IoT devices and
systems, in an inerasable form. Embedded Ethics must be rooted to true Human
values, to serve the human society, and act like an inner conscience of these smart
objects. No privacy should be given to IoT devices and systems, in the sense that at
any moment the inner values, embedded on them, must be accessible and verifiable
fromoutside, eventually corrected if anymalicious “values” are introduced in objects.
The scope allowed by humans to smart objects tomake autonomous decisions should
be enlarged in a progressive way, as parents do with their children.

As a consequence, it becomes clear that a huge amount of R&D effort lays ahead
of us. It must be pursued urgently, in order to obtain a wining partnership between
IoT and AI.
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AI Architectures for Very Smart Sensors

Peter Malík and Štefan Krištofík

Abstract The chapter describes modern neural network designs and discusses their
advantages and disadvantages. The state-of-the-art neural networks are usually too
much computationally difficult which limits their use in mobile and IoT applications.
However, they can be modified with special design techniques which would make
them suitable formobile or IoT applicationswith limited computational power. These
techniques for designing more efficient neural networks are described in great detail.
Using them opens a way to create extremely efficient neural networks for mobile or
even IoT applications. Such neural networks make the applications very intelligent
which paves the way for very smart sensors.

1 Introduction

Machine learning and especially deep learning are well studied areas with roots in the
last century. Nature inspired algorithms with the emphasis on human brain biology
produced many great works. For a long time, the main barrier has been the com-
putational complexity. To model and simulate even small artificial neural networks
requires significant computational power which limited the size and depth of neural
networks for many years. The introduction of convolutional neural networks (CNN)
in ‘80s [14, 17] allowed to share weight parameters and to focus only on a small
neighborhood in comparison to fully connected neural networks which significantly
reduced the number of parameters. This resulted in a commercially applied 7 layer
deep CNN for the recognition of hand written digits and later also hand written text
on bank checks [44].
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More sophisticated applications of neural networks were hindered by compu-
tational requirements of more powerful neural network models. The breakthrough
came with the work [41] which shows how to efficiently use a modern graphics pro-
cessing unit (GPU) with many small dedicated computational cores to accelerate the
computation of neural networks. It shows 2 orders of magnitude the computational
speed improvement which results in the successful training of a 60 million parame-
ters (650,000 neurons) 8 layer deep CNN which won the 1st place in the ImageNet
Large Scale Visual Recognition Challenge 2012 (ILSVRC2012) [13] where the gen-
eral images are classified into 1000 image categories. The winning neural network
won with a great margin of 10% absolute or 40% relative accuracy improvement
over the 2nd place finisher. This showed to the world the abilities and potential of
neural networks and restarted interest in deep neural network research which pro-
duced many improvements and new neural network architectures [8, 24, 32, 73, 77,
83]. Highway networks [75] and Residual networks [24] validated that it is possible
to design and successfully train more than 1000 layer deep neural networks. The
work [23] was the first to propose CNN with classification precision better than that
of humans on the ImageNet 1000 class classification dataset. The other superhuman
results of carefully designed and trained CNNs applied to specific tasks followed
[80].

The classification task is the most basic visual recognition task which has led
to many great deep neural network architectures [8, 24, 31, 41, 73, 77, 83]. The
advancement is fast-paced due to many accessible datasets including ImageNet [13,
70], CIFAR-10 and CIFAR-100 [40], Birds 200 [82]. The more challenging recog-
nition tasks including visual object detection and semantic segmentation have been
rapidly pushed forward by open visual challenges and accessible datasets including
the PASCAL Visual Object Classes (VOC) Challenge [15, 16], MS COCO [45],
Places [90], Cityscapes dataset [11], Mapillary vistas dataset [60], and EuroCity
Persons Dataset [3]. Each challenge requires an evaluation metric and a dataset
divided into train, validation and test parts. Using the same dataset and evaluation
metric makes it easy to compare different neural network designs and evaluate which
new design features lead to more accurate or more computationally efficient neural
networks.

Visual object detection has led to many great works. R-CNN [18] became a
benchmark with many improvements. Fast R-CNN [19] included more efficient
convolutional computation, Faster R-CNN [66] switched the selective search pro-
posal algorithm [81] with the feature proposal neural network embedded within the
main neural network, R-FCN [12] further improved computational efficiency by full
convolutional approach, and FPN [46] included feature pyramid network before the
classification headwhich effectively transformed single-scale testing intomulti-scale
testing done in a single step and improved the overall accuracy. Some approaches
targeted the more efficient computation [33] and opted for one step detection without
feature proposals. This resulted in great works including Single ShotmultiboxDetec-
tor (SSD) [49], You Only Look Once (YOLO) [64], Deconvolutional Single Shot
Detector (DSSD) [36], YOLO9000 [65] which successfully detected 9000 different
object classes, and RetinaNet [47] with focal loss for dense object detection.
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The visual semantic segmentation task has special importance in medical and
industrial applications where it is very important to find precise object boundaries.
This task also produced many great works including Fully Convolutional Networks
(FCN) [52], U-Net [67], DeepLab [6] with fully-connected conditional random
fields (CRF), Pyramid Scene Parsing Network (PSPNet) [88], DeepLab-v3 [4] with
AtrousSpatial PyramidPooling (ASPP)modules, andGlobalConvolutionalNetwork
(GCN) [62] with separable convolutions with large effective field of view.

Visual instance segmentation is one of the most challenging visual tasks due to
combined requirements of object detection and semantic segmentation. It must rec-
ognize each object instance together with its correct class with pixel level precision.
Many great works reuse object detection or semantic segmentation CNNmodels and
modify them for instance segmentation. Mask R-CNN [26] adds new classification
branch to faster R-CNN which produces object segmentation maps and MaskLab
[5] combines faster R-CNNwith semantic and direction features. PANet [51] further
improvesMask R-CNN by adding path aggregation network between FPN andMask
R-CNN classification head. Sequential Grouping Networks (SGN) [50] improve the
instance segmentation by breaking it into a sequence of easier subtasks while the
work [2] proposes the discriminative loss function as a more simple way to handle
occlusions.

The interest in efficient computation of CNNs has always been running concur-
rently with a goal to improve the absolute precision. There are many areas and levels
of abstraction where an improvement has a direct impact on computational effi-
ciency. The most beneficial improvements are always those on the highest levels of
abstraction. A great example are the works [30, 72, 87] which introduce MobileNet
and ShuffleNet. These CNNs significantly reduce the number of parameters utiliz-
ing depth-wise separable convolutions while still producing nearly state-of-the-art
results. They show a successful run of such CNN on the large core of the Google
Pixel 1 phone at 5 FPS while running a complex detection task on the MS COCO
dataset [45]. The improvements on the medium level of abstraction can still be sig-
nificant. Multiple works showed that many parameters do not contribute to most
results and can be pruned [20, 21]. This results in significant memory saving. Unfor-
tunately, most computational units are not optimized for the efficient multiplication
of spare matrices so the improvement of computation efficacy is not great. One way
is to design custom hardware as [22, 37] where several different techniques, includ-
ing pruning, compression and lookup tables, were combined which resulted in 510
times parameter reduction and efficient computation in a low power custom design
implemented in FPGA.

An efficient way to decrease computational complexity is to reduce the precision
of all parameters by selecting lower precision format such as half precision, tensor
precision, integer or an extreme option—the binary. This way, there is no problem
with the spare matrix computation. Even the extreme binary solution with most
memory savings has been shown [63, 87] to produce a CNN with relatively high
precision. The authors binaryzed all weights and all activations which allowed to use
binary computation composed of exclusive-not-or and 1’s counting with the result
of significantly reduced computational requirements and an option to use no GPUs
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for inference. However, it was at the cost of significant precision reduction [63].
The combination of binary weights and learnable quantization into few bit-wide
activations leads to much better accuracy in comparison [85].

The improvements on the low level of abstraction can still improve computational
efficiency by using a good combination of designing framework, inference frame-
work and compatible targeted hardware. Many frameworks for designing neural
network models have been created including Caffe [39], Mxnet [7], TensorFlow [1],
PyTorch. Some frameworks have been specially developed for designing efficient
inference including Caffe2 for efficient inference on mobile devices and TensorRT
for efficient inference on embedded devices with NVIDIAGPUs such as Jetson TX2
or AGX Xavier. Targeted hardware can massively vary from standard GPUs through
embedded processors with GPUs or other neural network cores, to custom designed
FPGAs or fully application specific integrated chips.

Modern hardware has made a significant contribution toward the efficient compu-
tation of deep neural networks. A great example is the recent introduction ofNVIDIA
TensorCorewhich is now a standard component ofHPCGPUs (Volta architecture for
servers and cloud solutions), desktop GPUs (Turing architecture) and autonomous
driving embedded devices (AGXXavier). New smartphones fromApple andHuawei
also have embedded hardware for the acceleration of deep neural networks called
neural processing units (NPU). Many more companies offer hardware solutions for
the acceleration of deep neural networks which open the possibility to use them
in very smart sensors. Such sensors can be utilized in many current and emerging
IoT-based operations in various fields, such as agriculture, construction, healthcare,
aviation, disastermanagement or transportation. These devices can contribute greatly
to the improvement of the management efficiency or the quality of products offered
by those operations, e.g., the quality of vegetables produced in IoT-based intelligent
greenhouses. However, much research effort is still needed to convince the most
influential parties, such as Internet giants, to provide widespread IoT services at
affordable prices and speed up building of the infrastructure [68].

The number of IoT-enabled devices is constantly growing and it is predicted
that IoT could reshape the business processes in various industries [68]. Moreover,
the users’ expectations and demands towards reliable, continuous service with low
latency from IoT-based applications are also growing. There is an inevitable need to
find feasible solutions for providing such level of quality of services. This is especially
difficult due to limited resources and energy available on small end user devices.
The socially oriented edge computing concept is one of the promising emerging
approaches [57]. By offloading energy-consuming computations to other nodes in
the cloud that have redundant resources available, the average lifetime of all nodes in
the network can be significantly increased. Nodes suitable for offloading are selected
based on social characteristics and relations between nodes. This concept has been
proved useful for delay-sensitive applications, such as interactive gaming. However,
much work is still needed towards the improvement of the cloud (or fog) services
and offloading delay reduction [57].
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Keeping inmind the limited computational power of the abovementioned devices,
this chapter will describe the current trends of designing modern deep CNN models
and techniques to reduce computational complexity so the resulting models can
be used in mobile or IoT applications with limited hardware resources while still
achieving good accuracy and frame-rate.

2 Key Characteristics of Artificial Neural Networks

This section describes few key characteristics of artificial neural networks. Discussed
are the advantages and disadvantages and the overall impact on the whole neural
network. This section provides basic knowledge and insights into expected impacts
of small modifications to any neural network structure.

2.1 Hierarchy of Feature Detectors

The first insights about working of the mammalian visual cortex are from experi-
mental work of David H. Hubel and TorstenWiesel with an anesthetized cat in 1959.
Their findings suggested the existence of hierarchy of feature detectors in the visual
cortex. The lower levels correspond to simple feature detectors whose activations
are propagated to the middle levels and through middle level activations up to the
higher levels where complex feature detectors are created. This way, the complex
patterns are recognized by a hierarchical structure comprised of very simple units.
Each hierarchical level with multiple units is continually increasing the overall com-
plexity and the ability to recognize more complex patterns. This can be modeled by
a multi-layer neural network and visualized by using deconvolutions [84].

2.2 Fully Connected Layers in Neural Networks

The standard multi-layer neural network, e.g., multi-layer perceptron, uses dense
interconnection within a layer. This means that each neuron within a layer takes all
outputs of the previous layer’s neurons as inputs. It is also the reason why this type
of a layer is called dense layer or fully connected (FC) layer. Full interconnection
between neighboring layers makes this type of a layer very powerful and able to
learn very specific features based not only on activation values of the previous layer
but also on the spatial characteristic and overall context information. This means
that this layer learns not only activation values but also precise spatial coordinates of
the whole previous layer. This way, precise context information can be learnt which
makes this layer ideal for classification purposes. It is possible to learn to distinguish
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object characteristics based on the object location in space. Presently, the FC layer is
mainly used in the classification part, also called a head, of modern neural networks.

Every powerful advantage usually has its similarly powerful limitation. To be
able to precisely map spatial characteristics, one needs a very rigid, unchanging
structure. Even minimal change to the structure including modifying resolution or
interconnection matrix between neighboring layers has a significant effect on the
overall behavior. The FC layer requires fixed dimensionality of input data to work
correctly. In other words, the input spatial resolution has to be the same. The inputs
with different spatial resolutions have to be resized to the correct resolution by
standard algorithms, e.g., linear, cubic or other polynomial interpolation, or region
pooling layer has to be used before the FC layer. Another price for the precise spatial
mapping ability is a very high parameter count. Each neuron is interconnectedwith all
neurons of the previous layer which represents O(NiNi-1) complexity for each neural
layer, where Ni and Ni-1 are the numbers of neurons of the current and previous
layers, respectively.

2.3 Convolutional Layers in Neural Networks

FC layers are not very well suited for image related recognition tasks. The reason
lies within the disadvantages described above. We discuss this in more detail.

An image is represented by ordered pixels and each pixel carries not only intensity
information of relevant color channels but also the relative position of the captured
light source from emitting and or reflecting object surface, placed in the space of
the origin. The FC layer is able to distinguish an object placed in different parts
of the image. There are some special tasks where this is beneficial; however, this
is responsible for wasting resources in most image recognition tasks. We do not
need many different neurons specialized for recognizing the same object in different
positions. We want the neurons to specialize to different types of objects or different
types of object characteristics or states. For this, we need translation invariance, so
the same type of an object is recognized by the same neuron which will be activated
when the object of interest appears anywhere in the image. Therewill be no difference
between the neuron’s activation when the object is placed in the center of the picture
or in any of the corners.

The image resolution is usually large. Present mobile devices are capturing the
image in 10s of mega pixels resolutions. Such resolution to be processed by an FC
layer requires 10s of millions neurons and each has 10s of millions parameters. So
there is 100s of thousands billions parameters in the first layer alone. This is a huge
unacceptable number. The problem is even worse for memory requirements. Every
parameter has to be kept in some memory, and single precision, the standard in
computer vision applications, requires 4 bytes. So there is the memory requirement
of peta bytes (10ˆ15 B) for storing parameters of the first layer alone. Again, this is
a huge unacceptable number.
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These problems were always true and the past hardware limitation was much
worse. The solution is a different type of layerwith translation invariance and reduced
number of parameters. This layer is called convolutional layer. It was introduced by
Fukushima in 1980 [17] who had been inspired by the work of David H. Hubel and
Torsten Wiesel. One of the first neural networks for recognizing hand-written zip
code digits [14] was later improved into the first commercially used neural network
with convolutional layers called LeNet-5 applied for the recognition of hand written
digits on bank checks in late 1990s [43].

The convolutional layer uses two main principles to reduce the number of param-
eters. The first is the limited interconnection with the previous layer within close
neighborhood and the second is parameter sharing. We discuss both of them in more
detail.

The limited interconnection is especially beneficial for image processing. The
examples can be found in everyday life. A common user knows that any picture
taken by a camera can be improved by applying filters to reduce noise, improve
contrast or edges, or make light and color shifts. These filters process the image
within the small patches or local neighborhood of the targeted pixel. This results in
fast processing because only a small fraction of input data, represented by the whole
image, is necessary to calculate one output pixel. The same principle is used in the
convolutional layer where each neuron is interconnected with the neuron from the
previous layer in the same spatial position and its close neighbors.

The above example with applying filters can also be used to explain the second
principle. The mentioned filters are universal and can be used on any image. An
image can be small, large, monochromatic, colorful, simple or complex and the
results are always predictable. This is also true for any image crop because each
filter is represented by a single kernel which is applied sequentially to every input
pixel in a convolutional manner. Using the same kernel again and again is an example
of kernel sharing and because every kernel is represented by parameters, it is also
an example of parameter sharing. The convolutional layer uses the same principle,
it even got named after it. Both principles, the local interconnection and parameter
sharing together reduce the number of parameters by several orders of magnitude.
This allows to use higher input resolution and deeper hierarchical structure with very
highly complex filters at its end.

Kernel sharing has an additional benefit. It is translation invariance. Using the
same kernel for every spatial position of the input means that the same kernel can
recognize the same object or characteristic in the whole input image regardless of its
position. The position of the recognized object or characteristic is represented by the
relative position of neurons with an elevated activation function. The convolutional
layer outputs not only the probability of the recognition of an object of interest but
also its relative spatial coordinates—two necessary parts of object detection. Because
the kernel recognizes the object of interest efficiently within the whole picture, we
can add many more kernels to the same layer and the number of parameters will
increase only with linear dependency. This results in very powerful neural networks
capable to recognize many different objects or features.
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2.4 Vanishing or Exploding Gradient in Connection
with Stochastic Gradient Descent

The stochastic gradient descent is the main learning algorithm of modern neural
networks. Thefirst use of gradient descentmethod [69] to automatically learnweights
in neural networks was by LeCun in 1989 [43]. The idea is to back-propagate partial
derivatives of the loss function through the whole neural network structure in a
layer to layer manner. The stochasticity is represented by random selection of input
samples. For a long time, the standard nonlinear activation functions were sigmoid
and hyperbolic tangent. These functions have many advantages including saturation,
smooth non-decreasing character and continuous-differentiability. However, their
partial derivative is lower than 1. This directly affects learning by back-propagation,
because the gradient may become vanishingly low in the hierarchical structure which
stops learning. A very small gradient effectively prevents weights from modifying.
A similar mirrored effect is represented by exploding gradient. When the gradient
is larger than 1, it can rapidly grow to big values and even a small weight update
will make huge modification to weights’ values. This also stops learning. For a long
time, this represented a major problem which prevented the design of deeper neural
networks and limited the neural networks to have only a single digit number of layers.

The efficient solution to this problem is using nonlinear activation functions with
partial derivative equal to 1. The most used activation function of modern neural
networks is rectified linear unit (ReLU) [59]. This activation function is also very
easy to calculate. It has minimal computational requirements. The disadvantage is
the positive shift of themean values which leads to covariance shifts of all layers with
ReLUs within the learning process. Continually shifting values are hard to optimize.
The solution to combat this is to use batch normalization [38] whenever the ReLU
is used. Batch normalization requires additional computations during learning and
also during inference. Therefore, many attempts to improve ReLU produced many
of its variations including: Leaky ReLU [54], Shifted ReLU [10], Saturated Leaky
ReLU, Parametric ReLU [23], Exponential ReLU [10], and Saturated ReLU [72].

Exponential ReLU [10] is a promising ReLU variation which has positive partial
derivation equal to 1, negative partial derivation significantly smaller than 1 and
the mean values significantly closer to zero in comparison to ReLU. The authors
experimentally proved that it does not need batch normalization and is slightly better
than a combination of ReLU with batch normalization. The main disadvantage is its
higher computational requirements. The exponential function is relatively difficult
to calculate.

The selection of the right nonlinear activation function has direct consequences
on the final precision, learning duration, learning computational requirements, but
also on computational requirements during inference. The inference computational
time is very important for applications in IoT where computational resources are
limited.
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2.5 Shortcut Connections

Modern neural networks have varying internal structures which may be very sym-
metric [73] or internally highly structured [77]. One of the structure components is
the identity connection called the shortcut connection or shortcut. One of the first
uses of the shortcut connections was byRonneberger in 2015 [67] in theU-Net neural
network design. It won the ISBI cell tracking challenge for segmentation of neuronal
structures in electron microscopic stacks in 2015. The segmentation task is peculiar
to the precision on the pixel level. The most important are the border pixels that
delineate the object boundary. These are also the most difficult to classify correctly.
The segmentation task puts two opposed requirements on the network structure.

The first is the classification requirement. To correctly classify an object, there is
a need to incorporate the overall context and as the result many neural networks for
the classification task significantly reduce the output resolution to few pixels. The
classification task benefits from translation invariance so it can correctly recognize
objects placed anywhere in the input image. Few output pixels improve this by
incorporating a lot of context information from large effective field of view. The real
field of view is much smaller than theoretical field of view but still covers nearly the
whole input image [48, 53] in modern neural network designs [8, 24, 32, 72, 77, 83].

The second is the localization requirement. The correct localization is hindered
by translation invariance. It needs accurate position information to recognize if the
pixel is within or out of the object boundary. Highly reduced output resolution is
a problem for precise segmentation. It is almost impossible to correctly restore a
precise boundary map from few output pixels alone. However, precise location can
be predicted only if the correct object class is already known. The correct class also
represents contextual information itself. Many objects have a typical shape and it
can help to predict the boundary if a part of the object is missing or occluded. The
precise boundary pixel recognition is easier from a higher resolution of early feature
maps.

Authors of U-Net [67] used shortcuts to link higher resolution early feature maps
to lower resolution higher feature maps to improve the restoration of the output
boundarymap. The higher featuremaps contain a lot of contextual informationwhich
improves the classification process. When it is combined with lower feature maps
with more spatial information, it is possible to correctly restore the resolution while
keeping higher level contextual knowledge. The resulting neural network structure
resembles an hourglass and these kind of networks are widely known as hourglass
networks. More information about U-Net is given in the section Architectures of
modern neural networks.

The shortcut connections have a great benefit in improving the convergence of
the learning process. Wherever the shortcuts are used, the flow of information is
improved as well. The unhindered flow of information is necessary in a forward
process to calculate output predictions, and it is also necessary in a backward process
of the gradient back-propagation to modify the weights. This is the main reason why
modern very deep neural networks use it regularly. There are special neural network
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blocks particularly designed to fully utilize shortcut connections. The most known
and widely used are residual block [24], residual inception block [79], dense block
[32], aggregated residual block [83], dual path block [8], Squeeze-and-Excitation
(SE) residual block [28], inverted residual block [72] and the ShuffleNet unit [87]
which can be called shuffle residual block. The last two are especially designed for
low power mobile devices and IoT. More information about these blocks is given in
the section Architectures of modern neural networks.

The introduction of the shortcut connection in a standard building block of neural
networks [24] resulted in very deep neural networks. The authors in [24] successfully
trained a 1202 layer deep residual network that converges with only slightly worse,
about absolute 1.5%output accuracy in comparison to the best 110 layer deep residual
network. The authors in [31] found a way to successfully train such deep networks
and further improve state-of-the-art. They improve the original 1202 layer deep
network by absolute 3% which corresponds to a relative improvement of 27%. Their
method introduces an additional shortcut connections that bypass multiple residual
blocks and are controlled on stochastic principle. During training, these shortcuts are
randomly opened and closed within the whole network to push the network to learn
more general characteristics and to be less dependent on one layer. An alternative
description is that themethod tries to learn an internal ensemble ofmultiple networks.
It has a strong regularization character that is applied on the whole depth of the
network. The randomness works similarly as the dropout regularization [74].

2.6 Transfer Learning

The progress in neural network design is very fast paced. Many different factors help
to accelerate it further including transfer learning, open accessed scientific works,
easily accessible models of trained neural networks, accessible datasets for training
neural networks, open challenges in many different scientific fields, social networks,
and continually growing amount of digital data produced by companies and common
people every year. It is easy to understand how most of them directly influence the
progress of neural network design and its practical applications. Transfer learning
has a special place there and we describe it in more detail.

Transfer learning represents the ability of any trained neural network to be used
for other tasks different from the original task which it was trained for [35]. Given
enough expertise, anyone can take a neural network with all its learned weights
and specified hyper-parameters, retrain it for the new task with new data and use it.
This significantly reduces the time needed to design a neural network solution for a
new problem. Sometimes there is no need to retrain it at all, and sometimes minor
modifications are needed, such as modifying output dimensionality to accommodate
for different number of object classes, and then the retraining is necessary.

Transfer learning also includes reusing parts of trained networks and combining
these parts together into a new neural network or simply combining whole networks
together into a neural network ensemble. An ensemble of neural networks is a well
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proven technique used to improve precision at the cost of great computational com-
plexity increase. It is usually used to push absolute results further and be placed high
in open challenges leaderboards [13, 45]. However, a very high computational cost
limits its practical application.

Reusing neural network parts and combining them into new networks is widely
used with many practical applications. Any neural network can be divided into two
main parts: the feature extractor also known as the backbone, and the classifier also
known as the head. The classification task has usually very simple head composed of
very fewFC layers and a softmax layer.However, it has a very sophisticated backbone
which was trained on huge and diverse datasets. This results in much better output
features that are able to describe more abstract characteristics and better generalize
[55, 76]. Using the already trained backbone is a very well proven technique to
improve precision of more complex tasks and it is known as pre-training [55, 76].

More complex tasks regularly use parts of the proven design of less complex
tasks. An example is the instance segmentation, a very difficult image recogni-
tion task, which combines the semantic segmentation and detection tasks into one.
Many neural network designs for instance segmentation [5, 26, 51] reuse parts of the
proven classification head design of neural networks for detection [66] or semantic
segmentation [4, 6, 52] tasks.

3 Architectures of Modern Neural Networks

This section depicts selected neural network architectures that significantly improved
state-of-the-art. The internal architectures are briefly described with all their advan-
tages. The novel ideas and all major architecture improvements are described inmore
detail. Some experimental achievements are also included.

3.1 LeNet-5

LeNet-5 is not a modern neural network architecture. However, it has its place here
due to several historical reasons. LeNet-5 is composed of 7 layers, 5 convolutional
layers and 2 fully connected layers [44], see Fig. 1. It is one of the first convolutional
neural networks successfully applied and commercially used for image recognition
tasks in the real world. Also, it is one of the first architectures showing that a deeper
neural network architecture is more powerful than a wider network architecture. It
was specially designed for image recognition tasks and with very limited computa-
tional resources in mind. This is similar to very smart sensors today, except LeNet-5
ran on high performance computational hardware and the present smart sensors are
executed on small low-power computational hardware. Huge computational saving
is accomplished by using convolutional layers due to local connectivity and param-
eter sharing. The additional benefit is translation invariance as the authors originally
intended.
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Fig. 1 Architecture of LeNet-5 [44]. Each plane is a feature map with a single shared kernel

3.2 AlexNet

AlexNet is the neural network that restarted interest in supervised learning of deep
neural networks and started a new trend of applying deep neural networks to practical
problems of the real world. The main reason behind this is the novel use of graphics
processing units (GPUs) to calculate all necessary processes of the forward and
backward information flow. Krizhevsky et al. used two high performance desktop
GPUs GTX 580 3 GB to train a deep neural network with 60 million parameters
[41]. This was novel work which included writing a new highly-optimized GPU
implementation code of the 2D convolution and all the other operations necessary for
training convolutional neural networks. They used the CUDA environment to write
the code andmade the source code publicly available. This started the interest in using
high performance GPUs to train neural networks. This trend has been monitored by
GPU designers and the result is that the modern GPU architecture has specialized
computational cores called tensor cores to efficiently compute tensor multiplication
and addition operations [56] which are the most used operations in neural network
computations.

This trend continues also for low power devices. Only recently, a new generation
of processors for mobile devices from Apple and Huawei with special computation
cores for efficient computation of neural networks has been presented and introduced
to new mobile phones. Apple’s A11 Bionic and A12 Bionic and Huawei’s Kirin 970
and Kirin 980 mobile processor chips are embedded with Neural network Processing
Units (NPUs). This trend will definitely continue which will bring more hybrid
hardware architectures with capabilities of efficient neural network computations
for IoT.

AlexNet became a standard benchmark and it is included inmost of neural network
frameworks such as Caffe [39], TensorFlow [1], Mxnet [7], PyTorch and others. It
is composed of 5 convolutional layers, 3 pooling layers, 3 FC layers and a softmax
layer, see Fig. 2. It was originally designed to compete in the ImageNet Large-Scale
Visual recognition Challenge (ILSVRC) [13] where it won the 1st place in 2012 by a
large margin. AlexNet ensemble reached 15.3% top-5 error rate and the second best
entry which uses classical computer vision design of classifiers with Fisher Vectors
[71] reached 26.2% top-5 error rate.
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Fig. 2 Architecture of AlexNet [41]. Resolutions of feature maps and kernels are placed near
corresponding edges. Numbers of feature maps are placed under layers

AlexNet is significant in two additional aspects. The first is a novel use of ReLU
activation function [59] in a very deep convolutional neural network for improving the
learning process. The work presents a clear advantage of using ReLU which reduces
the time necessary to reach 25% training error rate to 1/7 in comparison to hyperbolic
tangent. The authors also added dropout regularization [74] to reduce overfitting.
They only used it before the first two FC layers. Dropout, first introduced in [29],
reduces complex co-adaptations of neurons by introducing stochastic behavior during
the learning process. Dropout randomly keeps or disables connections of the selected
layer with a probability specified beforehand. This forces the network to learn more
robust features because each neuron cannot rely on a particular neuron from the
previous layer alone. Instead, each neuron has to findmultiple solutions by combining
more neurons from the previous layer.

The second is the use of grouped convolutions also known as aggregated con-
volutions [83]. The authors use it due to memory and cross-GPU communication
limitations. To improve communications, they spread the network across two GPUs
by dividing the layers into two groups while limiting some interconnections to com-
municate only within the part of the network stored in single GPU memory, see
Fig. 2. This means that some of the groups are interconnected with only one of the
two groups from the previous layer. The group convolutions are proven to be more
efficient in comparison to a basic convolution [83] which will be discussed in more
detail later.

3.3 VGGNet

VGG neural network is introduced by Simonyan et al. [73]. The authors introduce
5 different versions ranging from a 11 layer deep neural network with 133 million
parameters to a 19 layer deep neural network with 144 million parameters. The best
of them, the 16 layer deep neural network with 138 million parameters, became
a standard benchmark and is included in many neural network frameworks. It is
composed of 5 blocks of convolutional layers followed by a maxpooling layer, 3 FC
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layers and a softmax layer. The first 2 convolutional blocks comprise 2 convolutional
layers and the last 3 convolutional blocks comprise 4 convolutional layers. It was the
best performing single model in the ILSVRC 2013 classification challenge where it
reached 7.0% top-5 test error rate, 0.9% better in comparison to a single GoogLeNet
[77].

VGGNet is one of the first very deep neural networks with the double digit depth
of trainable layers (convolutional and FC layers). It has a symmetric structure which
improves hardware resource allocation and overall computational efficiency. The
disadvantage is the high number of parameters.

VGGNet is special in using only 3 × 3 convolutions or 1 × 1 convolutions and
1 × 1 convolutions are used by only one VGGNet version. The 3 × 3 convolutions
have very small receptive field of only 9 pixels. However, two 3 × 3 convolutions
in a sequence have an effective receptive field of 5 × 5 = 25 pixels. Three 3 × 3
convolutions in a sequence have an effective receptive field of 7 × 7 = 49 pixels.
The advantage is using more nonlinear activation functions (ReLUs) placed after
each convolution which makes the decision function more discriminative. The sec-
ond advantage is the reduced number of parameters. The sequence of three 3 × 3
convolutions has 3× (3× 3× C× C)= 27C2 parameters assuming all layers have
C input channels and C output channels. A single 7 × 7 convolution with the same
effective receptive field and input and output channels has 7 × 7 × C × C = 49C2

parameters which is 81% more parameters. This can also be seen as a separable
convolution which uses computational decomposition into more layers. Using only
3 × 3 or 1 × 1 convolutions became a standard in all modern neural networks.

3.4 GoogLeNet

GoogLeNet has been introduced by Szegedy et al. [77] in nearly the same time as
VGGNet. It is a very successful neural network with slightly less than 6.8 million
parameters which is approximately 12 times less than AlexNet and yet the ensemble
of 7 GoogLeNets won IVLSRC 2013 with 6.7% top-5 error rate. It is composed of
22 trainable layers which are internally highly irregular.

GoogLeNet has been designed with low parameter count as a goal. To reach it,
the internal structure has to be designed more efficiently by being more sparsely con-
nected. The authors designed a new neural network building block called inception
module, see Fig. 3. It uses multiple parallel dataflow paths represented by different
convolutions. The authors use a set of convolutions with the different receptive field
that are applied to the previous layer in parallel. The convolution with a larger recep-
tive field has fewer filters; it is thinner to help reduce the number of parameters. To
reduce parameters further, the number of channels from the previous layer has to
be reduced. This is more critical for convolutions with a larger receptive field. The
authors solved it by introducing an additional 1 × 1 convolution into the dataflow
path placed before the convolution with a larger receptive field. They chose to use
multiple 1 × 1 convolutions to better control the number of input channels. Convo-
lutions with a larger receptive field have more reduced number of input channels.
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Fig. 3 Inception module

The resulting inception block has 4 parallel dataflow paths. One is single layer deep
and contains a 1 × 1 convolution. Other three are two layer deep. Two of them start
with 1 × 1 convolutions to reduce the input dimension and continue with 3 × 3 or
5 × 5 convolutions, respectively. The last dataflow path starts with a 3 × 3 max-
pooling layer and continues with a 1 × 1 convolution. All four dataflow paths are
concatenated at the end of the inception block.

This design has several advantages. The first is a significant parameters count
reduction and therefore a strong reduction of computational requirements. The sec-
ond is the different effective depth of the overall neural network structure. There is a
lot of dataflow paths with the effective depth of 22 trainable layers which is important
for stronger recognition abilities. However, there are faster paths with half the depth
to back propagate gradients which is important for better and faster learning. The
authors also experimented with a single linear classification layer placed before the
final softmax layer which not only reduced parameters but improved the results for
the ImageNet challenge.

GoogLeNet has been improved several times [78, 79]. The first improved version
with Inception-v2 [78] utilizes separable convolutions, see Figs. 4, 5 and 6. Similarly
as VGGNet, it replaces a 5× 5 convolution by a sequence of two 3× 3 convolutions.
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However, Inception-v2 goes further. It replaces an N×N convolution by a sequence
of an N × 1 convolution and a 1 × N convolution which has the same effective
receptive field. This is again a computational decomposition into more layers known
as factorization of an N × N convolution into a sequence of two N × 1 and 1 ×
N convolutions. Inception-v2 uses many different versions of inception blocks in
the different depths of the neural network, e.g., in the middle section N = 7. The
inception blocks are optimized for the feature map grid size and position within the
neural network structure.

Further improved Inception-v2 with auxiliary classifiers with batch normalization
[38] called Inception-v3 reached 4.2% top-5 error rate with a singlemodel and 3.58%
top-5 error rate with an ensemble of 4models andwon the 1st place in ILSVRC 2014.
GoogLeNet with Inception-v3 is a deeper and more complex neural network with
3.2 times higher computational cost in comparison to the original GoogLeNet.

The next major improvement of Inception block [79] is introducing a shortcut
connection to the Inception block in the form of residual connections [24]. It is called
Inception-ResNet block and again it has several variants, see Figs. 7 and 8. The single
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model and an ensemble of 4 GoogLeNets with Inception-ResNet-v2 reached 3.7%
and 3.1% top-5 error rate on the ILSVRC 2012 validation dataset, respectively.

3.5 ResNet

ResNet has been introduced by He et al. [24]. It is a very successful neural network
with many variations in the number of trainable layers, layers’ width and overall
number of parameters. A 152 layer deep ResNet won the 1st place in ILSVRC 2015
in both detection and localization tasks. It reached 4.49% top-5 error rate of a single
model and 3.59% top-5 error rate of an ensemble of 6models whichwon the 1st place
in the ILSVRC 2015main classification task. It also won the 1st place in COCO2015
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Fig. 9 Residual block
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detection and segmentation challenges [45]. ResNet became a standard benchmark
and is included in many modern neural network frameworks.

The main advantages of ResNet are its basic novel building blocks called the
residual block and bottleneck residual block. The residual block is a combination
of a shortcut connection and a sequence of two 3 × 3 convolutions, see Fig. 9. The
shortcut connection and the second 3 × 3 convolution outputs are added at the end
of the block. Using addition to combine two pathways is the characteristic feature of
residual blocks. It has several advantages. The first is the same number of channels at
the block input and output which makes it easier to combine multiple residual blocks
into a sequence. This also reduces the number of hyper-parameters. The residual
blocks have a small number of hyper-parameters in general which makes it easier to
design new neural networks.

The second advantage is the shortcut connectionwhich improves both forward and
backward data flow.The authors proved it by a successful training of a 1202 layer deep
neural network that is only slightly worse in comparison to an optimal 110 layer deep
network trained on the CIFAR-10 dataset [40]. The successful training of the 1202
layer deep network is partly done due to introducing batch normalization [38] after
each convolution and before activation function. Batch normalization significantly
speeds up training and combats overfitting.

The third advantage is the internal structure which facilitates filter reuse. The
residual block output is represented by the addition of the block input and a small
few layer deep neural network output which simplifies the learning process. The
small network only has to learn a residual function which slightly improves the
output of the previous residual block or layer. This is the reason why the block is
named residual block. Learning a residual function is easier in comparison to learning
the whole improved function. A good example is an extension of the classification
set. If there is a neural network trained on the original classification set and we want
to add a new block to accommodate increased complexity of the classification task
with higher number of objects under interest, the residual function has to learn to
recognize only the new object types that have been added. The original object types
are recognized by the original network and propagated to the output by the shortcut
connection. The residual function just has to be zero when the original object types
are recognized.

The bottleneck residual block introduces a dimension reduction to reduce the
number of parameters similarly as GoogLeNet [77]. A sequence of two 3 × 3
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Fig. 10 Bottleneck residual
block
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convolutions is replaced by a three layer deep sequence of 1 × 1, 3 × 3 and 1 × 1
convolutions, see Fig. 10. The first 1 × 1 convolution reduces the number of input
channels. The last 1 × 1 convolution restores the number of channels to match
it with the input. This allows to build deeper neural networks while keeping the
number of parameters similar.

Improved ResNet is introduced in [25]. It introduces full pre-activated residual
blocks. The original residual blocks use final ReLU activation function placed after
the addition. This means that the shortcut connections of two following blocks are
separated by a nonlinear activation function. Any nonlinearity negatively influences
the information flow within the network. Placing the activation function with the
batch normalization to the residual path before the first convolutional layer makes
the shortcut connection clear and purely linear. This type of shortcut connection is
called identity connection because there is no element that changes its input value.
This results in greatly improved information flow in both directions that positively
influences learning and its speed. The effect is verifiedwith a 1001 layer deep ResNet
with pre-activated residual blocks that reaches better precision than any less deep
ResNet andmuch better accuracy than any original ResNet on the CIFAR-10 dataset.
The new 200 layer deep ResNet is introduced which reaches a single model single
crop 4.8% top-5 error rate on the ILSVRC 2012 validation dataset.

The inverted residual block is introduced by Sandler et al. [72]. The idea is to
propagate a reduced number of channels through the identity connections and let the
channel expansion be kept onlywithin the residual path. This significantly reduces the
number of parameters. Itwill be discussed inmore detail in the sectionComputational
complexity reducing techniques of modern neural networks.

3.6 U-Net

U-Net is introduced byRonneberger et al. [67]. Itwon the ISBI cell tracking challenge
for segmentation of neuronal structures in electron microscopic stacks in 2015. The
network is specially designed for the visual segmentation task with a focus on the
accurate border pixel recognition. Therefore, the network needs the output with high
resolution. A successful segmentation task requires correct classification which is
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improved by reduced resolution of later featuremapswith a lot of included contextual
information. The authors divided the U-Net into 2 parts. The first contracting part
processes data mainly for the correct classification and it has an output resolution
of only 28 × 28 pixels. The second expansive part with nearly identical but order-
inverted structure slowly restores the resolution step by step to nearly the original
input size. This makes the internal structure look like an hourglass and many similar
and improved versions are known as the hourglass type of neural networks.

To improve the localization precision of restored feature maps, authors link the
first restored layer data from the last feature map with the similar resolution of the
contracting part. Two different parts of the network are connected by identity connec-
tions. There are 4 identity connections in total as there are 4 maxpooling operations
each reducing the resolution by a half and similarly 4 upsampling convolutions [52]
each restoring the resolution to the double size.

3.7 DenseNet

Densely connected convolutional neural network (DenseNet) is introduced byHuang
et al. [32]. It proposes a new type of neural network building block called dense
block which is composed of a sequence of convolutional layers where each layer is
connected with all previous feature maps within the dense block, see Fig. 11. This
creates a densely interconnected structure with many identity connections that link
the layerwith featuremaps onmanydifferent depths. The identity connections greatly
improve the convergence rate and the overall learning speed. They also improve
feature reuse similarly as within the residual blocks. However, the dense block has
other greatly important advantage which strongly encourages creating new filters [8].
The access to many feature maps from different depths allows direct filter reuse and
their new combination within a layer. The result is a new filter set that better assists
the following layers. Because the following layers are connected with all previous
feature maps within the block, there is no need to make similar feature maps and
each layer is pushed to create new more advanced filters that better suit the main
recognition task. This is partially confirmed by its overall number of parameters.
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Fig. 11 Dense block
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Fig. 12 Bottleneck dense block

DenseNets need less than half the number of parameters in comparison to ResNets
with the same precision evaluated on the ILSVRC 2012 validation dataset [32].

The dense block introduces a newparameter k called the growth rate. It is a number
that represents how many new filters are created by a layer. Due to the direct access
to all previous filters within the block which promotes filter reuse, the growth rate
with small value is sufficient. A typical value is 12, 24 or 32 for ImageNet optimized
networks. The lth layer of the dense block has k0 + k × (l – 1) input feature maps.
Dense blocks are separated by a 1 × 1 convolution followed by a pooling layer
reducing the spatial resolution.

The authors also introduced a dense block with bottleneck layers, see Fig. 12.
Inspired by the bottleneck residual block, they transformed each convolution layer
within a dense block into a sequence of 1 × 1 and 3 × 3 convolutions. The 1 ×
1 convolution reduces the number of input channels to 4 times of the growth rate.
This allows to use higher growth rates, improves the overall efficiency and reduces
the number of parameters. A 100 layer deep DenseNet with 12 growth rate has 7
million parameters in comparison to 0.8 million parameters of a 100 layer deep
DenseNet with bottleneck layers, 12 growth rate and only slightly worse precision.
Both networks are evaluated on theCIFAR-10 andCIFAR-100datasets [40].Memory
efficient implementation of DenseNet is presented in [61].

3.8 PolyNet

PolyNet is introduced by Zhang et al. [86]. It proposes a new PolyInception family
of neural network building blocks that can be flexibly inserted into a neural network
as a replacement for any neural network part. The advantage of the new modules is
in the increased internal structure diversity. The rising neural network depth results
in increasingly smaller returns. The growing neural network width results in the
quadratic rise of the number of parameters. The authors explore the diversity of neu-
ral network structure as a new dimension for increasing the performance of neural
networks. They generalize the inception residual blocks [79] via various polynomial
compositions. If the residual path of the residual block is denoted as F, the second
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order polynomial residual block is represented by I + F + F2, where I is the identity
connection, see Fig. 13. This significantly increases the block capacity and perfor-
mance while the number of parameters remains the same because the second order
element is reusing all the parameters from the first order element. A more powerful
second order polynomial residual block is represented by I + F + GF which reuses
parameters of F and introduces new parameters byG, see Fig. 14. The authors called
the first version as poly-2 and the second as mpoly-2.Mpoly-2 can be simplified into
a first order polynomial residual block with an extra path represented by I + F + G.
The authors called it 2-way, see Fig. 15.

The proposed PolyInception family is a general scheme which includes higher
order blocks. Poly-3 is I + F + F2 + F3,mpoly-3 is I + F +GF + FGH and 3-way
is I + F +G+H. Experimental results verified that the best precision is achieved by
using a mixed solution of all third order blocks in the interleaving repeated pattern:
3-way, mpoly-3, poly-3. The proposed very deep PolyNet reaches a single model
single crop 4.25% top-5 error rate on the ILSVRC 2012 validation dataset and a
single model multi crop 3.45% top-5 error rate on the ILSVRC 2012 test dataset.

Fig. 13 Poly-2 block
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Fig. 16 ResNeXt block. The
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3.9 ResNeXt

ResNeXt is introduced by Xie et al. [83]. It introduces a new type of the aggregated
residual unit that uses grouped convolutions, see Fig. 16. The grouped convolution
is a set of low-dimensional 3 × 3 convolutions instead of one 3 × 3 convolution.
The idea is to use low-dimensional embedding of higher number of channels into
few number of channels, then compute a set of 3 × 3 convolutions and after that
restore the number of channels by concatenating the results of the whole set. The
number of 3 × 3 convolutions within a set represents a new dimension of the layer
and the authors called it cardinality. The higher cardinality is represented by more
3 × 3 convolutions with fewer channels that are more efficient to calculate because
they have much less parameters in total. Therefore, the number of all filters within
a 3 × 3 convolutional set can be much higher while keeping the overall number of
parameters the same.Higher cardinalitymeanswider layerwith the similar number of
parameters. A wider layer is more representative which is the reason why the aggre-
gated residual block is more powerful in comparison to a standard residual block.
The authors call it ResNeXt block. They experimentally verified that embedding into
4 channels is the most efficient.

A new 101 layer deep ResNeXt is introduced which reaches a single model single
crop 4.4% top-5 error rate on the ILSVRC 2012 validation dataset. This is 0.4%
better result in comparison to a 200 layer deep ResNet. Both networks have similar
number of parameters and computational complexity.

3.10 DualPathNet

Dual path neural network (DPN) is introduced byChen et al. [8]. The authors propose
a new neural network building block that utilizes both residual connections and
dense connections. They wanted to combine both strong advantages of ResNets’
feature reuse and DenseNets’ new features creation into a single neural network
structure. This also eliminates ResNet and DenseNet weaknesses. ResNets have
a great information sharing strategy due to residual connections which makes it
difficult to explore new features. DenseNets have a great new feature exploring
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Fig. 17 Dual path block
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potential which leads to redundancy because the layers are densely interconnected
only within a dense block and there is no direct way to access earlier feature maps.

The DPN block is composed of a bottleneck styled sequence of 1 × 1, 3 × 3
and 1 × 1 convolutions where the last 1 × 1 convolutional results are split into two
parts, see Fig. 17. The first part is element-wisely added to the residual path and
the second part is concatenated with the densely connected path. The middle 3 × 3
convolutional layer uses grouped convolutions as ResNeXt [83] to improve learning
capacity. The result is a more efficient neural network structure.

92 layer deep DPN-92 (32 × 3d) with 6.5 GFLOPs computational complexity
reaches a single model single crop 5.4% top-5 error rate on the ILSVRC 2012 valida-
tion dataset. In comparison, 101 layer deep ResNeXt101 (32× 4d) with 8.0 GFLOPs
reaches a single model single crop 5.6% top-5 error rate only. DPN-131 (40 × 4d)
with 16 GFLOPs reaches a single model single crop 5.12% error rate. In comparison,
ResNeXt101 (64× 4d) with 15.5 GFLOPs reaches a single model single crop 5.3%
top-5 error rate only.

4 Classification Accuracy of Modern Neural Networks

The most common way to evaluate the quality of neural networks found in recent
literature is to compare their accuracy for the image classification task on the Ima-
geNet validation dataset. Such results are readily available in most papers. Following
this scenario, in Table 1 we summarize the error rates (in %) achieved by various
modern networks described in the previous section.

More precisely, we report error rates for AlexNet [41], VGG [73], GoogLeNet
[77] with its improvements Batch-Normalized Inception v1 [38], Inception v2 and v3
[78], Inception v4 and Inception-ResNet v2 [78], ResNet [24] and its improvement
with pre-activated residual blocks [25], DenseNet [32], PolyNet [86], ResNeXt [83]
and DualPathNet [8]. The results are sorted by the top-5 error rate and by top-1 if
top-5 data is not available in a descending manner (less rate is better).
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Table 1 ImageNet validation error rates for various modern neural networks. BN: batch-
normalized; BOT: bottleneck architecture; PS: projection shortcuts; C: cardinality; D: bottleneck
width; ➀ reported by [86]; ➁ reported by [83]; ➂ reported by [25]; ➃ reported by [8]

Network Type # Image
size

Crop
size

#
crp

top-1
error

top-5
error

Additional
information

AlexNet – 1 256 224 10 40.70 18.20 60 M

AlexNet – 5 256 224 10 38.10 16.40 –

GoogLeNet Incep. v1 1 256–352 224 1 – 10.07 6.8 M

GoogLeNet Incep. v1 1 256–352 224 10 – 9.15 6.8 M

ResNet 18 1 224–640 224 10 27.88 – –

VGG 19 1 256 224 10 27.30 9.00 144 M

VGG 16 1 256 224 10 27.00 8.80 138 M

VGG 19 1 224–288 224 30 26.90 8.70 144 M

VGG 16 1 224–288 224 30 26.60 8.60 138 M

VGG 16 1 352–416 224 30 26.50 8.60 138 M

VGG 19 1 352–416 224 30 26.70 8.60 144 M

VGG 16 1 384 224 10 25.60 8.10 138 M

GoogLeNet Incep. v1 7 256–352 224 1 – 8.09 –

VGG 19 1 384 224 10 25.50 8.00 144 M

GoogLeNet Incep. v1 1 256–352 224 144 – 7.89 6.8 M

Inception BN-v1 1 >224 224 1 25.20 7.82 13.6 M

ResNet 34 1 224–640 224 10 25.03 7.76 PS

DenseNet 121 1 224–640 224 1 25.02 7.71 –

GoogLeNet Incep. v1 7 256–352 224 10 – 7.62 –

VGG 16 1 256–512 224 30 24.80 7.50 138 M

VGG 16 1 256–512 224 50 24.60 7.50 138 M

VGG 19 1 256–512 224 30 24.80 7.50 144 M

VGG 19 1 256–512 224 50 24.60 7.40 144 M

VGG 16 1 256–512 224 150 24.40 7.20 138 M

VGG – 2 256–512 224 50 23.90 7.20 –

VGG 19 1 256–512 224 150 24.40 7.10 144 M

VGG – 2 256–512 224 30 24.00 7.10 –

DenseNet 169 1 224–640 224 1 23.80 6.85 28.9 M

VGG – 2 256–512 224 150 23.70 6.80 –

ResNeXt 50 1 256 224 1 23.00 – C × D = 2
× 40d

ResNet 50 1 224–640 224 10 22.85 6.71 25.5 M ➁,
PS

GoogLeNet Incep. v1 7 256–352 224 144 – 6.67 –

(continued)
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Table 1 (continued)

Network Type # Image
size

Crop
size

#
crp

top-1
error

top-5
error

Additional
information

DenseNet 121 1 224–640 224 10 23.61 6.66 –

ResNeXt 50 1 256 224 1 22.60 – C × D = 4
× 24d

DenseNet 201 1 224–640 224 1 22.58 6.34 –

ResNeXt 50 1 256 224 1 22.30 – C × D = 8
× 14d

ResNeXt 50 1 256 224 1 22.20 – C × D =
32 × 4d

ResNet 152 1 – 224 1 22.16 6.16 ➀

DenseNet 264 1 224–640 224 1 22.15 6.12 –

ResNet 101 1 224–640 224 10 21.75 6.05 PS

ResNet 200 1 – 320 1 21.80 6.00 ➂

DenseNet 169 1 224–640 224 10 22.08 5.92 –

Inception BN-v1 1 >224 224 144 21.99 5.82 13.6 M

ResNeXt 101 1 256 224 1 21.70 – C × D = 2
× 40d

Inception v2 1 299 224 1 21.60 5.80 –

ResNet 152 1 224–640 224 10 21.43 5.71 PS

Inception v3 1 299 224 1 21.20 5.60 <25 M

ResNet 34 1 224–640 224 10 21.53 5.60 BOT

ResNeXt 101 1 256 224 1 21.40 – C × D = 4
× 24d

ResNeXt 101 1 256 224 1 21.30 – C × D = 8
× 14d

ResNeXt 101 1 256 224 1 21.20 5.60 44.3 M ➃,
C × D =
32 × 4d

ResNet 152 1 – 224 1 20.93 5.54 ➀

DenseNet 201 1 224–640 224 10 21.46 5.54 –

ResNet 152 1 – 320 1 21.30 5.50 ➂

ResNet pre-act 152 1 256–352 320 1 21.10 5.50 –

ResNeXt 101 1 256 224 1 20.70 5.50 C × D = 2
× 64d

DualPathNet DPN-92 1 – 224 1 20.70 5.40 37.8 M

ResNeXt 101 1 256 224 1 20.40 5.30 83.7 M ➃,
C × D = 4
× 64d

(continued)
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Table 1 (continued)

Network Type # Image
size

Crop
size

#
crp

top-1
error

top-5
error

Additional
information

DenseNet 264 1 224–640 224 10 20.80 5.29 –

ResNet 50 1 224–640 224 10 20.74 5.25 25.5 M ➁,
BOT

DualPathNet DPN-98 1 – 224 1 20.20 5.20 61.7 M

DualPathNet DPN-131 1 – 224 1 19.93 5.12 79.5 M

Inception-ResNet v2 1 – 224 1 20.05 5.05 ➀

Inception v4 1 299 224 1 20.00 5.00 –

Inception-ResNet v2 1 – 224 1 19.90 4.90 133 M ➀

ResNet 269 1 – 224 1 19.78 4.89 ➀

Inception BN-v1 6 >224 224 144 20.10 4.82 –

ResNet pre-act 200 1 256–352 320 1 20.10 4.80 –

ResNet 500 1 – 224 1 19.66 4.78 ➀

DualPathNet DPN-92 1 – 320 1 19.30 4.70 37.8 M

ResNet 101 1 224–640 224 10 19.87 4.60 BOT

ResNet 152 1 224–640 224 10 19.38 4.49 BOT

Inception v3 1 299 224 12 19.47 4.48 <25 M

ResNeXt 101 1 256 320 1 19.10 4.40 83.7 M ➃,
C × D = 4
× 64d

DualPathNet DPN-98 1 – 320 1 18.90 4.40 61.7 M

PolyNet – 1 299 224 1 18.71 4.25 92 M

DualPathNet DPN-131 1 – 320 1 18.62 4.23 79.5 M

Inception v3 1 299 224 144 18.77 4.20 <25 M

Inception v4 1 299 224 12 18.70 4.20 –

Inception-ResNet v2 1 – 224 12 18.70 4.10 133 M ➀

ResNet 152 1 – 224 10 18.50 3.97 ➀

Inception v4 1 299 224 144 17.70 3.80 –

Inception-ResNet v2 1 – 224 144 17.80 3.70 133 M ➀

ResNet 500 1 – 224 10 17.59 3.63 ➀

Inception v3 4 299 224 144 17.20 3.58 –

ResNet 269 1 – 224 10 17.54 3.55 ➀

PolyNet – 1 299 224 10 17.36 3.45 92 M

Inception v4 4 299 224 144 16.50 3.10 –

Inception-ResNet v2 4 – 224 144 16.50 3.10 133 M ➀
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In Table 1, network names are listed in the first column. Those are the names by
which the networks could be best recognized in the community. The second column
further specifies the particular type of the network. This is typically specified by
the number of layers or the network version number. The third column specifies
whether the result was achieved by an ensemble of networks (value > 1) or by a
single network (value = 1). The fourth column lists the sizes of the shorter side of
test images used during test time. In cases whenmultiple sizes were used, we provide
the interval ranges. The fifth column specifies the test image square crop size. The
number of test crops used per test image is in the sixth column. The seventh and
eight columns provide the actual top-1 and top-5 error rates, respectively. The last
column provides complementary information about the network, such as the number
of learnable parameters in millions (M), also with references in case this number was
estimated by other teams, additional information about the network architecture, or
a reference in cases when the results were reported by other teams by training the
network from scratch themselves. For ResNeXt networks, the architecture is denoted
in the following format: C×D, where ‘C’ is cardinality and ‘D’ is bottleneck width.

A few trends can be observed fromTable 1. Currently the best performing network
types in terms of raw classification accuracy seem to be very deep ResNet variants,
Inception networks and their combinations. These often use multi-crop evaluation
and an ensemble of networks at times. However, the improved accuracy comes at the
cost of fairly high number of parameters.

It is very hard to do a fair comparison of computational efficiencies of neural
network architectures. Ideally, the trained models should be compared on the same
accuracy metric (top-1 or top-5 error rate) and then the computational efficiency be
represented by the time the model needs to classify the same amount of test images
on the same hardware setup. This is impossible, because nearly each model has dif-
ferent accuracy, see Table 1, and every research group uses different hardware setup.
However, there are a fewways to approximately compare computational complexity.
They are based on the evaluation of the number of parameters or the number of all
multiplication and accumulate operations (in general, the number of floating-point
operations in millions, i.e., MFLOPS) with respect to the accuracy (top-1 or top-5
error rate). The lower number of parameters or floating-point operations indicate the
more computationally efficient model when the accuracies of models under compar-
ison are close. This is only an approximate evaluation because the complexity of the
internal model dataflow can significantly influence the real computational duration.
Very symmetric models with large layers, e.g., VGG, are computed faster in com-
parison to highly asymmetric models with large number of layers, e.g., Inception
family, even if the numbers of parameters are similar. The difficulty of improving
accuracy is monotonically rising with the accuracy value. Therefore, a model with
higher accuracy and lower parameter count (or lower MFLOPS) can be evaluated as
being more computationally efficient. Based on this, we can see from Table 1 that
the DualPath models and models from Inception family are computationally more
efficient.
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5 Computational Complexity Reducing Techniques
of Modern Neural Networks

Modern neural network architectures described in the previous section have been
designed to reach high precision and to push the state-of-the-art further. The disad-
vantage is a high computational cost which is too high formost practical applications.
Many applications are limited by available computational resources, e.g., mobile
applications, limited by maximal latency, e.g., control industrial applications, or
both, e.g., autonomous driving.

There are several ways to improve the computational efficiency of neural net-
works. The first is modifying the neural network structure. The second is reducing
the precision ofweights, activations or both. The third ismodifying the computational
hardware to be more optimized for neural networks.

5.1 Reducing the Depth and Width of Neural Networks

Reducing the depth and width of neural networks are the standard techniques used
to reduce the number of parameters and therefore the computational complexity.
Reducing the number of filters within a layer is more efficient because the number of
parameters is growingwith quadratic dependency on the linearly increased number of
filters. Reducing the number of layers lowers parameters linearly. These techniques
have a limitation because the reduced network loses some of its accuracy and a very
thin network may not have enough capacity to reach the required performance.

There are many reduced networks that are successfully applied in many applica-
tions, e.g., ResNet-18, ResNet-36, ResNet-50.

5.2 Reducing the Resolution of the Input

Reducing the input resolution keeps the parameters the same but it has a very strong
effect on the computational complexity which is directly affected by the number
of pixels. This technique has a limitation because it affects the accuracy and some
architectures may have internal limits, e.g., FC layers may have to be modified. The
best suited architectures are fully convolutional neural networks [52], because they
produce output resolutionmaps directly proportional to the input resolution andwork
with different input resolutions without any modification.
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5.3 More Efficient Building Blocks of Neural Networks

Usingmore efficient building blocks reduces the number of parameterswhile keeping
network capacity the same. Great examples are the bottleneck styled blocks [24],
blocks with grouped convolutions [83], PolyInception modules [86] or DPN blocks
[8].

5.4 Separable Convolution

Using separable convolutions also known as spatially separable convolutions is
another way to reduce the number of parameters while keeping network capacity
the same. Using a sequence of 3 × 3 convolutions instead of a convolution with a
larger receptive field is more efficient [73]. Similarly, using a sequence of 2 one-
dimensional convolutions with the second rotated by 90° is more efficient than a
two-dimensional convolution [78].

5.5 Depth-Wise Separable Convolution

Depth-wise separable convolution presented in [9] is a more general version of sep-
arable convolutions where the depth-wise convolution is followed by a point-wise
convolution. The depth-wise convolution is a spatial convolution performed indepen-
dently over each input channel which is very computationally efficient, see Fig. 18.
The point-wise convolution, known from the bottleneck structure [24], projects the

Fig. 18 Point-wise convolution and depth-wise convolution shown on the extreme version of Incep-
tion module [9]. The depth-wise separable convolution differs only in the execution order where
the point-wise convolutions follows the depth-wise convolution
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channels’ outputs of the depth-wise convolution onto new channel space. The point-
wise convolution is more computationally intensive in comparison to depth-wise
convolution due to a high number of channels in later layers. The depth-wise sepa-
rable convolution is 1/N + 1/D2

K times less computationally intensive in comparison
to the standard DK × DK convolution with N output channels. The standard 3 × 3
convolution is between 8 and 9 times more computationally expensive. Using depth-
wise separable convolution leads to a much more efficient neural network. The real
parameter reduction is about 4 times because modern networks use many 1 × 1
convolutions in bottleneck structures.

The depth-wise separable convolutions slightly reduce the overall precision [30]
when the layerwidth is kept the same. The reduced parameters can be used to increase
the layer width which increases the capacity and overall performance [9].

5.6 Pruning

Pruning is a technique used to reduce the number of parameters by discarding param-
eters with the least impact on the overall precision [27]. The parameters with values
close to zero are thrown away. This results in a sparse matrix of parameters. The
actually achieved computational reduction is much less than theoretical because the
most of computational hardware is optimized for an efficient computation of dense
matrices with very limited support for sparse matrices.

Pruning alone reduces the output accuracy. Most of neural networks have many
parameters and the capacity to successfully perform the task even after significant
pruning. To recover the lost accuracy, a neural network has to be retrained with the
remaining parameters [20].

Themost efficient pruning is done within many iterations where the small pruning
is followed by weight retraining. The iterative process limits the damage caused by
reducing the parameters. Retraining recovers the lost accuracy more easily when
the loss is small. Many small iterations can discover minimal number of parameters
without the loss of accuracy. Iterative pruning is from 5 to 9 times more efficient
without the loss of accuracy in comparison to one-step aggressive pruning [20].
The most important parameters for keeping are found by greedy search during each
iteration.

5.7 Compression of Parameters

The compression of parameters is a technique used to reduce thememory space taken
up by learned weights. Any data compression scheme can be used, e.g., Huffman
coding. It is usually used after pruning. Pruning creates sparse matrices with a lot of
zero values which take up the same amount of space as non-zero parameters. The
compression of parameters primarily minimizes the space taken by zero values.
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More efficient compression techniques optimize also the non-zero parameters
by introducing a parameter sharing scheme. Weights with very close values are
substituted by one common value placed within a lookup table and the encoded
position within the lookup table is used as a substituting index for the original values
[21]. Substituting indexes are encoded byHuffman coding into few bits which results
in large memory savings. The number of different valued parameters is significantly
reduced whichmakes it possible to design an efficient scheme that uses lookup tables
to compute only non-zero parameters and skips the rest. The result is an efficient
but highly complex computation scheme. To use it without the loss of accuracy,
retraining is necessary to compensate for the reduced number of parameters’ values.
The best results are produced by many iterations with small steps [21].

5.8 Reduced Floating-Point Precision

The state-of-the-art neural networks use 32 bit floating-point precision known as
single precision for storing the weights and also for all necessary computations.
This leads to best results. Modern neural networks have many parameters which
makes them flexible to reduced precision schemes. The key idea is to retrain a neu-
ral network with reduced parameters which recovers the most of lost accuracy. If
only the weights are transformed into lower floating-point precision, the memory
requirements are reduced but computational complexity remains the same. Modern
professional GPUs have support for 16 bit floating-point precision known as half-
precisionwith quadrupled efficiency in comparison to single precision. Transforming
all weights into half precision and using half precision in all computations leads to 4
times improved computational speed on the same hardware. It is achieved only with
the full support for half-precision operations. Some modern GPUs have limited sup-
port for half precision meaning that the half precision operations will be computed
at the same or even slower rate in comparison to single precision operations, e.g.,
some desktop or mobile GPUs.

Google introduced tensor precisionwhich also uses 16 bits to encode the values but
uses the same 8-bit exponent encoding as single precision and therefore it uses only
a 7-bit wide mantissa encoding in comparison to a 10-bit wide mantissa encoding of
half precision. Tensor precision is used in Google’s Tensor Processing Units (TPUs)
hardware accelerators of neural network computing.

5.9 Quantification of Weights into Integer or Binary Values

Significant memory saving and computation complexity reduction can be achieved
by using a more aggressive quantization scheme for neural network weights. Any
quantization scheme, e.g., uniform [34, 89] or logarithmic [58], can be used.Memory
saving is straightforward, the weights just occupy less memory. The computational
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complexity reduction becomes significant with shorter bit-widths where themultipli-
cations are transformed into series of additions and shifts. The shift with a floating-
point value is represented by increasing or decreasing the exponent. The extreme
quantization into a single bit omits the multiplication altogether. Binary weights are
usually using {–1, 1} values [63, 85]. Any quantization leads to accuracy loss. How-
ever, retraining of weights after quantization can recover almost all lost accuracy
even when the weights are represented by very few bits [85]. The incremental quan-
tization scheme has better results [89]. Training with quantized weights is not trivial
because the quantization function is often non-differentiable and gradients have to
be approximated.

The full potential of only weights quantization into integers can be utilized in
custom designed hardware, e.g., FPGA. Modern professional GPUs have support
for efficient integer multiplications.

5.10 Quantification of Both Weights and Activations
into Integer or Binary Values

Quantization of activations requires the quantization scheme to be embedded within
the neural network because it has to work on-line with any input data. The quantiza-
tion of activations degrades the accuracymore intensely than theweights quantization
because the approximation of input distribution is much more difficult. Therefore,
the quantization of activations is done together with the weights quantization. This
leads to very high memory savings and computational complexity reduction. Usu-
ally, the quantization of activations is done after the first layer where there is enough
information transformed into multiple channels which limits the accuracy loss. The
extreme quantization into binary values of both activations and weights transforms
all mathematical operations within a layer into a combination of an exclusive-not-
or known as xnor and 1’s counter within a string known as popcounting or popcnt
[63]. It offers 58 times computational speed-up on CPUs and an option of CPU-only
inference. The cost is a significant accuracy reduction.

When the quantizations of both the activations and weights are learned jointly
with a neural network, the accuracy loss is much smaller [85]. The proposed method
allows arbitrary bit-precision of activations and weights and is easy to train. Another
method to reach high precision results with both the binary activations and weights
is proposed in [91]. The authors proposed a novel network decomposition scheme
called Group-Net where the network is divided into full precision groups and each
group is approximated by a set of homogeneous binary branches. The effective
connections between groups are learned to improve representational capability. The
trade-off between the overall accuracy and computation complexity is controlled by
the number of binary branches called bases. Group-Nets with 5 bases reached very
high accuracy close to full precision models.
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Fig. 19 Simplified diagram of the Volta SM architecture. The NVIDIA Tesla V100 uses 80 SMs
[56]

5.11 More Efficient Computational Hardware

The progress of modern computational devices is fast and it slowly converges with
the neural network requirements. Modern GPUs include tensor cores for efficient
computations of neural networks [56]with varying precision, seeFig. 19.Newmobile
processors such as Apple’s A11 Bionic and A12 Bionic and Huawei’s Kirin 970 and
Kirin 980 include neural processing units. Many small processors have an embedded
GPU that can be used to accelerate neural network computations.

5.12 Custom Hardware Design

Custom hardware design is the best way to maximize the computational efficiency of
neural network inference [22]. The best platform is Field Programmable Gate Array
(FPGA) due to its inherent ability to repeatedly modify its own internal structure. It
can simply be used to accelerate different neural networks after reprogramming. The
disadvantage is the necessity to have knowledge to design computational structures
in hardware.
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6 Neural Networks for Mobile Devices and IoT

This section depicts fewmodern neural network architectures oriented specifically for
mobile and IoT applications. The selected architectures significantly pushed state-
of-the-art in their application domain. The internal structure and advantages are
described in more detail. Some interesting results are also pointed out.

6.1 SqueezeNet

The SqueezeNet neural network is introduced by Iandola et al. [37]. It is an AlexNet-
level accuracy network with 50× fewer parameters and the model size of 0.48 MB.
The original AlexNet has 80.3% top-5 ImageNet accuracy and the model size of
210MB. SqueezeNet represents a 510 times model size reduction. This very impres-
sive reduction is achieved by combining several techniques described in the previous
section.

The network reduces the number of 3 × 3 convolutions where some are reduced
into 1 × 1 convolutions. Some 3 × 3 convolutions are transformed into a sequence
of 1 × 1 and a mix of 1 × 1 and 3 × 3 convolutions. The first reduces the number
of input channels so the second mixed layer has less parameters. The network is
downsampled later which keeps information mainly in feature maps and allows for
less wide layers with less parameters. The authors call this sequence a fire module,
see Figs. 20 and 21. This results in a deeper less wide neural network with more
efficient building blocks.

Pruning reduced some layer interconnections. Mostly, the interconnections of 3×
3 convolutions are reduced. This results in 4.8MBmodel size and 50 times parameter
reduction while still using single precision.

The parameters are quantized into 6 bits using deep compression [21] which
combines repeated quantization with retraining, Huffman coding and lookup tables.

Fig. 20 Fire module
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Fig. 21 Residual fire
module
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This results in a 510 timesmodel size reductionwhile keeping 80.3% top-5 ImageNet
accuracy.

6.2 MobileNet

MobileNet neural network is introduced by Howard et al. [30]. It is oriented for
mobile applications. It uses depth-wise separable convolutions [9] which reduces
the number of parameters multiple times while the ImageNet accuracy drop is only
1% in comparison to the standard convolution, see Fig. 22. The network is also thinner
and uses reduced input resolution. This results in a network with about 4% better
accuracy in comparison to AlexNet while it is also 45 times smaller in model size and
9.4 times less computationally intensive. Using different multiplier to the number
of filters within layers and different input resolution, many variations of MobileNet
are created. The variations differ in the accuracy, model size and computational
complexity.

Improved MobileNet-v2 is introduced by Sandler et al. [72]. It uses inverted
residual blocks which reduce the number of parameters by connecting thinner layers
as opposed to connecting expanded layers, see Fig. 23. This directly impacts the

Fig. 22 MobileNet block.
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Fig. 23 Inverted residual
block. The vertically hatched
texture indicates depth-wise
separable convolutions and
the diagonally hatched
texture indicates layers with
no non-linearities
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width of point-wise convolutions in the bottleneck residual block. These thinner lay-
ers do not use any non-linearity which improves the overall accuracy and training
speed. The inverted bottleneck residual block starts by a point-wise expanding con-
volution followed by a depth-wise separable convolution and ending with a linear
point-wise convolution. The expanding layer uses higher-dimensional embedding
before the point-wise convolution which limits the information loss and motivates
to create new filters. The resulting neural network has lower number of parameters
and computational complexity while keeping the accuracy the same as the original.

6.3 ShuffleNet

ShuffleNet neural network is introduced by Zhang et al. [87]. It is oriented for mobile
and IoT applications. ShuffleNet improves MobileNet [30] and specifically targets
applications with very strict computational requirements, i.e., under 150 MFLOPs.

MobileNet reduces the number of parameters by depth-wise separable convolu-
tions. However, the point-wise convolutions are not optimized and they consume a
lot of parameters. ShuffleNet introduces point-wise group convolutions to reduce the
complexity of point-wise convolutions, see Fig. 24. The simple division of channels
within all 1× 1 convolutions into several groups leads to communication only within
a group which limits data flow between the groups and results in weak feature rep-
resentations. To remedy this, ShuffleNet introduces a shuffle layer which changes
the order of all channels within a layer so the channel group in the next layer is

Fig. 24 ShuffleNet residual
block. The horizontally
hatched texture indicates
grouped convolutions and
the vertically hatched texture
indicates depth-wise
separable convolutions
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interconnected with some channels from all channel groups from the previous layer.
A shuffle layer is placed before all grouped convolutions. The result is a greatly
improved data flow between channels.

Point-wise group convolutions significantly reduce the number of parameters
while the capacity is kept approximately the same which is important for representa-
tional power of neural networks. Overly thin neural networks rapidly lose the ability
to represent complex characteristics which is in turn mirrored in the fast accuracy
drop. ShuffleNet is able to produce good accuracy in the 10–150MFLOPs complexity
range where it significantly outperforms MobileNets.

ShuffleNet is computationally efficient because the cuda-convnet CNN library
[42] supports the random sparse convolution layer which is equivalent to the random
channel shuffle followed by a group convolutional layer. Due to low computational
complexity, ShuffleNet can be run on smallARMbased processorswith an acceptable
frame-rate and can be utilized for mobile and IoT applications.

6.4 LQ-Nets

LQ-Nets are neural networks with quantized weights and activations with novel
learnable quantizers proposed by Zhang et al. [85]. Many quantization schemes are
using uniform [34, 89] or logarithmic quantizers [58] which are not optimal for all
neural network layers. The distributions ofweights and activations differ a lotwithin a
neural network [85] and using optimal quantizers for each layer activations and filters
leads to much better accuracy. The key is to minimize the quantization errors. This is
accomplished by jointly training the network and quantizers together which allows
to find optimal quantization levels and recover some of the accuracy lost due to the
quantization by retraining theweights. The effect ismagnified by the iterative process
of learning. The neural networkweights are learned by the standard back-propagation
and the quantizers are learned by the new proposed algorithm called Quantization
Error Minimization (QEM) in the forward pass. Using many quantizers for layers
and filters introduces extra parameters, but their number is negligible compared to
the large volume of network weights. The QEM algorithm is universal and can be
used for any neural network. It is designed to maximize computational efficiency
benefits of bitwise operations xnor and popcnt. The numbers of bits for the weights
and activations are set separately and can be chosen by a user arbitrarily.

LQ-Nets quantized by the QEM algorithm significantly improve state-of-the-art
neural networks with limited precision weights and activations. They have signifi-
cantly higher accuracy when compared with the other quantization schemes using
the same number of bits. There is only 1–2% absolute accuracy drop in comparison
to the single precision neural network counterparts when 3 or 4 bits are used for the
quantization of both weights and activations.
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6.5 GroupNet

GroupNet is introduced by Zhuang et al. [91]. It is a binary neural network with
binary weights and activations that approximates the single precision by multiple
binary branches organized into groups. The direct binarization leads to high error
from quantization. The lower error is produced by layer-wise binary decomposition
where each single precision convolution is decomposed into a linear combination of
homogeneous binary bases represented by a group of binary branches. This layer-
wise decompositionmay still incur severe quantization errors and bring large gradient
deviation due to the aggregation of multiple branches after each layer. The authors
introduced a flexible decomposition strategy called group-wise binary decomposi-
tion. A group represents a whole part of the original neural network. The number of
groups is set at the beginning. The original neural network is divided into that many
groups where each group should be at least one residual block long. These groups
are decomposed into a linear combination of binary branches with the same structure
as the part of the original network, see Fig. 25.

There is a high number of possibilities how to divide and decompose a network
optimally. The authors solved this by proposing a strategy that allows to learn the
network internal decomposition dynamically. They introduced a fusion gate as a
soft connection with learnable parameters between adjacent blocks, see Fig. 26. Its
function can be described as gated adderwhich learns to better utilize binary branches
or their aggregation into a better result for the next block. The effective connections
between blocks are learned to improve representational capability. The trade-off
between the overall accuracy and computational complexity is controlled by the
number of binary branches called bases. GroupNets with a shortcut bypassing every
binary convolution and 5 bases reached very high accuracy close to full precision
models. They can be computed efficiently even on CPUs and are oriented for mobile
or IoT applications.
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Fig. 25 Group-wise binary decomposition. A whole group composed of several blocks is
decomposed into binary branches. B(•) represents a binarized convolution
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Fig. 26 Fusion strategy represented by a fusion gate marked by a dashed line

7 Classification Accuracy of Neural Networks for Mobile
and IoT

To compare the quality of networks suited for mobile devices and IoT applications,
we follow the same procedure as with modern networks in section Architectures
of modern neural networks. Table 2 summarizes the error rates (in %) achieved by
various networks described in the previous section on the ImageNet validation dataset
for the image classification task.

More precisely, we report error rates for SqueezeNet [37], MobileNet v1 [30],
MobileNet v2 [72], ShuffleNet [87], LQ-Net [85] and GroupNet [91]. The results
are sorted by the top-1 error rate in a descending manner (less rate is better).

Table 2 was constructed in a similar fashion as Table 1, listing the names, types,
and top-1 and top-5 error rates. In case of LQ-Nets and Group-Nets, the type column
specifies the base network to which the proposed principles were applied. In the last
column, we provide complementary information, including the number of learnable
parameters in millions (M), complexity in terms of millions of floating-point oper-
ations (MFLOPs) and further network architecture details, such as the number of
groups for ShuffleNets (denoted as g), the bit-widths of weights and activations for
LQ-Nets and Group-Nets (denoted as w/a, where ‘w’ is weight bit-width and ‘a’ is
activation bit-width), and the number of bases for Group-Nets (denoted as b).

A few conclusions can be drawn from Table 2. Clearly, in terms of raw classifi-
cation accuracy, these types of networks lag behind larger models (see Table 1) by
few percent, but still offer fairly high classification power. However, these networks
have an advantage of much smaller parameter counts. Among the best performing
networks, one can find a varying range of network architectures, currently mainly
dominated by LQ-Nets with ResNet-50 as a base network and also some variants of
Group-Nets with again ResNet-50 as a base network, a special variant of ShuffleNet
with squeeze and excitation blocks and some MobileNet v2 variants. This further
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Table 2 ImageNet validation error rates for various neural networks for mobile and IoT
applications. SE: squeeze & excitation; GBD: group-wise binary decomposition; g: number
of groups; b: number of bases; w: weight bit-width; a: activation bit-width

Network Type top-1
error

top-5
error

Additional information

ShuffleNet 0.25x 55.00 – 13 MFLOPs, g = 3

ShuffleNet 0.25x 54.20 – 13 MFLOPs, g = 4

ShuffleNet 0.25x 52.70 – 13 MFLOPs, g = 8

MobileNet v1 0.25 MNet-224 49.40 – 0.5 M, 41 MFLOPs

Group-Net ResNet-18 44.40 21.40 b = 1

LQ-Net AlexNet 44.30 21.20 w/a = 1/2

ShuffleNet 0.5x 43.20 – 38 MFLOPs, g = 3

Group-Net AlexNet 42.70 19.90 GBD v1, w/a = 1/2

LQ-Net AlexNet 42.60 19.90 w/a = 2/2

SqueezeNet 32 bit 42.50 19.70 1.25 M, 833 MFLOPs

SqueezeNet 8 bit 42.50 19.70 0.165 M, 833 MFLOPs

SqueezeNet 6 bit 42.50 19.70 0.118 M, 833 MFLOPs

ShuffleNet 0.5x 42.30 – 38 MFLOPs, g = 8

Group-Net AlexNet 42.20 19.10 w/a = 1/2

ShuffleNet 0.5x 41.60 – 38 MFLOPs, g = 4

SqueezeNet – 41.20 18.00 complex bypass

Group-Net ResNet-18 40.80 17.70 b = 5, GBD v3

MobileNet v1 0.5 MNet-160 39.80 – 1.32 M

SqueezeNet – 39.60 17.50 simple bypass

LQ-Net AlexNet 39.50 17.30 w/a = 2/32

Group-Net ResNet-18 38.50 16.80 b = 1, w/a = 1/4

Group-Net ResNet-18 37.80 15.90 b = 5, GBD v2

Group-Net ResNet-18 37.50 15.80 b = 3

LQ-Net ResNet-18 37.40 15.70 w/a = 1/2

Group-Net ResNet-18 37.00 15.20 b = 5, GBD v1

MobileNet v1 0.5 MNet-224 36.30 – 1.3 M, 149 MFLOPs

Group-Net ResNet-18 35.80 14.40 b = 4

MobileNet v1 1.0 MNet-128 35.60 – 4.2 M

Group-Net ResNet-18 35.50 15.00 b = 5, GBD v3, w/a = 1/4

Group-Net ResNet-18 35.20 14.30 b = 5

LQ-Net ResNet-18 35.10 14.10 w/a = 2/2

MobileNet v1 Shallow MNet 34.70 – 2.9 M

LQ-Net GoogleNet 34.40 13.60 w/a = 1/2

(continued)
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Table 2 (continued)

Network Type top-1
error

top-5
error

Additional information

Group-Net ResNet-18 33.70 13.40 b = 4, shortcut bypass

LQ-Net ResNet-34 33.40 13.10 w/a = 1/2

Group-Net ResNet-18 33.00 12.50 b = 5, shortcut bypass

LQ-Net VGG 32.90 12.40 w/a = 1/2

MobileNet v1 1.0 MNet-160 32.80 – 4.2 M

ShuffleNet 1x 32.80 – 140 MFLOPs, g = 4

ShuffleNet 1x 32.60 – 140 MFLOPs, g = 3

Group-Net ResNet-18 32.50 12.00 b = 8

ShuffleNet 1x 32.40 – 140 MFLOPs, g = 8

LQ-Net ResNet-18 32.00 12.00 w/a = 2/32

LQ-Net ResNet-18 31.80 12.10 w/a = 3/3

LQ-Net GoogleNet 31.80 11.90 w/a = 2/2

Group-Net ResNet-18 31.70 12.10 b = 5, GBD v2, w/a = 1/4

MobileNet v1 0.75 MNet-224 31.60 – 2.6 M, 325 MFLOPs

Group-Net ResNet-34 31.50 12.00 b = 5

Group-Net ResNet-18 31.50 11.30 b = 3, w/a = 1/4

LQ-Net ResNet-50 31.30 11.60 w/a = 1/2

LQ-Net VGG 31.20 11.40 w/a = 2/2

MobileNet v1 1.0 MNet-192 30.90 – 4.2 M

Group-Net ResNet-18 30.80 11.50 b = 5, GBD v1, w/a = 1/4

LQ-Net ResNet-18 30.70 11.20 w/a = 3/32

LQ-Net ResNet-18 30.70 11.20 w/a = 4/4

Group-Net ResNet-50 30.50 10.80 b = 5

LQ-Net DenseNet-121 30.40 10.90 w/a = 2/2

Group-Net ResNet-18 30.40 11.00 b = 5, w/a = 1/2

LQ-Net ResNet-34 30.20 10.90 w/a = 2/2

LQ-Net ResNet-18 30.00 10.90 w/a = 4/32

Group-Net ResNet-18 29.90 10.50 b = 5, w/a = 1/4

Group-Net ResNet-18 29.60 10.20 b = 5, w/a = 1/32

Group-Net ResNet-18 29.50 10.70 b = 5, shortcut bypass

MobileNet v1 1.0 MNet-224 29.40 – 4.2 M, 569 MFLOPs

ShuffleNet 1.5x 28.50 – 292 MFLOPs, g = 3

LQ-Net ResNet-50 28.50 9.70 w/a = 2/2

(continued)
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Table 2 (continued)

Network Type top-1
error

top-5
error

Additional information

MobileNet v1 Conv MNet 28.30 – 29.3 M

Group-Net ResNet-34 28.20 9.60 b = 8

LQ-Net ResNet-34 28.10 9.80 w/a = 3/3

MobileNet v2 – 28.00 – 3.4 M

Group-Net ResNet-50 27.20 9.50 b = 8

ShuffleNet 2x 26.30 – 524 MFLOPs, g = 3

LQ-Net ResNet-50 25.80 8.40 w/a = 3/3

Group-Net ResNet-50 25.50 8.50 b = 5, w/a = 1/2

MobileNet v2 1.4 25.30 – 6.9 M

LQ-Net ResNet-50 24.90 7.70 w/a = 2/32

LQ-Net ResNet-50 24.90 7.60 w/a = 4/4

ShuffleNet 2x (with SE) 24.70 – 527 MFLOPs, g = 3

Group-Net ResNet-50 24.00 7.30 b = 5, w/a = 1/4

LQ-Net ResNet-50 23.60 6.90 w/a = 4/32

proves that the bit-width reduction of weights and activations in well-established
networks such as ResNets, is a promising research direction.

The computational efficiency of mobile and IoT neural network architectures can
be compared by using the same evaluation techniques as presented in section Clas-
sification accuracy of modern neural networks described after Table 1. Based on
those evaluation techniques, we can see that ShuffleNet is a much more computa-
tionally efficient architecture in comparison to MobileNet v1. We can see this in
the 140 MFLOPs range where ShuffleNet with 140 MFLOPs reaches 32.40% top-
1 error rate and MobileNet v1 with 149 MFLOPS reaches only 36.2% top-1 error
rate. It is also valid in the 300 MFLOP range where ShuffleNet with 292 MFLOPs
reaches 28.5% top-1 error rate while MobileNet v1 with slightly worse top-1 error
rate 29.4% requires 569 MFLOPs. MobileNet v2 models are much more computa-
tionally efficient in comparison to MobileNet v1. We can see that MobileNet v2 with
3.4 million parameters reaches 28% top-1 error rate while MobileNet v1 with 4.2
million parameters reaches only 29.4% top-1 error rate. Data in Table 2 suggest that
the difference in a computational efficiency between ShuffleNet andMobileNet v2 is
small and which of them is better may be dependent on the application and targeted
computational device.

The quantized and binaryzed models including LQ-Nets and Group-Nets can be
compared with floating-point models including ShuffleNets and MobileNets v2 on
the same computational device only. Binaryzed models have the theoretical potential
to accelerate the computation 64 times on CPUs; however, the true acceleration
value is much smaller. Floating-point models can further reduce this advantage by
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using efficient GPUs or neural processing cores with combination of 16bit floating-
point inference or inference using quantized weights. Both of these inferences are
supported and efficiently accelerated by modern GPUs.

8 Conclusion

The chapter describedmodern neural network designs and discussed their advantages
and disadvantages. Many modern techniques used to design more efficient neural
networks were described in detail. By using these techniques, it is possible to create
extremely efficient neural networks for mobile or even IoT applications by designing
them from scratch or simply by modifying existing state-of-the-art models. Such
models will make the applications very intelligent which opens a way for very smart
sensors.

The designers of computational hardware are aware of neural network popularity
and their massive potential. They are working on much more efficient computational
cores for the acceleration of neutral network computing. Some results of their efforts
can already be seen in modern computational devices including GPUs, mobile pro-
cessors and special computational boards for autonomous driving and drones. This
trend will continue and we will see much more highly efficient devices for neural
networks in the future.

Designers of the upcoming neural network designs can focusmore on highly com-
putationally efficient neural network architectures instead of bending neural network
designs for the current computational devices. History has many similar examples.
The current computational devices always use highly optimized computational cores
for decoding audio, video or encrypted data because it is muchmore energy efficient.
To calculate it on a general computational core would waste power, generate more
heat and limit battery life. This is exactly why there is no doubt we will see many
more highly efficient computational devices for neural networks emerging in the
future for all kinds of power, size or weight specifications.

Future research will continue to focus on the design of more efficient neural
network architectures. MobileNets and ShuffleNets are early examples of neural
networks specially designed for the very limited computational budget. Many state-
of-the-art architectures are far fromoptimal. They have high capacity, i.e., the amount
of all learnable weights, a large portion of which is used to overfit the training set.
It can be seen in the high difference between accuracy on the testing and training
sets. Few of the solutions how to improve it include the more efficient architectures,
larger and more diverse training sets and better regularization techniques.

Another research area with high potential includes efficient quantization tech-
niques and neural networks with low bit-width computations. Binaryzed neural net-
works have small memory requirements and also small requirements of computa-
tional resources and they can be potentially computed on ARM processing cores
without any GPU. IoT applications can benefit from them greatly.
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This chapter entirely focused on the feedforward neural network architectures.
However, combining thebenefits of the feedforward architectureswith the advantages
of recurrent architectures that utilize feedback connections can lead to novel neural
network architectures and new design techniques that can push the state-of-the-art
further.
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