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Motivation

Context

21st century datacenters (DC) are mostly heterogeneous [8] and modern computational
needs of AI drive managers to diversify datacenters even more [1]. In result datacenters
become extremely complex and hard to operate with millions of CPU’s, GPU’s etc.

Figure 1.1: Society depends on datacenters to keep running, and therefore we cannot afford to let these systems break down or
experience significant performance-related issues. With millions of servers in the largest datacenters, real-time management
becomes very difficult. Left to right: a Google datacenter, server racks, Ada Lovelace AD102 GPU architecture.
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Problem Statement

DCDT’s lack predictive analytics

We need Datacenter Digital Twins (DCDT) to be better able to detect and solve issues
in critical ICT infrastructure [1]. However, DCDT’s are still actively developed and lack
crucial features such as predictive analytics [9] to e.g., prevent unexpected failures.
With predictive analysis (e.g., simulation) DCDT’s could save millions of lost $USD [11].
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Figure 1.2: Where does our work fit within the field of datacenter digital twinning? There are 5 core elements to any Digital Twin:
A The Digital → Physical Twin link, B the Physical Twin (e.g., the datacenter), C the Physical → Digital Twin link, D the
Digital Twin, E the features necessary to any Digital Twin. Ë Highlighted areas are the contributions from this thesis, which
include the autonomous actions resulting from predictive insights A and the predictive analysis itself within E .
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Research Questions

Main Research Question

How to enable predictive analytics for datacenters through digital twinning?

Research Question 1

How to asses the current state-of-the-art of digital twinning for datacenters?

Research Question 2

How to design a reference architecture for a predictive datacenter digital twin using
discrete-event simulation?

Research Question 3

How to evaluate and validate a datacenter digital twin architecture in relation to system
requirements?
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RQ1: Literature Review I

Results

The literature on DCDTs is scarce. Some systems barely classify as DTs (e.g., Kali-
bre [13], ChatTwin [7]). Existing deployments specialize in Cooling and Heat Modelling,
together with 3D visualizations. Most lack crucial predictive DC behaviour modelling.

Project Simulation Technique Focus Stakeholders Modelling Capability

ExaDigiT [2] CFD/HT, AI/ML
Energy Loss
Prediction,

Heat Modelling
HPC Engineers and Operators 3D⋆ , CH✽ , VP⋆, PE✽ , RA, SE⧧

SmartDC [14] CFD/HT, BIM, AI/ML Heat Modelling ,

PUE optimization
Cloud Datacenter Engineers CH⧧ , PE, 3D⋆

DyTwin [10] Gaussian Process Re-
gression, AI/ML Anomaly Detection Cloud Datacenter Operators A⋆, FD, VP⋆, SE⧧

ChatTwin [7] ? Digital Twin
Definition Language Cloud Datacenter Engineers 3D⋆

Reducio [3] POD, Gaussian
Process Modelling (ML) Heat Modelling

Edge and Hyper-scale Datacenter Op-
erators CH✽, 3D⋆ , SE

NetGraph [5] Graphs Network Management Cloud Datacenter Operators VP⋆, RA⋆, N⋆, SE⧧

Kalibre [13] CFD/HT, ML Heat Modelling Cloud Datacenter Engineers CH✽, 3D⋆

Table 1.1: Comparison of selected datacenter digital twins. Modelling capability: 3D = Visualizations; CH = Cooling/Heat, PE =
Power/Energy Consumption, A = Anomaly Detection, N = Network Modelling, SE = Scenario Exploration, VP = Virtual
Prototyping, FD = Federation, RA = Resource Allocation; Data Analytics: ✽ = Predictive Analysis; ⋆ = Descriptive Analysis, ⧧ =
Prescriptive Analysis.
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RQ1: Literature Review II

A holistic DCDT system model

We propose a generic model of datacenter digital twinning that can be mapped to each
system from Table 1.1. To answer RQ2, we design a ref. arch. for Operations Model.
We introduce the Digital Thread: a bridge between software and reality.
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Figure 1.3: To answer RQ1 we designed a generic datacenter digital twin system model based on a comprehensive literature
review and findings from Table 1.1. The Infrastructure Model simulates the structure of the DC and the Operations model
simulates the behaviour of the DC. 6 / 11



RQ2: Reference Architecture

Use cases
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Figure 1.4: The predictive datacenter digital twin refer-
ence architecture.
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RQ3: Experimental Setup

Setup Recipe

Step 1. Ensure Redis and PostgreSQL
servers are up and alive.

Step 2. Run a Confluent Kafka setup:
Kafka Connect, Schema Registry and
a Kafka server.

Step 3. Start the Python HTTP Server,
and the Python Redis Monitor.

Step 4. Run the (modified) OpenDC
(physical twin) with example experi-
ment.

Step 5. Sunfish will automatically start
a second OpenDC instance, and start
the data analysis.
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Figure 1.5: We can’t just go and test digital twins on large
systems as large systems often aren’t at hand. Answering
RQ3 we provide a novel way to evaluate datacenter digital
twins through discrete-event simulation instead.
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RQ3: Experimental Results I

Failure Detection: Main Finding I

On average, Sunfish can detect 14.5% of unexpected failures in the physical twin. We
show, that digital twinning can be used for failure detection.
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Figure 1.5: Experiment 1 Setup: The Digital Twin es-
timates the failures based on the Normal Distribution
N~(𝜇,𝜎) with 𝜇 = 1.5 and 𝜎 = 0.5. “Real” OpenDC fail-
ures come from a WhatsApp user reports.
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RQ3: Experimental Results II

Scheduling Optimization: Main Finding II

Here explain what did you find.
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Key Takeaways

What is the societal context?

What problem did we solve?

How did we solve this problem?

What did we find?

What do we see in future work?
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Extra Slides: Societal Impact

Why is this research important today?

Over 3 million jobs in the Netherlands directly depend on cloud services, which are
hosted in datacenters [6]. Already the rapid expansion of datacenters has increased
the presence of service failures across all cloud services [11]. We need to act now.

CompSys NL Manifesto - v.2.4, May 2022

1. Manageability: How to tame the ever-growing complexity, and related human error, in
massive computer systems and networks?

2. Responsibility: How to realize responsible computer infrastructure – analogous to the
concept of responsible AI – whose operation we can rely on (from privacy, ethical, security,
performance, availability, and durability perspectives)?

3. Sustainability: How to reduce and make the most from the energy footprint of (increasing
levels of) computing?

4. Usability: How to work, within the context of Europe’s digitalization ambitions, with the
critical sectors for the Dutch society, such as industry, healthcare, and governance, to make
computer systems usable and accessible by all? How to enable AI and quantum computing?

Addressing these challenges requires an innovative, multi-year vision and approach...

… through a groundbreaking, holistic, and collective technology roadmap
The Netherlands is well-positioned to be a big player in CompSys, a consequence of its rich legacy in
communications and networking, and of its current community of CompSys researchers. Because we
are at the end of Moore’s Law, and because our society has just started deep digitalization, the time is
ripe for groundbreaking advances in all layers of computer systems and networking, see Figure 1.
Because advances in computer systems are inextricably linked, it is imperative the community takes a
holistic view of computer systems and networks. These fundamental topics require further, equally
fundamental advances in how we do science in the field, and demand collective thinking and action.

… through renewed education, truly accessible for all
As a major contribution to the Dutch society, we need a concerted action to reintroduce systems
thinking as a clear curricular goal, helping our society understand and shape the increasingly
interconnected and complex digitalized world. We need IT professionals with core computer systems
expertise, coming from all backgrounds and from under-represented groups.

… and through a concerted answer to our call to action
In the race to digital empowerment, we see a clear opportunity for Europe and the Netherlands to not
focus on only one aspect of digitalization, e.g., AI algorithms, but to consider CompSys technology
holistically. Motivated by societal needs and encouraged by the strengths of CompSys research in the
Netherlands, we call for a large-scale collective effort and investment in this field. The benefits of
digitalization are enormous and reward every area of our economy and society. However, if we fail to
do this soon, there is a high risk that the CompSys technology and specialists required by our society
will not be available in the Netherlands anymore, further limiting our digital sovereignty. Economically,
the Netherlands cannot out-compete without computer systems and networking research!

Figure 1. (Horizontals) Foundational research themes in computer science and networking research in
the Netherlands, and (Verticals) Cross-disciplinary advances with outstanding impact on society.

2

Figure E.1: Horizontally: the most important research areas in computer science in Netherlands. Vertically: qualities we should
ensure across all research areas with the most outstanding impact on society. Datacenter manageability is a top-priority [6].
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Extra Slides: Why Digital Twinning?

Definition

A DCDT mirrors the structure, context and behaviour of a datacenter [1]. The prerequi-
site to any digital twin is good monitoring and sensing capabilities in the physical entity.
Datacenters meet this requirement easily because they already connect hundreds of
monitoring sensors.

TAO et al.: DIGITAL TWIN IN INDUSTRY: STATE-OF-THE-ART 2407

Fig. 3. Development trend of the DT research.

resents the physical entity; VE represents the virtual entity; Ss
represents the services for both PE and VE; DD stands for the
DT data; and CN means the connection of different parts [12],
[74]. The five dimensions are equally important for DTs. The
physical part is the basis of building the virtual part. The virtual
part supports the simulation, decision making, and control of the
physical part. Data lie in the center of DTs, because it is a pre-
condition for creating new knowledge. Furthermore, DTs lead to
new services that can enhance the convenience, reliability, and
productivity of an engineered system. Finally, the connection
part bridges the physical part, virtual part, data, and service.

B. History of DTs

The history of DTs is rather brief, which is largely due to
the technological limitations during its early development. The
theoretical development of DTs went through three stages: for-
mation, incubation, and growth. The first appearance of DTs
could date to the presentation made by Grieves in 2003, which
was deemed to be the origin of DTs [6]. Few articles were pub-
lished in this period. Hence, it is classified as the formation stage.
From 2003 to 2011, the rapid development of the communica-
tion technology, Internet of Things (IoT), sensor technology,
big data analytics, and simulation technologies contributed to
the rise of DTs. In 2011, the first journal article was published,
which elaborated how DTs were useful for predicting the aircraft
structural life [13]. In 2012, the NASA formalized the definition
of DTs and envisioned its prospects in the aerospace industry
[7]. More and more efforts were devoted to the DT research since
then. Therefore, this period is regarded as the incubation stage.
In 2014, the first white paper was published, which reflected the
growth of DTs from one conceptual idea to numerous practical
applications [6]. The finding that DTs would be applicable to
many different industries beyond the aerospace industry further
promoted its development. In 2017 and 2018, Gartner classified
DTs as one of the top ten most promising technological trends
in the next decade.

Fig. 3 illustrates the number of conference and journal pa-
pers on DT since 2011, which reflects the history of DTs. At
first, the concept was proposed in 2003. From 2003 to 2011, the
technological foundations were far from mature to support the
development of practically viable DTs. On the other hand, how-

ever, cloud computing, big data, IoT, and sensor technologies
experienced a rapid growth. In other words, the revival of the
DT research was triggered by the technological advancement in
other areas. Moreover, the significance of DTs was underesti-
mated at the time largely due to the lack of long-term visions
of how DTs would influence, if not revolutionize, industrial ap-
plications. Because of the aforementioned reasons, there were
few publications on the DT from 2003 to 2011. In 2012, the
NASA showed the superiority of DTs and gave a more specific
definition. More and more DT applications have appeared since
then. As illustrated in Fig. 3, the research on DTs is drawing
increasing attention in the academia. Considering the current
momentum, it is expected that the research and application on
DTs will experience another surge during the next 3–5 years.
Therefore, it is argued that the DT research now enters the rapid
growth stage.

III. CURRENT DEVELOPMENT OF DTS IN INDUSTRY

A. Theoretical Foundations of DTs

The theoretical foundations of DTs come from different dis-
ciplines such as information science, production engineering,
data science, and computer science. The most relevant theories
are reviewed as follows, which are divided into following four
parts: DT modeling, simulation, verification, validation, and ac-
creditation (VV&A); data fusion; interaction and collaboration;
and service.

1) DT Modeling, Simulation, and VV&A: DT modeling in-
volves physical modeling, virtual modeling, connection model-
ing, data modeling, and service modeling. Theories of physical
modeling are useful for extracting, defining, and describing the
key features of a physical entity. Theories of virtual modeling
are useful for building a virtual representation of a physical en-
tity, which will depict the same features and behaviors in the
virtual space. The virtual model should be a mirror reflection of
the physical model. Theories of connection modeling are use-
ful for maintaining a constant connection between the physical
model, virtual model, data model, and service model. A typi-
cal connection model includes data transmission, data format
conversion, data source protection, etc. Theories of data model-
ing are useful for data definition, operation procedure definition
(e.g., security checks), data storage, etc. Through data mod-
eling, data are stored according to certain criteria and logic,
which can facilitate data processing. Theories of service mod-
eling are useful for the identification, analysis, and upgrade of
services. Simulation theories are useful for operation analysis
(e.g., structural strength analysis and kinetic analysis) in a simu-
lation environment. VV&A can validate the veracity of a virtual
model and provide a confidence level by checking the model
error, algorithm error, and hardware error.

2) Data Fusion: Data fusion involves three processes—data
preprocessing, data mining, and data optimization. First, DTs
must handle a massive volume of data, including physical data,
virtual data, and fusion data between them. Therefore, it is
necessary to perform a data preprocessing that includes data
cleaning, data conversion, and data filtering. Next, the prepro-

Authorized licensed use limited to: Vrije Universiteit Amsterdam. Downloaded on May 14,2026 at 11:11:04 UTC from IEEE Xplore.  Restrictions apply. 

Figure E.2: Due to insufficient technological foundations, little work is available on DTs between 2003 and 2018, and it is only
with the rapid growth of cloud computing, Internet-of-Things and Big Data analytics that DTs have reemerged [12]. That is why
nobody used digital twins to mirror datacenters earlier.
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Extra Slides: Why not pure simulation?

Predicting job failures

Preventing failure-caused outages in advance can reduce huge operational costs, as
over 20% of all reported outages amount to more than 1 million US$ [4]. Only a constant
bi-directional interaction (digital twin ⟺ physical entity) can achieve this.
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future capacity needs, and plan 
expansions more effectively.

3.	 Predictive maintenance: DCDT 
can monitor equipment per-
formance in real time, predict 
potential failures, and recom-
mend proactive maintenance 
schedules and corrective ac-
tions to minimize downtime.

4.	 Thermal management: DCDT can 
model airflow and temperature 
distributions within the data 
center, allowing for optimized 

cooling strategies and identifi-
cation of hotspots.

5.	 Disaster recovery and risk man-
agement: By simulating various 
disaster scenarios, DCDT can 
help develop and refine disaster 
recovery plans and identify 
potential vulnerabilities in the 
data center infrastructure.

6.	 Performance optimization: DCDT 
can analyze workload patterns 
and resource utilization to 
optimize server configurations, 
network traffic, and application 
performance.

7.	 Security enhancement: DCDT 
can model potential security 
threats and vulnerabilities, 
allowing for proactive security 
measures and faster incident 
response.

8.	 Scenario planning: DCDT can 
provide insight into the behav-
ior of the system before changes 
are made to the physical data 
center. For example, to estimate 
the energy consumption or 
cost of a workload or job before 
it’s executed. Another exam-
ple would be to test software 

patches or test network config-
uration changes on the twin 
before committing them to the 
production environment.

DCDT can be used in different phases 
of the data center life cycle: planning/
design, construction, and operations.4

For illustration, consider the follow-
ing scenario for planning and bringing 
up an actual data center using a digital 
twin. The physical construction of a 
powerful AI data center begins, but its 
digital twins are already complete. Ad-
vanced software tools are used in concert 
to create a holistic simulation of how the 
data center will behave, both logically 
and physically. The insights garnered 
from these digital twins accelerate the 
data center construction using parallel-
ism, saving months in system setup.

Architects design, configure, preval-
idate, and automate the network to op-
timize data movement leveraging blue-
prints from other generative AI facilities. 
These designs are then exported into a 
virtual environment and overlaid with 
facilities data to provide planning for 
rack layouts, cabling, power consump-
tion, and computational fluid dynamics 
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FIGURE 3. Digital twin and physical 
world.
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FIGURE 4. DCDT complements existing management layers by providing additional complex functionality, such as what-if analysis, 
advisory, exploring opportunities for optimization, understanding aging, and so on. A distinct advantage stems from modeling  
physical artifacts and then connecting to them.

Figure E.3: Real-time control that is tightly-coupled with the IT equipment is a prerequisite for timely predictions within
seconds/minutes [1].
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